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Foreword

Complexities in the cyber supply chain have introduced new avenues for
exploitation and manipulation attracting numerous U.S. adversaries.

Megan Mance
Cyber Supply Chain Security and Potential Vulnerabilities within U.S.
Government Networks (June 15, 2016)

On November 19, 2015 Admiral Michael Rogers, the Chief of the National Security
Agency and U.S. Cyber Command, told an audience that his principal concern is data
manipulation through network intrusion. U.S. adversaries are continually looking for
new and creative ways to gain access to U.S. government networks. One specific cyber
threat that deserves greater attention is the cyber supply chain security within the federal
government and the vital role of government contractors in this area.

The 2017 U.S. Presidential Executive Order on Strengthening the Cybersecurity
of Federal Networks and Critical Infrastructure (dated May 11, 2017) calls for the
U.S. government departments and agencies to report “on cybersecurity risks facing
the defense industrial base, including its supply chain, and United States military
platforms, systems, networks, and capabilities, and recommendations for mitigat-
ing these risks.”

Even a trusted supplier can unwittingly integrate components that might be
obtained from untrustworthy sources. Unfortunately, this is the likely situation
given the globally sourced commercial off-the-shelf (COTS) strategies popular in
our current national security and information and communication technology
(ICT) business organizations.

It is too difficult to provide across-the-board assurance for all tiers/levels of all
products, because most products are agilely sourced in a global environment; if we
cannot do it all, the key concept here is to take a risk-based approach to secure what
we can, to at least provide across-the-board assurance for some critical capabilities.
Therefore, it will be necessary for enterprises to identify their most critical capabili-
ties or functions, and for those mission-essential functions, they will seek to ensure
trustworthiness of every product, component, and subcomponent enabling that
capability/function.
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Planning for the tracking of subcomponents and components brought together
in a select product or system is required, because it would be nearly impossible to
trace back after the fact. So, a big part of ensuring a trustworthy sourcing process
rests on the ability of the supplier to prove that they can deliver the knowledge of
their supply chain processes: what is planned and how they will manage devia-
tions from predicted plans. This type of detailed supply chain planning (SCRM)
also leads to on-cost, timely delivery of these trusted components. This is an espe-
cially difficult requirement with complex technology projects, due to their layers of
design complexity and a multitiered global supply chain.

Currently, given this complexity of most ICT projects, it is difficult for any sup-
plier to provide this sort of assurance/supply chain guarantee. Part of the problem
is that undil recently there had been no defined requirement for this type of process/
system or any adequate description of what it takes to plan and provide end-to-end
technology supply chain assurance. That has changed recently, primarily due to
the recognition that elements of our critical infrastructure and national security
systems may already contain poor quality and/or malicious items placed through
insecure supply chains and slipshod sourcing.

Currently, efforts are increasing to address problems with embedded mal-
ware and counterfeits due to supply chain breakdowns and ultimately enabling
compromised functional capabilities. These efforts are driving a need for supply
chain assurance for select systems/capabilities. Coordination of this complex work
requires a common and coherent set of control processes and activities, which will
allow managers to understand the precise security status of any given component
as it moves through design, manufacture, final product integration, testing, and
assurance of a well-documented build of materials (BOM), which become well-
maintained and dynamic BOM, due to strong configuration management for both
hardware and software, throughout the life cycle. In that respect, an authoritative,
mutually agreed-upon process for independently assuring organizational trust in
sourced products becomes a necessity.

This is not a common situation today because of the distances and global ele-
ments of business. The ideal would be a well-defined (risk-based) process, with
agreed-upon taxonomy, to evaluate and verify trust at all levels up and down the
supply chain, to ensure that control is maintained through a formal and disciplined
process. This overall control framework with well-defined processes, activities, and
tasks has a good start in NIST 800-161 standards, practices, and controls for sup-
ply chain assurance. This is a critically enabling first step in the process of assuring
globally sourced products, enabling trusted mission essential functions, through
ICT SCRM.

Donald R. Davidson Jr.
Director, Cybersecurity (CS) Risk Management



Preface

Today’s information and communication technology (ICT) organizations increas-
ingly find themselves relying on others for their success. Historically, medium- and
large-size organizations have spent less than a third of their budgets on purchased
goods and services, having relied on internal sources for these. Today, those same
organizations spend most of their budget on purchased commercial off-the-shelf
(COTS) goods and services. This is in large part because of the advantages ICT
organizations have found in strategies such as globalization, outsourcing, supply-
base rationalization, just-in-time deliveries, and lean inventories. Additionally,
many companies have consolidated operations both internally and externally to
achieve economies of scale.

While globalization, extended supply chains, and supplier consolidation offer
many benefits in efficiency and effectiveness, they can also make supply chains
more brittle and can increase information security risks that can lead to supply
chain disruption. Historic and recent events have proven the need to identify and
mitigate such risks. Recent political accusations have shown how security breaches
can extend well beyond domestic boundaries and interfere with international trade
and disrupt many elements of global supply chains, including supply, distribution,
and communications. In extreme cases, a single security breach at one location can
severely interfere with the capabilities of an organization.

Effective supply chain risk management (SCRM) is essential to a successful
business. It is a competence and capability many enterprises have yet to develop. In
some areas, both problems and practices are well defined. In others, problems are
defined, but practices are developing. In still other areas, both the definition of the
problems and the practices needed to address them are developing. In sum, SCRM
is an evolving field.

It is important to note that ICT security risk cannot be eliminated. Because of
its complex nature, various tools can be used to give organizations and governments
the ability to build up an overall picture of the risk situation and plan a mitigation
strategy to address critical areas. Likewise, with the growing emphasis on global-
ization, business process outsourcing, and the need to control terrorism, there is a
greater need to understand and handle supply chain vulnerabilities throughout the
entire life cycle from agreement to procurement and operation.
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Guidelines for managing information security risk were developed by the
National Institute of Standards and Technology (NIST) in March of 2011; they
propose risk management practices at all levels of the organization and should be
followed to facilitate adequate risk assessment, response, and monitoring (NIST
SP 800-39). In 2015, NIST expanded the scope of the guidelines in the develop-
ment of new guidelines (NIST SP 800-161) that address the ever-increasing impli-
cations of SCRM while incorporating the requirements of specific management,
operational, and technical ICT security controls under the Federal Information
Security Management Act. Until now, however, there has not existed an “easy-to-
understand” approach for implementing NIST SP 800-161 parallel to the defini-
tions of other international standards, such as ISO/IEC 12207, for the purpose of
providing security mechanisms within end-to-end ICT supply chain agreement,
procurement, and operation that lead to a comprehensive capacity maturity model.

This book is based upon the belief that the acquisition process is a strategic
planning and governance concern. The solution is a formally defined and imple-
mented infrastructure of best practices aimed at specifically optimizing the coordi-
nation and control of the acquisition process across the organization. As with any
complex process deployment, this can only be substantiated through a rational and
explicit framework of auditable procedures. The creation and deployment of those
procedures is at the core of what is being presented.

One of the underlying premises of this book is to detail the reasons why formal
organizational processes and methods for acquiring secure products are valuable.
You will see how fundamental security activities provide the basis for the most
effective assurance of the technology used. You will also discover the importance
of expert advice concerning the best practices for building these formal processes.
Since continuous capability improvement is the essence of maintaining an effective
security posture, we will describe a maturity model-based approach to acquisition
process improvement.

Who Should Read This Book?

This book will provide a valuable insight to anyone who acquires technology prod-
ucts. This includes COTS and government off-the-shelf products as well as the par-
ticipants in the supply chain at any level. However, given the management focus,
it would be particularly useful to process architects and higher level executives
responsible for assurance of the technology infrastructure.

This book can also serve as a good general knowledge text for general interest
practitioners. Since the ideas have practical business application, they seem highly
attractive to any manager responsible for acquiring any form of complex products.
The inclusion of a maturity model in Chapter 7 makes it especially attractive to
strategic planners and any other type of security policy manager or upper level
strategic decision-maker.
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In a very detailed and organized fashion, this book presents the concepts of
secure acquisition and ICT SCRM operations as an all-in-one concept. As such,
there is no assumption about specialized knowledge. You will learn how to create
a systematic and secure acquisition process as well as how to create a risk-based
control structure for all levels of the supply chain. You will learn how to establish
systematic sustainment and reporting within this structure and how to increase its
capability.

This revolves around the steps to define the standard processes, activities, and
tasks for the customer—supplier relationship, the attendant control objectives, and
the auditing and reporting systems for the supply chain. Guidance for carrying this
out is supported by expert standards of best practice, which are commonly accepted
in the field and easily understandable.

At the end of this book, you will be able to

1. Implement a formal, organization-wide, standards-based trust in sourced
products.

2. Define a comprehensive control structure to ensure continuous assurance.

3. Create a standard process to achieve higher stages of requisite capability.
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Chapter Structure
and Summary

Chapter 1: Why Secure Information
and Communication Technology
Product Acquisition Matters

The goal of this chapter is to demonstrate how a formal approach to acquisition
security can be used to ensure the integrity of the technology base of an organiza-
tion. The key concept here is “across-the-board trust.” Because ALL of the potential
components of the technology base are involved in the secure functioning of the
system, every aspect of that base must be trustworthy. The reader will discover
how formal processes and a standard point of reference are necessary to establish
adequate trust.

Chapter 2: Building a Standard
Acquisition Infrastructure

Two standards are relevant to the definition of a robust acquisition assurance infra-
structure. At the concept level, this is the customer—supplier process defined in the
“Agreement” processes of the ISO/IEC 12207 Standard. This standard has been
widely accepted for over 20 years as the authoritative definition of what, at a mini-
mum, must be undertaken to achieve proper technology acquisition. These stan-
dard recommendations can then be tailored into a specific process for any given
organizational application. Thus, the need for a single, fully defined infrastruc-
ture is a precondition for the definition of the body of knowledge for secure sup-
ply chain risk management. As such, the remainder of this book will outline the
means to specifically implement the recommendations of the NIST IR 800-161
model within the larger ISO/IEC 12207 Agreement process. The aim is to detail
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how these explicit recommendations for customer, integrator, and supplier perfor-
mance fit and work with the 12207 requirements for proper customer—supplier
relationships.

Chapter 3: The Three Building Blocks
for Creating Communities of Trust

In this chapter, you will learn why a formal, comprehensive, standards-based
definition of the activities and tasks necessary to ensure trust is critical to the
process. The elements of the product supply chain are hard to identify, let alone
ensure. Due to its layers of complexity, this is a difficult task to perform with
complex technology development and integration projects, particularly given the
fact that most products are integrated up a multilevel supply chain that is often
offshore based.

The aim of this chapter is to give an overview of the only existing standard
framework for the practice of comprehensive control over complex builds. Most
products are developed in multilayered, multivendor, and even multicultural team
settings. In order to ensure trust, all of this must be fully coordinated and con-
trolled up and down the supply chain. Coordination of this degree of complex work
requires a common and coherent control process and control activities, which will
allow managers to understand the exact security status of any given component as
it moves to final product integration, testing, and assurance.

Chapter 4: Risk Management in the ICT Product Chain

The process of risk management (identifying and controlling information as it is
created within the supply chain), risk identification (examining, documenting, and
assessing the security concerns represented by a given component within the sup-
ply chain), and risk control (applying controls to reduce identified risks), as well as
prioritizing its importance will be described here. It is hard to ensure against threats
to the components of an evolving product because the development process is nor-
mally dispersed across a number of organizations at various levels of integration.
That is potentially risky because any breach of the product development chain can
compromise the entire product. The term “weakest link” applies here. Also, there is
the issue of offshore development of COTS products. Work across organizational
boundaries as defined by agreement is the basic approach to the development of
most complex technology products. But most of these relationships are undefined.
Software in particular is intangible and dynamically changeable. Thus, it is almost
impossible to get an exact understanding of product status as it moves up the devel-
opment chain. Consequently, explicit and trustworthy risk control processes have
to be applied at all levels of the supply chain.
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Chapter 5: Establishing a Substantive Control Process

It might seem a little simplistic to say that the problem with developing any complex
technology is that it is too complex. But the fact is that control must be established
at all levels up and down the supply chain in order to be able to say with certainty
that the product can be trusted. The only way to ensure that control is through a
formal and disciplined process of assurance. This is the role of a formally constituted
and organizationally sanctioned set of processes, activities, and tasks, which have
been formulated into a standard acquisition control structure. The problem lies in
knowing exactly what constitutes the elements of proper behavior. Thus, this text
will present the only existing standard recommendations for the activities needed
to ensure the acquisition process. This includes the description of the overall control
framework itself as well as the processes, activities, and tasks that the organization
must undertake to establish actionable behaviors that can be audited for compli-
ance with the recommendations of standard best practice. In this respect, the ISO
12207 Agreement process will be mapped to the recommendations of NIST 800-
161 in order to describe a top-to-bottom concept of secure acquisition assurance.
The aim is to help you understand how to establish a standard and auditable secure
acquisition process. This includes methods for initiating, planning, executing, and
following up/remediating active behaviors for the purposes of systematic control.
It includes the definition and assignment of all roles and responsibilities for every
participant in the supply chain—customer, supplier, and integrator—and the best
practices for documentation and reporting of control information to appropriate
sources.

Chapter 6: Control Sustainment
and Operational Assurance

The only way to ensure proper implementation of a critical process is through the
routine operational sustainment of the active controls that constitute it. This in
essence involves tailoring, deploying, and validating a suitable set of behavioral
controls and then monitoring their integrity and effectiveness throughout the life
cycle of the acquisition process. Basic steps must be carried out to ensure systematic
integrity no macter what the actual situation might be. It is necessary to validate
the selected control set to assure the effectiveness as well as confirm the accuracy
of the defensive scheme. Thus, it is necessary to conduct regular monitoring testing
and analysis of the complete set of acquisition assurance activities to understand
its status and functioning. This includes steps to detect any malfunctioning within
the control set and procedures to ensure that subsequent corrective action will be
undertaken.

Sustainment operations begin after the acquisition process is operationally
deployed. The sustainment process is planned, implemented, and monitored in the
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same fashion as any other organizational-level activity. It normally embodies the
criteria and factors for judging success. The intention is to be able to say with assur-
ance that the aggregate controls for any given acquisition are effective given the
aims of the organization. Operationally, this should take place within a defined
reporting and decision-making structure. Because the overall purpose of assurance
is to produce a trustworthy assurance outcome, the outcome of sustainment is con-
tinuous assurance of process correctness.

Chapter 7: Building a Capable Supply Chain Operation

The role of any form of assurance process is to ensure continuing confidence in the
products that are being acquired. However, since managers do not actually do the
work, and the product is normally too complex to understand anyway, the orga-
nization has to adopt and utilize some form of standard control process in order
to ensure product integrity. A capability-based process ensures that reliability and
integrity are designed for and built into the products in the first place rather than
added on at the end.

The assurance of the proper functioning of the control process is what actually
certifies the correctness of the product. In that respect, the aim of all technology
assurance activity is to ensure the continuous trustworthy and reliable functioning
of all of the deployed controls. Process capability improvement provides a given
organization with a template for continuous adaptation and improvement. The
assumption is that a technology management system that is based on and follows a
commonly accepted model of best practice ensures best-of-breed acquisition assur-
ance. The problem is how to get there. The objective of this chapter is to provide
a standard model for capability maturity development for any organization. The
assumption is that capability is attained in easy-to-accomplish stages rather than
in one impossible leap. Capability maturity models have been utilized in a number
of high-technology settings for years. Their general form is well understood and
adaptable to the standard practices we are discussing here. Thus, we will specify and
describe what needs to take place in a practical sense in order to implement such an
approach to acquisition security.



Chapter 1

Why Secure Information
and Communication
Technology Product
Acquisition Matters

At the conclusion of this chapter, the reader will understand the following
(Figure 1.1):

The role and importance of a formal sourcing process in ensuring organiza-
tional security

The standard elements of acquisition management practice

The concerns and issues associated with insecure supply chains

The general structure and principles of the ICT supply chain risk manage-
ment (SCRM) process

The nine large elements of formal ICT SCRM

The role and importance of standard models of best practice

Introduction to the Book

The purpose of this book is to ensure an understanding of the strategic process
of trusted product acquisition, which is directly associated with the discipline of
SCRM. This chapter will introduce the concepts and principles of formal trusted
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Figure 1.1 Objectives of the book.

product acquisition governance as well as the standard principles and underlying
activities that define best practice in the performance of secure product sourcing.
This book will also detail a standard SCRM process that is integral to secur-
ing ICT acquisition in a global business environment. It will identify the common
points of failure in acquiring adequately secure sourced products, and it will explain
the factors that drive those failures. Readers will see how diflicult it is to acquire ICT
products that are trustworthy and secure, and they will understand the fundamental
causes of that difficulty. Readers will discover the role of communities of practice
in the overall process of building a complex ICT product, and since continuous
capability improvement is the essence of maintaining an effective security posture,
Chapter 7 will describe a maturity model for Acquisition Process Improvement.
The goal of this chapter is to demonstrate how a formal approach to acquisition
and supply chain security can be used to assure the integrity of the technology base
of any organization. The key concept here is “across-the-board trust” because @/ of
the potential components of the technology base are involved in the secure function-
ing of the system. Consequently, every aspect of that base must be dependably secure
or “the weakest link” applies. The reader will discover how formal processes and a
standard baseline reference are necessary to establish that requisite level of trust.

Underwriting Trust and Competence

The vast range of ICTs have created our digital culture. Consider that 30 years ago
you could not shop, bank, buy stocks online, play games, or interact with people
on a mobile device. Now that is all possible, and new opportunities seem to pop up
at an unthinkably frantic rate. At the same time, because of the dependence on the
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Internet, it is critically important to be able to trust the security and integrity of all
of our ICT products, and that is demonstrably not the case.

According to the Privacy Rights Clearing House, close to one billion consumer
records have been lost or stolen over the last decade. According to McAfee and the
Center for Strategic and International Studies, that translates to $300 billion to
$1 trillion in annual loss. Therefore, it is not surprising that industry and govern-
ment have decided to address the problem of ICT product security. Just like buying
a suit off the rack rather than having it bespoke tailored means that the customer
will get it faster and cheaper, the business logic makes it inescapable for most mod-
ern companies to purchase rather than develop their own ICT products. Businesses
want their solutions now, not at some time in the indeterminate future, and they do
not want to spend the R&D money to back the development of custom packages.
In many respects, because solutions are purchased rather than built, the procure-
ment stafl is as critical to the security of the ICT operation as the technical staff.

An organization’s ICT procurement process is no different from any other
purchasing function in that the purpose of any procurement activity is to acquire
an effective product for the organization. Consequently, whether the product is a
video game or a piece of sophisticated military hardware, the activities that take
place within the acquisition process have to be logically related, controlled, and
coordinated. A standard model of the best practices to be carried out within that
process simply ensures that the control is implemented systematically and is effec-
tively maintained through the specific actions of the individuals who are responsible
for performing the assigned task.

From a security and integrity standpoint, what this implies is that every indi-
vidual action in the overall process has to be rationally and properly placed in the
timeline for execution. Additionally, each task must be fully and correctly inte-
grated into the overall activity. Therefore, at its core, the acquisition process that
will be discussed here must be well defined and propetly executed. It must ensure
that proper relationships are maintained among the larger set of actions that have
been arrayed to achieve a given purpose.

Justification and Objectives of the Book

Perhaps the best way to justify this book is the statement that it has been long
overdue. Technology systems are complex and their elements are indistinguish-
able by normal inspection. Thus, the usual way to acquire trustworthy ICT prod-
ucts has been to only deal with suppliers who are “known and trusted” over a
reasonable period of time. Even so, in a modern global sourcing environment, a
trusted supplier has the potential to integrate subcomponents that are obtained
from untrustworthy sources into a system. Therefore, when it comes to acquir-
ing the technology needed, any purchaser of an ICT product is essentially “buy-
ing a pig in a poke,” so to speak. This is a particularly egregious situation given
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the “faster-cheaper-better” mentality of current companies, and it has led to an
overreliance on suppliers’ commercial-off-the-shelf (COTS) system security to
leverage development strategies.

The problem is that until recently there has been no common body of knowl-
edge that can be relied on to provide a standard set of practices for executing secure,
end-to-end technology purchases. Fortunately, this has changed primarily due to
the dawning recognition that elements of our critical infrastructure may already
contain malicious items, which have been placed there as a result of insecure supply
chains and a slipshod open-source acquisition process.

The ideas presented in this book are well-established aspects of a single process
that has been developed and promulgated by the federal government to ensure
trusted product acquisition in its particular space. Specifically, this book pres-
ents the concepts of ICT SCRM from the perspective of NIST SP 800-161, which
is the first standard body of knowledge for secure SCRM (NIST, 2015). In chis
book, you will learn how to create a verifiable audit-based structure of controls,
which will ensure comprehensive security for all types of sourced ICT products.
We will explain how to establish systematic security within the supply chain as well
as how to build auditable trust into the products and services that are acquired by
the organization.

In addition, we will detail a unique capability maturity development process
that will help foster an increasingly competent process. The overall aim of this book
is to define a complete and correct collection of highly related processes, activities,
and tasks as well as the attendant monitoring and reporting systems to ensure a
trustworthy product. A practical and standard means of leveraging the acquisi-
tion process to higher levels of capability maturity is also explained in this text.
The details of this process are captured in a very well-known and widely accepted
approach to capability maturity development. Thus, the information in this book is
both authoritative and commonly agreed upon.

The Five-Part Problem

As we said in the last section, this book centers on the belief that SCRM is a strate-
gic governance concern. Thus, the practical governance solution to the acquisition
process is a formally defined and concrete infrastructure of best practices, which
are aimed at ensuring sufficient coordination and control over the entire process.
The objective is to ensure that all sourced products fall within certain levels of
trust. As with any complex goal, the assurance of product trustworthiness can only
be substantiated through activities that take place within a rational and explicit
framework of auditable procedures. Thus, the basis for creating and deploying these
procedures is presented in this chapter.

The General Accounting Office (GAO) summarized the concerns associated
with organizational ICT SCRM in a March 23, 2012, report. ICT risk issues fall
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into five categories, each of which has a slightly different implication for product
integrity: “installation of malicious logic on hardware or software; installation
of counterfeit hardware or software; failure or disruption in the production or
distribution of a critical product or service; reliance upon a malicious or unquali-
fied service provider for the performance of a technical service; and installation
of unintentional vulnerabilities on software or hardware” (GAO, 2012, p. 1)
(Figure 1.2).

Malicious logic is embedded in a product to fulfill some specific purposes.
Malicious objects are by definition not part of the intended functionality; there-
fore, in order to find and eliminate any instance, rigorous testing and inspection
is required. Embedding a malicious object in a product is always a hostile act, and
assurance that a product is free of malicious code should be a high priority with
any ICT customer. Nonetheless, since it is hard enough to ensure the quality and
security of the functions that ought to be present in a piece of software, it is asking
a lot to expect that functions that should 7o# be present should also be identified
and eliminated. Therefore, it is almost impossible to estimate how much malicious
code currently resides in ICT products. Because the decision to embed a piece of
malicious logic in a product is intentional, one of the most effective ways to ensure
against the presence of such objects is to maintain strict oversight and control over
ICT development, sustainment, and acquisition work.

Counterfeits are not just an acquisition issue. Counterfeit parts can appear
at any stage in the development and sustainment of ICT products. Counterfeits
execute product functions as intended and threaten product security and integ-
rity because they are not the same as the actual part. Generally, the purpose of a
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Figure 1.2 ICT risk issues.
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counterfeit is to save money or supply a feature that the maker is otherwise inca-
pable of providing. As a result, counterfeits embody shortcuts in product quality
or security that can fail in many ways. Because they function like the original
part, it is often hard to spot a counterfeit in a large array of legitimate compo-
nents. Therefore, it is critically important that customers fully and completely
understand their supplier’s business and technical practices prior to engaging in
any use of the products. A capability model is particularly helpful in enforcing
that understanding since it establishes a common and auditable basis between
organizations.

The problems caused by breakdowns in the supply chain mirror the problems
encountered in conventional manufacturing, in that the failure lies in the inability
to do the work due to the lack of a component. The same is true with the techni-
cal service concern. From the standpoint of product security, a failure to deliver a
critical part prevents the ICT product from being used, which is the equivalent of
a denial of service in conventional security terms. Thus, efforts to mitigate security
risks or risks to product integrity tend to concentrate on identifying and managing
single points of failure. Capability models help in that respect because they estab-
lish common management functions designed to monitor and control the overall
process of construction or maintenance.

From a technical service standpoint, the focus is on learning whether the sup-
plier’s operation is capable of delivering the product as specified. Since supplier
capability is at the center of any acquisition or outsourcing decision, it is important
to find out in advance whether the contractors that comprise the supply chain pos-
sess all of the capabilities required to do the work. Specifically, suppliers have to
prove that they are capable of developing and integrating a secure product. Overall
capability is usually demonstrated by the supplier’s past history with similar proj-
ects as well as their documented ability to adopt good software engineering prac-
tices. A commonly accepted and fully auditable model of best practice shared by
the customer and the supplier helps to cement that assurance.

The issue of unintentional vulnerabilities is just a specific application of the
overall development and sustainment problem in that defects in software and hard-
ware occur because of failure in the process. By definition, the installation of unin-
tentional flaws is not a hostile act; however, since the problem is so pervasive, the
sheer number of exploitable vulnerabilities placed in ICT products makes uninten-
tional flaws and defects a major concern.

There is an extensive body of knowledge in ICT product assurance; however,
since the steps necessary to ensure product integrity have to be instituted, managed,
and sustained in a logical way, best practices are often not followed or performed
half-heartedly. The result is that common defects in ICT products are exploited
by a growing array of criminal and other bad actors. The installation and sustain-
ment of a commonly accepted capability model addresses this concern directly.
Nevertheless, it is critical that the activities in that model be executed in a continu-
ous and disciplined fashion.
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Putting Product Assurance into Practice

It should also be clear from the GAO report that the assurance of trustworthy
products calls out three commonsense principles: control the development and sus-
tainment work using common best practice, adopt rigorous assurance practices at
the component level, and rationally plan for failure (Figure 1.3).

A very large percentage of the counterfeiting, supply chain critical point of fail-
ure breakdown, and capability concerns can be mitigated by simply ensuring that
every one of the entities up and down the supply chain is under strict management
control. Unwanted functionality and development failures must be addressed by
strict product assurance from the time of inception to the time of acceptance. Then,
when the inevitable failure does occur, there is a well-defined strategy in place to
ensure that the problem is properly addressed.

An authoritative, mutually agreed-upon basis for the rational management of
the project has to be available in order to independently assure organizational com-
petence, while building commensurate trust. This requirement has two practical
conditions associated with it. First, the supplier must be demonstrably competent,
and second, the buyer must be able to reliably identify a competent supplier. If an
acquirer has a long-standing history with a given supplier, that organization will
know whether that supplier is competent. However, given distances and the global
elements of business, this is not a common situation. As such, a defined process or
standard is implicitly necessary to assess and certify competence, and the national
standard for doing that will be presented in this book.

The common requirement for propetly executing this standard is that the trust
element be consistently enforced by some sort of universally recognized common
management assessment or audit function. A standard and audited assurance of the
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Figure 1.3 Three commonsense principles.
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proper execution of a set of formal practices underwrites two of the most important
factors in global business, namely, trust and competence. More specifically, a tan-
gible and effective SCRM system can enhance the level of trust that exists between
a supplier and a customer as well as provide the customer with documented assess-
ment assurance that the supplier is competent.

Obviously, a big part of ensuring trust relies on the ability of the supplier to
guarantee that it can deliver on cost, timeline, and integrity commitments. The
issue is that given the complexity of most ICT projects, it is difficult for any supplier
to provide that sort of guarantee. According to Watts Humphrey (1989), the three
variables that serve as the basis for trust in business are history, understanding, and
awareness. All ICT organizations have difficulty assuring any of these three factors
because companies will normally deal with each other electronically over conti-
nents and oceans. Therefore, unless the acquirer and supplier have done business
with each other before, those companies often have little basis for gauging per-
formance. Additionally, even if two companies have experience with each other’s
work, there is no guarantee that a customer can rely on similar results in a succeed-
ing project, given all of the factors involved in technology product manufacture.

The need for a single, fully defined, standards-based process infrastructure is a
precondition for any subsequent execution of the SCRM process. The role of ICT
management is to ensure that supply chain violations do not occur in the first place.
However, since work is outsourced, the acquirer does not actually have hands-on
access to it. Therefore, acquirers have to utilize some form of generic assessment-
based management process in order to ensure product integrity. The aim of a man-
agement process is to establish a systematic approach to the way the organization
goes about its ICT work.

An orderly process is important because it will ensure corrective action is
built into the product development in the first place rather than tested at the end.
Therefore, the insistence that an ICT management system conform to a commonly
accepted model of best practice ensures best-of-breed management. Most leading-
edge corporations have had such a management system in place for years. Now,
with the current set of generic ICT best practice standards, any organization can
implement the successful practices that more advanced corporations employ.

The Supply Chain and the Weakest Link

The software and services supply chains that underwrite our way of life constitute a
significant avenue of attack. This is because the supply chains are probably insecure
and nobody really knows for sure how secure any sourced product derived from a
supply chain is (GAO, 2015). This fact alone is the justification for a comprehensive
ICT SCRM practice and the mechanism for deploying ICT SCRM is built around
enterprise-level strategic planning. ICT SCRM strategy ensures the integrity of
complex product and service supply networks and ensures that all risks and single
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points of failure are mitigated for each supplier network to a sufficient level of
satisfaction for all stakeholders present in a sourced-product supply chain. This
book incorporates recommendations from four international standards:

1. ISO/IEC 12207-2008, Software Life Cycle Processes

2. ISO/IEC27001:2013, Information Technology-Security Techniques-Information
Security Management Systems (ISMS)-Requirements & 27002, Code of Practice
Jfor Information Security Management

3. ISO/IEC 31000:2009, Risk Management-Principles and Guidelines

4. NISTIR 7622, Notional Supply Chain Risk Management Practices for Federal
Information Systems (NIST, 2012), NIST SP 800-37, Rev.l, Guide for
Applying the Risk Management Framework to Federal Information Systems: A
Security Life Cycle Approach (NIST, 2014) & NIST Special Publication 800-
161, Supply Chain Risk Management Practices for Federal Information Systems
and Organizations (NIST, 2015)

We will present the knowledge necessary to deploy a complete SCRM system
(SCRMY) with the aim to outline both the context and the detailed practices that
underlie that context. Starting from the conceptual framework, we will move down
to the requisite activities and tasks. At the end of this book, the reader will under-
stand how to

B Implement a comprehensive, well-defined, and organization-wide standards-
based SCRMS

B Customize an appropriate set of SCRM activities for a given organization or
project at the requisite level of process capability

B Organize, implement, and manage effective SCRM operations for a complex
supply chain

Visibility and Control

We build systems out of components, which are derived from global sources outside
of our direct control. Thus, a nation-state, terrorist group, or even individual who
wants to compromise a supposedly secure system can easily and surreptitiously suc-
ceed through a third- or fourth-tier supplier. Thus, nobody knows for sure whether
the parts that comprise our national infrastructure are actually what they were
intended to be or whether they are counterfeit and possibly contain maliciously
inserted objects (GAO, 2012).

ICT products are developed through a global supply chain with the purpose of
supplying a product or service through coordinated work involving several orga-
nizations. The problem is that ICT supply chains produce products that are either
abstract like software or so infinitesimally complex that they cannot be overseen
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and controlled by conventional means. Thus, ICT supply chains create a different
set of assurance problems for managers. Proper ICT SCRM practices address
those assurance problems by providing a consistent, disciplined environment for
(Figure 1.4)

B Developing the product

B Assessing what could go wrong in the process (i.c., assessing risks)

B Determining which risks to address (i.e., setting mitigation priorities)

B Implementing actions to address high-priority risks and bringing those risks
within tolerance

Typically, supply chains are hierarchical, with the primary supplier forming the
root of a number of levels of parent-child relationships. From an assurance stand-
point, this implies that every individual product for each individual node in that
hierarchy has to be secure as well as correctly integrated with all other components
up and down the production ladder. Because the product development process is
distributed across a supply chain, maintaining the integrity of the products moving
within that process is the critical part. The weak link analogy is obvious here.

Consequently, the activities within that product’s supply chain have to be
consistently rational and precisely controlled in order to ensure against sabotage
or unintentional harm. This requires a coordinated set of consistently executed
activities to enforce visibility in the process. In this respect, the purpose of the ICT
SCRM function is to ensure the integrity of disparate objects as they move from
lower-level construction up to higher-level integration.

Implement
actions to
address high-
priority risks

Determine
. Assess the
what risks to .
risks
address

Figure 1.4 Proper ICT SCRM practice.
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Building Visibility into the Acquisition Process

Globalization is good for business, and it allows for a more competitive bidding
practice. It gives companies access to the best talent available worldwide, but it also
brings challenges. Because of the international nature of supply chains, organiza-
tions can interact by proxy with suppliers which they may not know about and/or
may never see. And less insight into suppliers’ security practices means less control
over their business practices, which can mean increased vulnerability to adversaries.
Moreover, supply chains must always satisfy stakeholder criteria.

Not only do we have an increasingly globally interdependent supply chain, the
complexity of modern ICT products demands a myriad of capabilities. This creates
a situation in which attackers from a nation-state, terrorists, criminals, or rogue
developers might be able to gain control of systems through supply chain oppor-
tunities and intentionally implant logic or create unintentional vulnerabilities that
could be maliciously exploited. The traditional consequences are loss of critical
data, intellectual property, and/or technologies. The emerging consequences are
potentially the intentional exploitation of manufacturing and supply chains that
can result in corruption with the resulting loss of confidence in critical organiza-
tional capabilities, systems, and networks.

For key systems and networks, the aim is to manage risk to the critical compo-
nents throughout the acquisition life cycle by installing proactive SCRM key prac-
tices to strengthen acquisition operations security, employ technical mitigations,
enhance vulnerability detection, and partner with other organizations to drive
security manufacturing, engineering, and test and evaluation practices. Mission-
critical functions and components have to be integrated into their applicable system
ata level of assurance consistent with the criticality of the system and the functions
and components’ roles within the system. Then the associated risk for each has to
be identified and managed at a level of trust commensurate with the criticality of
the component throughout the entire system life cycle.

Risk management is critical to the overall procurement process in that the
processes, tools, and techniques deployed for any given organization must protect
the quality, configuration, and security of the organization’s systems, firmware,
hardware, and systems throughout their life cycles. More importantly, the tailor-
ing process has to include the assurance of components or subcomponents from
secondary sources. The implication of this is a single coordinated process to detect
vulnerabilities within custom-developed and standard commodity hardware and
software by means of rigorous testing and evaluation activities including develop-
mental, acceptance, and operational testing,.

The assurance cannot just stop at the door. Because products are placed into
day-to-day operation, there must also be a means to detect the occurrence of,
reduce the likelihood of, and mitigate the consequences of unwittingly using prod-
ucts that might contain some form of flawed or malicious function or counterfeits.
Therefore, a well-defined, designated element of system engineering that applies
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scientific and engineering principles to identifying security vulnerabilities and
minimizing or containing risks associated with those vulnerabilities is required

(Figure 1.5). This engineering process should be capable of

B Incorporating security requirements into the system engineering concepts
and processes of the organization as well as integrating security requirements
into all evolving system designs and baselines

B Identifying and implementing countermeasures and subcountermeasures to
assess risks and determine mitigation approaches to minimize process vulner-
abilities and design weaknesses

B Derforming cost/benefit trade-offs to ensure affordability

B Ensuring that secure design considerations are an integral element of life cycle
management of the ICT acquisition decisions throughout the full life cycle

Systems operate on a life cycle basis, and evaluation activities like criticality analy-
ses need to be scheduled according to life cycle phase. This includes taking steps to
evaluate overall business goals and purposes and identifying functions within the
system architectures that constitute mission-critical elements. This also implies the
need to maintain and refine a product tree comprising critical candidate hardware,
software, and firmware subcomponents in order to ensure that all entities responsi-
ble for those functions are fully identified. The product tree of critical system com-
ponents and subcomponents then has to be maintained and refined over time. This
involves reviewing the list of critical system components and subcomponents to
confirm that appropriate coverage is maintained in the configuration audits and the
life cycle sustainment plan. The aim is to continuously ensure life cycle integrity.

Incorporate security requirements
into the system engineering concepts
and processes of the organization

Identify and implement
countermeasures, assess risk, minimize
vulnerabilities and design weaknesses

Perform cost/benefit analysis to
ensure affordability

Ensure that secure design considerations are an
integral element of the acquisition decisions
throughout the lifecycle

Figure 1.5 Engineering process.
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The Seven Phases of ICT Acquisition Practice

The acquisition of ICT is a strategic business process, not an isolated managerial
activity, and is built around a logical sequence of seven managerial phases. The
relevant activities in these phases need to be practiced continuously throughout
the sourcing and procurement function. The process is also dynamic in that it
adjusts its component actions and tasks to changes in the technology or risk
picture as those occur in the day-to-day operation of the business. Naturally, the
primary cause of that adjustment will be the appearance of new technology or
threats.

ICT acquisitions are planned and deployed by means of a strategic manage-
ment function, and the ICT acquisition operation is always maintained through a
set of comprehensive and systematic policies designed to ensure optimum visibility
and control. The ICT acquisition process is meant to be carried out as an organiza-
tional control process that is performed on a no-less rigorous basis than corporate
financial control. That means that all relevant acquisition process documentation is
maintained in auditable condition.

The standard ICT acquisition process has a life cycle that embodies seven fun-
damental stages or areas of practice (Figure 1.6):

1. Procurement Program Initiation and Planning

2. Product Requirements Communication and Bidding
3. Source Selection and Contracting

4. Supplier Considerations

5. Agreement Monitoring

6. Product Acceptance

7. Project Closure

¢ Procurement Program Initiation and Planning ]\

¢ Product Requirements Communication and Bidding

¢ Source Selection and Contracting

e Supplier Considerations

e Customer Agreement Monitoring

J
J
J
J
J
« Project Closure ]/

Figure 1.6 Seven phases of the ICT acquisition process.

¢ Product Acceptance
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Practice Area One: Procurement Program
Initiation and Planning

Logically, the first stage in the life cycle involves acquisition program initiation and
planning and is the point in the process when the actual decision is made to launch
the acquisition process. Since the decision to acquire involves justifying a particular
purchase decision, the first formal activity in the acquisition process entails identi-
fying and documenting the need for the system, software, or even service product.
This includes describing the business purpose(s) of the system and important busi-
ness contextual factors such as cost benefit and risk. Any major acquisition will
involve a huge commitment of time and organizational resources; therefore, from
a business standpoint, the initiation and planning stage might be the most critical
point in the life cycle. At this stage in the life cycle, the practical business advantage
and risks of a future acquisition are evaluated and traded off against the need for a
new system or service.

The environment and uses of a product will explicitly shape the form of the
purchase. For example, the process for buying a piece of a national security sys-
tem is going to look entirely different from the purchase of a game program for
your home computer. Yet, both of these items are fundamentally just computer
code. The source of that difference is that the contextual factors and the con-
text substantively affect the decision-making. Therefore, this stage is driven by a
prepared statement of the costs and benefits of the proposed acquisition, which
is then developed and approved from a single coordinating control point in the
organization.

There is a strong rationale for initiating all acquisitions through a single con-
trol point. This is because ICT system purchases can originate from many sources
within the organization, and those sources can reside at many levels within the
organization. Without a centralized vetting and approval process, it is difficult to
ensure that every request for a new system or service is reasonably risk free, cost jus-
tified, or even necessary. Additionally, environmental factors often trade off against
each other so all of the elements of the business, technical, and security justification
have to be described to include the logic that went into the final documented deci-
sion. This includes documenting all feasibility and security issues. It should be kept
in mind that the requirement to document a purchase decision applies to more than
just new development. It should also apply to the decisions about any significant
enhancements. For this reason, the first practical step in the software procurement
process is for a central analysis function to prepare a fully documented general jus-
tification for every procurement.

The documentation itself typically involves a formal statement of the business
advantage that will result from acquiring the product or service. More importantly
for our purposes here, the documentation must also provide a thorough, contextual
threat assessment and risk analysis. In essence, the documentation must provide
a rational business and assurance case for the purchase, and it can serve as the
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context for managerial decision-making regarding whether to develop the product
or purchase it off the shelf. Purchasing a product is an attractive option because
COTS software represents a considerable business advantage over custom devel-
oping a product in house. Because the R&D costs are spread across the customer
base, COTS products are generally less costly and are usually immediately avail-
able. However, all purchasers should understand the security problems with COTS
products.

As we said earlier though, the primary problem with purchasing is lack of vis-
ibility into the product itself. Therefore, a well-defined and formally instituted risk
identification and threat assessment is an essential part of the assurance case for any
proposed COTS purchase. Threat assessment and risk analysis helps to ensure that
the issues associated with acquiring a product are identified and criteria for selec-
tion that will satisfy all of the basic requirements for product integrity and security
are defined. The consideration of risk in the project initiation stage is a key factor
in developing the specific actions needed to ensure the security and integrity of the
product from the start. From a business benefit standpoint, the identification and
analysis of potential threat helps the purchaser make better decisions about the level
of investment needed to address known risk.

The next step in the process is the preparation of the acquisition project plan.
The chief advantage of having in place formal documentation of the costs, benefits,
threats, and risks is that it supports the intelligent preparation of a comprehensive
acquisition project plan. Having a complete roadmap of threats and risks prior to
the planning stage allows planners to make intelligent decisions as opposed to sim-
ply launching into the unknowns of the marketplace without a strategy.

Thus, planning should take place only after the context surrounding planning
decisions is fully understood. The context allows planners to accurately describe
the project boundaries and constraints as well as the specific features and functions
the product will provide. Statements of desired functionality are not the same as
specifications of requirements and are more much general. They are often stated in
the form of business requirements.

Although they are general in focus, these statements can be extremely valuable
in guiding the acquisition process because there is always some uncertainty in pur-
chasing products because the purchasing organization often does not know exactly
what existing product features are available in the marketplace. The purchaser will
always have to deal with the problem of buying what’s available. Without a thor-
ough market analysis, it will be difficult to develop a realistic statement of prod-
uct requirements if it has already been determined that the new product will be a
COTS purchase.

Unfortunately, planning without understanding risks creates a major secu-
rity problem. Normally, once an organization makes a commitment to buy, it
will buy something. Setting out to make that purchase with only a very vague
idea of the threats and risks in the product domain makes it hard to select the
right product. The tendency for management to leap before it looks raises serious
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long-term product-security concerns; this is the chief justification for documenting
all of the issues associated with threat and risk as early as possible in the overall
acquisition process.

Practice Area Two: Product Requirements
Communication and Bidding

Once all of the factors required to align the acquired product with its intended
purpose have been considered, the next step involves the definition of the actual
form of the product, the formal requirements. The organization develops and docu-
ments an explicit set of functional product requirements in order to accomplish this
step. The product requirements must fully describe in detail the actual shape of the
product.

This standard document is normally attached to a formal request for proposal
(RFP) document; it typically specifies the system requirements, including desired
behaviors. The requirements specification expresses in clear behavioral or functional
terms each explicit operation the system will perform. The process that underlies
the development of this deliverable entails an operational and threat analysis that
determines all aspects of the desired product behavior to include business and orga-
nizational risk factors.

In the latter respect, the System Requirements Specification (SRS) specifies all
relevant safety, security, and other types of protection concerns including all rel-
evant design, testing, and compliance factors. Thus, the formal specification of
system requirements expresses all contextual factors, including business processes.
The system context is important because it establishes the subsequent rigor of the
confidentiality, integrity, and availability requirements of the system.

Practice Area Three: Source Selection and Contracting

The definition of system requirements is followed by the issuance of a set of writ-
ten requests to prospective suppliers. The request documents the desired product
characteristics as well as the terms and conditions for delivery, setup, and long-
term support. The document is typically called an RFP, and it cannot be stressed
enough that the RFP is a formal business artifact. The aim of the RFP is to provide
a clear and unambiguous description of the product to all prospective suppliers.
The artifact that communicates that description is the written and highly detailed
SRS, which was prepared in the prior area of practice. The SRS spells out in legally
enforceable terms the precise set of functional and security requirements that will
be required to achieve a satisfactory solution.

The practical goal of RFP preparation is to allow everybody who is going to
be involved with the system to contribute to its definition. Participation ensures
both organizational and user buy-in when the system is delivered and installed. A
satisfactory RFP will wholly describe two critical elements. The first comprises the
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system and security functions that must be delivered in the product. The second is
the criteria that will be used to evaluate whether these functions have actually been
delivered. In effect, the statement of functions required characterizes the externally
observable behaviors on which the product will be evaluated at the time of accep-
tance. The criteria for evaluation itemize how the customer organization will utilize
the product, to confirm that the desired functionality is present and correct.

All system specifications involve trade-offs. An acceptable final product will
embody a competing set of mutually exclusive needs, such as cost, versus the num-
ber of functions. The competition has to be taken into consideration when the
criteria for evaluation are developed. Risks have to be evaluated in light of the busi-
ness environment in order to underwrite the decision-making with respect to the
security requirements and the concomitant priority of the security requirements.
Making the right decision about where to invest in security involves a number
of related business factors. These include the technical soundness of the solution,
its contribution to the business operation, cost/benefit priorities, and the overall
resource constraint of the organization. Because there are a variety of issues, the
ability to negotiate trade-offs is important.

Consequently, the final contents of an RFP will include the most acceptable spec-
ification of the system and software requirements for the organization (Figure 1.7):

B The assurance requirements to be included in the eventual statement of work
(SOW)

B Any inherent certification and accreditation requirements

I_ 1 - Assurance requirements to be included in the eventual the statement of work (SOW) _I
I_ 2 - Any inherent certification and accreditation requirements _I
I_ 3 - All education and training requirements _I
I_ 4 - Measures and metrics to assess performance of both product and processes _I
I_ 5 - Instructions concerning the approved Supply Chain Risk Management requirements _I
I_ 6 - Security requirements for COTS integration _I
I_ 7 - Methods to ensure supplier response will reflect requisite capabilities _I
I_ 8 - Specification of the initial product architecture _I
I_ 9 - Approved product assurance case management procedure _I
I_ 10 - Product assurance lifecycle _I
I_ 11 - All product requirements and traceability criteria _I

Figure 1.7 Contents of an RFP.
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B All education and training requirements

Measures and metrics utilized to assess performance of the product and
process

Instructions concerning the approved SCRM requirements

Security requirements for COTS integration

Methods to ensure that the supplier response will reflect requisite capabilities
A specification of the initial product architecture

The approved product assurance case management procedure

The product assurance life cycle

All product requirements and traceability criteria

The aim is to create a level playing field. The RFP ensures full understanding of the
standard product functions and assurance criteria to be embedded in a legally bind-
ing contract. The type of contract created depends on the criticality of the system
as well as its relative size and complexity. The contract always comprises a trade-off
among the level of acceptable cost, schedule, and performance, in conjunction with
the risks that are acceptable for both the acquirer and the primary contractor. The
contract language explicitly spells out the complete set of assurance requirements
including how each requirement will be tested and evaluated to ensure final accep-
tance. More importantly for our purposes here, the contract is where all outsourc-
ing considerations are spelled out and conditions for proper execution are specified.

Outsourcing represents one of the most critical areas of risk in the acquisition
process because the contract provides the only legally enforceable means for assur-
ing supplier accountability. Therefore, it is especially important to understand and
then spell out in detail any anticipated outsourcing requirements. The analysis must
consider a number of standard risk factors. First, as the GAO has stated, supplier
capability is at the center of any outsourcing decision; it is thus important to receive
in advance tangible evidence that all contractors in the supply chain possess the
capabilities to do the work. An acceptable level of capability is usually documented
by an examination of the supplier’s past history with similar projects. From a tech-
nical standpoint, it is important that prospective suppliers be able to document that
they follow good software engineering practices, including that the prime contrac-
tor is able to assure the work of any subcontractors he or she might employ.

Given the complexity and the analogous requirement for capability of most big
systems, the acquirer should demand a specific record of which system elements
the supplier prepared and delivered versus those that the subcontractors provided.
This statement is necessary to allow the acquirer and the prime contractor to make
specific determinations about how any subcontractors were managed and their con-
tributions assessed. The assignment of work elements to subcontractors must always
be explicitly stipulated in the contract, and all additional outsourcing decisions
must be guided by the criteria embedded in the general language of the contract.

In addition to outsourcing, a strategic concern has to be addressed in the devel-
opment of the contract—the determination of the degree of foreign influence and
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control that might be exercised over the product. Influence and control by orga-
nizations or nation-states that are not necessarily friendly to the US will directly
impact the trustworthiness of any product. Therefore, the degree of foreign influ-
ence, control, or ownership of a given contracting organization has to be deter-
mined and ensured before additional steps can be taken to manage risk.

The specific aspects of risk have to be investigated once the business context is
fully understood. It goes without saying that a robust risk management approach
is the norm in all modern contracts. Therefore, the contract has to provide details
of the risk management process. Those details include the specific risk assessment
mechanism, the method for designing and deploying risk mitigations, risk mitiga-
tion monitoring activities, and how the risk mitigation activities will be adjusted to
meet changing conditions. Plans to address these factors are normally included in
a contract (Figure 1.8):

B The specification of the detailed life cycle model

The specification of processes, activities, and tasks as mapped to the life cycle
model

The specific approach to ensuring the quality and security of the project
Product assurance criteria

Scheduled product assurance reviews and audits

The supplier’s specific method and approach to product assurance

Factors to Include in a Contract

1.  Specification of a detailed lifecycle model

2. Specification of processes, activities, and tasks mapped to the lifecycle model
3.  Specific approach to ensure the quality and security of the project

4.  Product assurance criteria

5.  Scheduled product assurance reviews and audits

6.  Supplier’s specific method and approach to product assurance

7.  Milestones for assurance reviews

8.  Performance criteria if any form of a service level agreement (SLA) is utilized
9.  Any product certification and accreditation requirements

10. Specific management means for controlling product architecture evolution
11. Frequency of risk 1ts and risk mar plan updated

12. Frequency of product assurance risk evaluation

13. Specific escalation mechanism for elevating product assurance issues

14. Specific issue resolution plan and processes

15. How corrective actions will be monitored

16. Capability requirements for product assurance professional staff

17. Identification of key product personnel

18. How key personnel will be monitored

19. The monitoring process for the assurance training program
20. How staff experience level will be monitored

Figure 1.8 Elements to include in a contract.
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B Milestones for assurance reviews

B Performance criteria, if any form of service level agreement (SLA) is utilized

B Any product-explicit certification & accreditation (C&A) requirements

B The specific management means for controlling product architecture
evolution

B How often risk assessments will be done and the risk management plan
updated

B How often product assurance risks will be evaluated

B The specific escalation mechanism for elevating product assurance issues

B The specific issues resolution plan and process

B How corrective actions will be monitored

B Capability requirements for product assurance professional staff

B How to identify key product personnel

B How key personnel will be monitored

B The monitoring process for the assurance training program

B How staff experience level will be monitored

Practice Area Four: Supplier Considerations

Practice area four shifts the focus to the supplier up to the point the responsibility
for ensuring proper practice rests with the acquirer. Once the contract is signed,
the project is in effect transferred to the supplier. There are several options at this
point, depending on whether the product is purchased, whole or in part, off the
shelf, or whether the product is to be developed as part of a project. If a service is
the outcome of the contract, then the responsibility for the service-level assurance
has to be agreed on and the responsibility assigned.

If the product is to be developed via a supply chain, the first step involves the
development and documentation of a project management plan. The supplier is
responsible for the implementation and execution of that plan, and therefore it is
customary for that entity to draw it up in detail. Although this is most commonly
done in conjunction with the acquirer’s management team, at a minimum, the
acquirer is responsible for the definition of a set of monitoring and control func-
tions that will be performed throughout the contracted life cycle.

At this point in the process, the supplier in conjunction with the acquirer will
make the decision whether to develop the product using the supplier’s internal
resources or to develop the product by subcontracting. Obviously, the essence of
good subcontractor management rests on the correct definition of the supply chain
process, the precise identification of the participants up and down the chain, and the
assignment of responsibilities for assurance and control. The most important aspect
of the process is the decision about which off-the-shelf software products might be
purchased and integrated into the final product from internal or external sources.

The next step is a complete and detailed definition of the monitoring process
if the product is produced via a supply chain or the vetting of the suppliers in that
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chain if the product is already built. If monitoring is required, then there has to
be a functional and clearly understood process developed to manage and control
the subcontractors. This process has to ensure that all contractual requirements are
properly and correctly expressed and then expeditiously passed to the subcontrac-
tors up and down the chain. Additionally, there has to be a clear-cut mechanism in
place to ensure that the project interfaces with any independent verification, valida-
tion, or test agent that might be utilized to provide third-party assurance of supplier
capability and practice. The aim is to make the contract detailed to the extent that
the interface with all of the parties involved in making the product, along with the
lines of responsibility, is unambiguously defined in the supplier’s project plans.

If the product is being built through a supply chain, there has to be a defined
organizational presence in place to coordinate and enforce all contracted review
activities across all identified interfaces up and down that chain. This has to be
established as part of the product assurance process in the contract. The activity
itself will normally involve some form of joint review between the supplier and
its subcontractors and between the supplier and the customer. This is typically
conducted in accordance with commonly accepted definitions of best practice as
normally specified in the contract.

The exact same requirements apply to a product that is delivered by a supplier
as built, e.g., COTS. Some type of formal verification and validation activity has to
have been specified and carried out in the construction process in order to ensure
that contract requirements for both product assurance and process correctness have
been met. The specifics of that activity are normally described in the contract.
Nonetheless, there has to be an entity responsible for ensuring that those tasks have
been performed and if there has been any deviation from contract specifications to
enforce any corrections or variances required.

The final aspect is planning the shape of the reporting function. All reports
have to be available to all parties as specified in the contract. These reports con-
stitute the project documentation, and they also serve as the basis for assurance of
product security, both collectively and individually. They provide the necessary
assurance to top management that their acquisitions are properly overseen and cor-
rectly integrated into the overall organizational system. Finally, the product docu-
mentation is the basis for all corrections and lessons learned that might be required
in product assurance over the long term. The assurance essentially makes the case
that the supplier has provided all of the requisite parts and services needed to satisfy
the contract and that the product itself can be trusted.

Practice Area Five: Customer Agreement Monitoring

Thereisasetof standard activities that the supplier will undertake, both prospectively
and retrospectively, to ensure the integrity and correctness of the product con-
struction process. The particulars are normally specified in the contract: standard
considerations such as timeline, acceptance criteria, problem resolution processes,



22 ® Supply Chain Risk Management

escalation procedures, and reporting lines. In addition, there has to be a set of
routine assurance activities in place that will allow the acquirer to monitor the
supplier’s overall execution of the process and the general set of activities that are
associated with assurance.

This is normally based on and defined by the formal system assurance process
activities specified in such standards as ISO 12207-2008 and ISO 25010-2011. The
general aim of this element of assurance is to supplement the regular contractu-
ally defined monitoring activities with specially targeted verification and validation
actions that apply to the acquisition project as needed, no matter whether it is a
development or a COTS acquisition. The aim of this part of the process is to make
certain that all of the necessary management and technical information to guide
project decision-making is provided in a timely and useful manner.

Practice Area Six: Product Acceptance

Whether the contracted product is a development or delivered as built, it is neces-
sary for the acquirer to have already prepared an acceptance process. This process
is always based on the acceptance strategy outlined in the contract. The acceptance
strategy cannot be vague or imprecisely stated since there are reputational and fiscal
implications for every product; therefore, there can be no doubt about what has to
happen in order for the acceptance to take place.

Normally, explicit test cases and test data that allow for the emulation of an
acceptable level of performance have to be specified. Since the acquirer knows what
it wants in terms of that performance, the basis for carrying out the acceptance
testing process is always laid out in the contract. This includes a detailed statement
of the test procedures that will be conducted and the specific contextual details of
the testing environment, both bench and operational. Since this is an acceptance
function rather than one associated with development/delivery, the contract also
needs to specify the extent of supplier involvement in the acceptance work.

There is normally a defined period of time during which the acquirer will carry
out the intensive acceptance review and testing of the deliverable. Then, once all of
the conditions for acceptance as stated in the contract are satisfied, the acquirer will
accept the product from the supplier. From an assurance standpoint, it is necessary
to accept the product both in terms of its ability to satisfy functional performance
criteria and contractually specified security criteria.

Once the product is put into operation, it is necessary to develop and execute
a secure sustainment plan. In some respects, the plan is as important as the actual
product acceptance testing because it is normal for a product to develop vulner-
abilities because of uncontrolled patching. Therefore, a formal configuration man-
agement process needs to be present. The customer must be made responsible for
developing and maintaining strict configuration control, and the product should
be seamlessly transitioned from the supplier’s configuration control system over to
that of the acquirer.
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Practice Area Seven: Project Closure

Project closure activity is as important in some respects to the long-term viability of
the system as the initial project setup process. Based on the results of the acceptance
phase, the customer will make payment or provide other agreed-upon consideration
to the supplier in accordance with the terms and conditions of the contract. The
closure activities also require the supplier to “fi” the delivered system into the cur-
rent operation of the customer. This is normally a straight-up system engineering
activity, but it will also include all necessary training and awareness.

This last phase is often passed over, but it is critical to the security of the product
because this is where the important good housekeeping and other operational secu-
rity practices get embedded into the organization’s operational culture. Therefore,
the installation process is normally specified in detail in the contract along with all
of the necessary deliverables.

Once the contractual agreement has been blessed by the acquirer’s actual pay-
ment of funds owed to the supplier, there has to be some formal means of achiev-
ing mutual agreement that the project has ended and satisfactory payment made.
This is a necessary final step because the responsibility for both the functional
operation and the long-term security of the product has to be acknowledged as fully
transferred to the customer domain. This is true for both products and services
delivered. Of course, that does not mean that the customer and acquirer will sever
all ties when it comes to the product; it just means that all forms of responsibility
for the ongoing conduct of system functional and security operations will be left
to the acquirer.

There is a tendency for actions that are necessary to ensure the long-term security
and viability of the product to fall between the cracks with suppliers and acquirers.
Therefore, the supporting actions and accountabilities following final payment and
installation have to be explicitly spelled out in the contract.

Building the Foundation: The Role of Governance
in Securing the ICT Supply Chain

ICT SCRM is founded on the creation of an explicit management control structure
and a concomitant set of controls. A single coordinated framework of controls is
necessary, because business has developed a growing dependence on COTS tech-
nology, and with that increasing reliance comes the increased need to ensure that
the technology being purchased is properly secure. Thus, as business organizations
grow and diversify, progressively more powerful means of ensuring trust up and
down the supply chain are required.

In day-to-day application, this means that it must be possible for companies to
assure every product that they source; this is a particularly difficult task to perform,
given the layers of complexity involved in a global supply chain. Most product
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creation work is done in multilayered, multivendor, and even multicultural team
settings, and all of the sourcing for the products integrated into a final system must
be fully coordinated and controlled. Coordination and control of complex work
necessitates a communal, shared point of reference that will allow the managers
in the customer organization to benchmark the activities up and down the supply
chain against best practice. This common point of reference is embodied in a secu-
rity governance framework.

As such, one of the central elements of this book is the assumption that proper
SCRM is founded on the principles and practices of strategic governance. The pur-
pose of adopting this belief is to avoid a typical piecemeal solution. In essence, every
organization operates based on a set of communally adopted practices, and it makes
no difference whether those practices are even documented. If the organization
does not adopt a single coordinated method for the creation of a universally stan-
dard set of practices, the performance of its operational functions will typically be
based on some individual’s or manager’s understanding of the proper way to carry
out that specific task. Those approaches tend to embed themselves in an organiza-
tion over time, and their execution is more a matter of “company tradition” than of
any particular form of logic.

Typically, the ICT SCRM activities that take place in any given corporation
evolve in this fashion. The base practices develop bit by bit as the situation arises
rather than being developed as an across-the-board planned system, with a well-
defined purpose. The end result is that there is no actual assurance, or trust, because
the way that the product is acquired does not fully embody or address all of the
security concerns that might have existed in its creation and integration.

The alternative to a piecemeal approach is a formally defined and implemented
infrastructure of comprehensive risk management practices, which are specifically
aimed at optimizing the state of the security assurance and the level of trust within
the supply chain. This is the primary argument for adopting a comprehensive gov-
ernance and control-based solution to SCRM.

As with any complex deployment, the process of creating a complete gover-
nance framework is initiated through a rational and explicit planning process. The
long-standing organizational rule that the approach to strategic governance has to
be comprehensively planned also requires a formal statement of commitment and
direct support from the top of the organization.

The prerequisite of strong executive sponsorship is critical to the success of the
type of management we are talking about here. Such a strategic approach to the
development of a security management infrastructure for a function as mundane
as technical purchases will almost always represent a radical change in the way the
organization views the acquisition process. Therefore, the natural human urge to
resist changing a comfortable routine is frequently one of the most significant bar-
riers to instituting anything as potentially far reaching as a comprehensive SCRM
process. As a result, the simplest and most straightforward way to overcome middle-
management resistance is to initiate the governance process from the top.
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It is critical that the SCRM process is planned and executed as a strategic
initiative. This is because technical sourcing is both organization-wide in applica-
tion and has to be embedded in the operation as a long-term operational activity.
So, we need to spend some time explaining what the general principles embodied
in SCRM are and how they work.

The term supply chain risk management was coined to describe the strategic pro-
cess that underwrites due diligence in the assurance of the organization’s sourced
ICT assets. Supply chain risk governance, or in common usage “management,”
deliberately builds a structure of rational, interorganizational relationships and
common controls that can be used to manage and ensure trust in the sourced assets
of any given organization. SCRM establishes a tangible mechanism to support a
trust relationship between the company’s suppliers and the purchased assets of the
information-technology operation.

The means for assuring a proper level of trust is characterized by a relatively new
term, “supply chain risk management.” This approach centers on the creation of a
comprehensive and persistent set of standard organizational controls, as well as a
culture of assurance within the ICT purchasing process itself. This is opposed to an
approach based on separate individualized assurance solutions for each unit and its
products. Essentially, the business defines a coherent organization-wide framework
of management functions, which embodies all of the necessary strategic policies,
management roles, and organizational control behavior.

Five processes underwrite the development of a supply chain assurance solu-
tion to any given acquisition. The first of these processes is, “scoping.” This term
describes the intentionally planned and systematically executed process of estab-
lishing the boundaries and criteria of any sourced acquisition. In some respects,
this is the most critical step since the depth and actual links in the supply chain
will determine the form and extent of the rest of the solution. In the real world,
that implies a conscious balancing act between the need for trust in a product and
the resources that are committed to establishing it. Accordingly, the underlying
issue the establishment of the scope of the supply chain will address is: “How does
the organization get optimum assurance in the purchase of any given product?” In
day-to-day practice, this means that it must be possible to make an intelligent deci-
sion about the level of risk that can be accepted for the sourced products available.

Anything can be assured if enough money is thrown at it; however, no organi-
zation has the money to effectively put a cop on every street corner when it comes to
policing a retrospective supply chain. So, a deliberate process has to be undertaken
that balances deployment of the controls to assure against supply chain risks and
the likelihood and material consequences of the threat space. Factors that might
enter into this process include considerations such as the level of criticality for
each product and the degree of trust and concomitant assurance required for that
product.

The determination is often captured on a 10-point asset classification rating
scale, which can range from “who cares” on one end of the scale all the way up to
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“the business would close if this product proved untrustworthy” on the other end.
Other issues might include the estimated impact of any prospective failure in the
supply process as well as market, or regulatory, conditions as they impact product
assurance. For instance, a product that has military applications would have a dif-
ferent standing on that scale than one that was purchased to support the operations
of a hardware store.

The actual risk assessment activity itself is embodied under the next principle.
However, this provides the opportunity to note that the process of purchasing any
piece of technology is always dynamic. This affects the scope of the supply chain
risk assurance needs because the product space for any given piece of technology is
always subject to ongoing change and refinement. Assessment of the implications of
that change is obtained from information fed back by ongoing, routine assurance
activities, particularly threat and risk assessments. In essence, then, although the
first step in the process is to define the scope of the SCRM solution, these rules and
criteria are not fixed; they are always subject to change as the realities of the threat
environment circumstance dictate.

The products that must be trusted and assured are defined by the particular
protection issues associated with the product as well as the organization’s resource
constraints. In the worst-case scenario, that might involve purchasing a low-risk
product without any consideration of trust or assurance. However, if that decision
is made based on precise knowledge of the impact of the associated risk, it is an
informed choice. In the hands of a capable decision-maker, the principle of scop-
ing maximizes resource utilization and provides the foundation for the rest of the
process.

The second SCRM process is assessment. This principle just signifies that the
organization understands the nature of the threat environment, both internal and
external. Because of the invisibility and complexity of ICT products, assessment is
a primary player in any ICT-SCRM process. Assessment generally involves identi-
fying gaps in product purchasing performance and then aligning current SCRM
practices with some sort of best practice reference model, which is usually embodied
by the expedient of a well-defined and commonly accepted standard. The substan-
tive processes that are then deployed reflect strategic SCRM best-practice models
such as ISO 28000, ISO 31000, and NIST-IR 800-161.

Depending on the outcome of the assessment, there might be a long period of
trade-offs and refinement before an eventual resolution can be reached. However,
the final documented process solution must always be capable of resolving the
implicit vulnerabilities identified during the assessments. Accordingly, the end
product of the assessment process always entails a concrete and coherent set of
real-world processes and activities. The processes and their associated activities are
installed and operated once the problem space has been sufficiently understood.
The form of the actual recommendations for action might be nothing more than a
simple statement of procedure, or they could be expressed using any of a number of
formal specification, or even modeling, methodologies. The documentation that is
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the outcome of the assessment itself is typically a set of detailed descriptions of the
substantive processes, activities, and tasks that will constitute the solution.

The risk evaluation then evaluates the impact of the identified threats on the
proposed purchase as well as the organization’s overall system assets. A particular
threat may not necessarily have much negative impact on the system within a given
organization’s environment. So, the entire set of identified hazards is examined
in order to differentiate those threats that would create specific and undesirable
impacts. These are then carefully assessed with respect to their short- and long-term
resource implications. Those assessment ratings are then recorded and prioritized so
that the threats with the most critical impacts are deale with first.

The means of dealing with threat is idiosyncratic, since threat itself is almost
always unique. But the principle involved is twofold. First, all priority threats have
to be countered by substantive and well-established operational controls. Second,
there must be an organizational mechanism in place to keep those operational con-
trols accurately aligned and functionally correct throughout the life cycle of the
operation of each sourced technology. In order to keep that alignment, there has
to be a persistent operational planning and evaluation mechanism to ensure the
day-to-day supply chain risk process is functioning as intended. The mechanism is
installed by a formal design function.

Therefore, the next principle is design. The outcome of the design process is a
complete and proven effective day-to-day set of practices that address each issue
identified in the risk assessment and fulfill all known constraints in concrete terms.
Designs are not necessarily technical. In the case of a business model for ICT
SCRM practice, the design might be a strategic plan or a policy and procedure
manual. Nevertheless, the design process is always a creative, conceptual endeavor
in the sense that its outcome is the complete and correct abstract model of the
required security solution.

All designs exhibit common characteristics: they are complete when they
encompass the entire solution and correct when all elements that should be present
in the solution are provably there. They are understandable when how they com-
municate the form of the solution and all of the management control elements in
the design is traceable to the issues raised in the risk assessment.

This is normally represented in a design document. The design document
establishes the concretely assessable foundations for the measurement function.
Additionally, the design also explicitly calls out the qualitative elements that will
be employed to judge the success of the design itself. The specification that the
purchased system must be proven “reliable” is an example of a qualitative element
in that reliability can be defined as “up-time” percent.

In addition to direction, the design must provide a clear reflection of the
anticipated degree of integration. Technical elements must be integrated at their
interfaces to promote the most efficient interaction. Business elements have the
same requirement at the process, activity, and task levels. All of the necessary
relationship issues must be identified and resolved in the design. And as the
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name implies, along with the design there is always some sort of formal planning
process involved.

Because a plan provides the explicit direction for the integration process, it is
the essential end product here. For a small business, this might be a relatively trivial
documentation item, a memo of agreement for instance. However, where the secu-
rity solution is very large or complex, there is an implicit element of long-range plan-
ning and the result is always a detailed plan. In that case, the organization carries
out the activities associated with a classic strategic planning process. This includes
rationalizing the solution against business goals and long-term trends, as well as the
formulation of a schedule and a contract. The outcome actively and intentionally
aligns the form of the response to the organization’s needs (Figure 1.9).

The largest principle, in terms of the actual time spent is integration. This
concept might be just as appropriately termed “realization” or “implementation”
because its product is the actual, substantive supply chain based product manage-
ment process. For SCRM, the general goal is to ensure that the means employed to
identify and provide the requisite processing and storage embodies the proper set of
controls. This type of control-based assurance is typically embodied in the integra-
tion of five common attributes of security:

B Authentication: Whereby the risk control system has the capability to ensure
that all products can effectively verify their identity when required.

B Authorization: Whereby the control system has the capability to ensure that
all products are able to appropriately regulate access to a specific system
resource once identity is properly established.

B Confidentiality: Whereby the control system has the capability to ensure that
all products are able to maintain the secrecy of the contents of a transmission
between authorized parties.
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Figure 1.9 Five processes to develop supply chain assurance.



Why Secure ICT Product Acquisition Matters ® 29

B [ntegrity: Whereby the control system has the capability to ensure that all
products are able to assure that a transmission will arrive at its destination in
exactly the same form as it was sent.

B Nonrepudiation of origin: Whereby the control system has the capability to
ensure that all products are capable of ensuring that the origin of an authen-
ticated electronic communication cannot be denied.

These common attributes are implemented and ensured by the overall SCRM con-
trol system. The general purpose of the SCRMS is to ensure against breaks in the
links of the supply chain and to underwrite trust in all of the organization’s sourced
products. Accordingly, in most organizations, implementation of the SCRM pro-
cess takes place in eight discrete stages. These stages are designed to force the orga-
nization to think through the details of process implementation, as well as to ensure
that the solution is both optimally resource efficient and continuously correct.

The first step in the process logically involves the gathering of all of the informa-
tion necessary to identify and categorize each of the supplier resources that will fall
within the system. Essentially this involves the identification, labeling, and valua-
tion of each and every one of the organization’s ICT assets and the formulation of
these into a comprehensive baseline inventory of products and their suppliers. In
many respects, this part of the process resembles the organizational asset identifica-
tion activity that would drive any fiscal accounting or physical inventory process,
in the sense that individual categories of ICT product are simply differentiated
and accounted for in a permanent ledger along with the sources of each product.
Then this baseline ledger is maintained under the dictates of rigorous, management
control.

Once all of the organization’s information assets have been identified and
arranged into a catalog of coherent baselines, the next step is to determine their
current protection requirements. The purpose of this activity is to define the exact
assurance needs for each of the individual items in the product/supplier baseline.
This involves using the results of a risk assessment process to characterize all of
the direct threats, vulnerabilities, and weaknesses for each baseline item. The out-
come is that all of the factors that might impact the security of the product and its
suppliers are understood and factored into the SCRM control system. When the
entire set of product/supplier assets and related controls has been identified, the
organization’s decision-makers undertake a rational planning process to establish
the criticality of each item. This step weighs the implication of all relevant risks that
failure in the security of the product might represent, against the actions required
to address them. In pragmatic terms, this means that the potential business impacts
of the threat are evaluated against mitigation costs, and a level of significance is
assigned based on the difference. This activity applies to any identified inherent
product vulnerabilities as well as other substantive legal, contractual, and/or busi-
ness issues. The working principle here is that the probability of the problem actu-
ally occurring must be balanced against the effort required to eliminate it.
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The eventual outcome is a sliding-scale interpretation for each product/supplier
in the baseline. This scale underwrites a risk reduction decision that might range
between not dealing with the threat at all and deploying all necessary resources to
completely eliminate it. This information is then aggregated into a total picture of
the actions that must be taken in order to ensure the security of the sourced prod-
ucts in a baseline set of items. That then leads to a decision about the organizational
resources that will be committed to implement assurance of product security for
each individual product/supplier combination in the baseline, as well as the form of
the overall control response itself.

One caveat has to be mentioned. This activity is not a simple matter of patching
the product, since it is likely that the risk assessment will also identify threats up
and down the supply chain that the organization would never have the resources
to address. Instead, decision-makers perform a triage activity on each of the criti-
cal products in order to prioritize the entire set of security concerns for their sup-
ply chain. The goal of this activity is to ensure that the organization’s critical trust
requirements are adequately ensured within the resources that are presently available.

The next three steps are really aspects of the same process, which is the actual
establishment of the day-to-day control system. Once all of the elements of sup-
ply chain risk and concomitant resource commitments are understood, it is time
to create and array the initial set of controls for each product/supply chain the
organization chooses to manage. This amounts to an iterative control validation
and enhancement process. Over a period of time, the organization fine-tunes the
controls that it believes are the most effective in ensuring product trust. Alternative
approaches might be developed based on feedback from the stakeholders; normally
this involves a significant period of time. Once the final set of controls is planned
and proven correct, they are kept in a well-defined security baseline that is essen-
tially standard operating procedure for SCRM.

The final concept in this process is measurement. In a technical setting, this
might be called a metrics program. Because ICT and network products constitute
avirtual asset, measurement is the fundamental element that enforces management
control. Quantitative assessment of the security functioning of a given supply chain,
in the form of such measurement items as breaches, breakdowns, or identified flaws
and/or malware, helps decision-makers evaluate the ongoing performance as well as
assign accountability. Therefore, every overall SCRM governance scheme must be
accompanied by a description of the measurement program. Basically, this require-
ment just ensures that confidence in a given product can be ensured through mea-
surement data. In that respect, then, measurement provides the consistent ability
to confirm that an appropriate set of controls is in place and functioning propetly.

Measurement programs are typically founded on a range of standardized met-
rics. These allow managers to evaluate performance at any given point in time in
a given situation. Propertly set up and maintained, the measurement program will
monitor every aspect of the SCRM function and bring any deviations to manage-
ment’s attention. The actual data gathering is supported by regular tests and reviews
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of operational elements in the SCRM process done at preplanned and mutually
agreed-upon points in time.

Thus, an explicit plan for conducting verification and validation activities and
their associated targets is an essential component of any SCRM implementation
plan. There are no universally recognized standard metrics for assessing the per-
formance of a supply chain and assigning trust. Instead, individual organizations
decide on and deploy measures they feel best fit their particular situation. The rule
for this is straightforward; whatever metrics are selected must be uniformly and
consistently applied and NOT subject to misinterpretation. In particular, since
supply chain security operations are oriented toward product assurance in a net-
work of suppliers, there is a need for a uniform definition of what constitutes an
objectionable result. This requires the organization to delineate a measurable char-
acteristic of actions that it considers to be improper activity. This statement is not a
black-and-white proposition, so the actions that a particular organization considers
to be improper need to be expressly clarified. That clarification has to be repeated
for every potential security concern in the supply chain in order to make the data
produced in the assessment accurate and meaningful. This clarification is especially
necessary in order to help the measurement program function properly. It simply
requires that the organization prepare and disseminate a standard classification and
definition of all undesirable or improper actions in the product-sourcing process.
Moreover, during the process of thinking these actions through, the proper indi-
vidual metric items can be identified. With that approach, it is possible to achieve a
consistent, measurement-based description of the security function.

The organization can engineer, or at least think through, its SCRM solution by
following the activities that have been outlined above. The end result of this process
will be a coherent and fully integrated security response. Nevertheless, this is never
a one-size-fits-all process. Instead, the determination of each of the activities and
tasks in the individual SCRM process must be driven by assessment and manage-
rial decision-making about the degree of assurance required for a particular product
within a given setting (Figure 1.10).
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Figure 1.10 Implementation stages of the SCRM process.
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The Use of Standard Models of Best Practice

The rule that underlies that condition is that all situations are different; thus, a
correctly developed SCRM infrastructure is always precisely tailored to correspond
to the exact requirements of the circumstance. In practice, there are governance
models appropriate to secure different levels of the operation, and they are mean-
ingful to differing groups within it. The end result of the diverse range of guidance
is that the effective purpose and precise application of each model has to be under-
stood in detail to be used properly.

The recommendations embodied in a best practice standard are meant to pro-
vide a concrete basis for characterizing a wide range of abstract assurance functions,
including intangibles such as product information flows. In concept, the recom-
mendations of a best practice standard are not standalone elements. They actu-
ally substantiate numerous facets of the day-to-day assurance operation that taken
together constitute aggregate best practice. Accordingly, as a set they comprise a
complete and tightly integrated organizational system that when properly config-
ured and deployed produces a fully trustworthy set of sourced products. In that
respect, then, best practice standards provide a formal mechanism that allows the
organization to specify and associate the rules for control as well as describe how
ongoing status will be assessed.

There are nine commonly recognized factors, which taken together are con-
sidered to be instrumental to the successful creation of an organization’s SCRM
assurance system (Figure 1.11). They are as follows:

1. The existence of a formally documented security policy

2. An implementation model that fits with organizational culture
3. Visible support and commitment from management

4. Organization-wide understanding of security requirements

5. Formal risk assessment and risk management procedures

6. Effective marketing of security to all managers and employees
7. Appropriate training and education

8. A comprehensive system of measurement

9. The provision for feedback and suggestions for improvement

This suggests that an organization must originate the policies to fulfill its aims
and purposes within its particular culture. This is embodied through a gover-
nance approach that centers on a coherent framework of selected controls. This
governance process requires that there be some kind of standard point of refer-
ence to coordinate all security activities that will be carried out up and down
the supply chain. This is the reason every one of these approaches requires a
standard model of expert best practice. The rest of this book will be devoted to
that discussion.
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. A formally documented security policy

2. Implementation model that fits organizational culture

3. Visible support and commitment from management

4. Origination-wide understanding of security requirements
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. Formal risk assessment and management procedures

6. Effective marketing of security to all stakeholders

7. Appropriate training and education

8. Comprehensive system of measurement

9. Provision for feedback and suggestions for improvement

Figure 1.11  Nine factors for a successful creation of an SCRM assurance program.

Chapter Summary

The goal of this chapter is to demonstrate how a formal approach to acquisition and
supply chain security can be used to assure the integrity of the technology base of
any organization. The key concept here is “across-the-board trust.” Because a// of
the potential components of the technology base are involved in the secure func-
tioning of the system, every aspect of that base must be dependably secure, or “the
weakest link” applies. The reader will discover how formal processes and a standard
baseline reference are necessary to establish that requisite level of trust.

An organization’s ICT procurement function is no different from any other
purchasing function, in that the aim of any procurement activity is to acquire an
effective product for the organization. Consequently, whether the product is a video
game or a piece of sophisticated military hardware, the activities that take place
within the acquisition process have to be logically related, controlled, and coor-
dinated. A standard model of the ideal practices that are carried out by that pro-
cess simply ensures that the control is implemented systematically and is effectively
maintained through the specific actions of the individuals who are responsible for
performing the assigned task.

From a security and integrity standpoint, this implies that every individual
action in the overall process has to be rationally and properly placed in the timeline
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for execution. In addition, each task must be fully and correctly integrated into
the overall activity. Therefore, at its core, the acquisition process we will talk about
must be well defined and properly executed. It must ensure that the proper rela-
tionships are maintained among the larger set of actions that has been arrayed to
achieve a given purpose.

The ideas presented in this book are well-established elements of a single pro-
cess that has been developed by the federal government to ensure trusted product
acquisition in its space. Specifically, the book presents the concepts of ICT SCRM
from the perspective of NIST IR 800-161, the first standard body of knowledge for
secure SCRM.

The GAO summarized the security concerns associated with ICT organizations
in a March 23, 2012, report. ICT issues fall into five categories. Each category has
slightly different implications for product integrity. “Installation of malicious logic
on hardware or software, installation of counterfeit hardware or software, failure or
disruption in the production or distribution of a critical product or service, reliance
upon a malicious or unqualified service provider for the performance of a technical
service and installation of unintentional vulnerabilities on software or hardware”
(GAO, 2012, p. 1). Malicious logic is embedded in a product to fulfill some specific
purpose. Malicious objects are by definition not part of the intended functionality.
Therefore, in order to find and eliminate any instance, rigorous testing and inspec-
tion are required. Embedding a malicious object in a product is always a hostile
act. Thus, the assurance that a product is free of malicious code should be a high
priority with any ICT customer.

Counterfeits are not just an acquisition issue. Counterfeit parts can appear
at any stage in the development and sustainment of ICT products. Counterfeits
execute product functions as intended. They threaten product security and integ-
rity because they are not the same as the actual part. Generally, the purpose of a
counterfeit is to save money or supply a feature the maker is otherwise incapable of
providing. As a result, counterfeits embody shortcuts in product quality or security
that can fail in many ways. Because they function like the original part, it is often
hard to spot a counterfeit in a large array of legitimate components.

The problems caused by breakdowns in the supply chain mirror the problems
encountered in conventional manufacturing: the failure lies in the inability to do
the work due to the lack of a component. The same is true with the technical-service
concern. From a technical-service standpoint, the focus is on learning whether the
supplier’s operation is capable of delivering the product as specified. Since supplier
capability is at the center of any acquisition or outsourcing decision, it is important
to find out in advance if the contractors that comprise the supply chain possess all
of the capabilities required to do the work.

Overall capability is usually demonstrated by the supplier’s past history with
similar projects as well as its documented ability to adopt good software engineer-
ing practices. The presence of a fully auditable, commonly accepted model of best
practice shared between customer and supplier helps to cement that assurance.
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Obviously, a big part of ensuring trust relies on the ability of the supplier to
guarantee that it can deliver on cost, timeline, and integrity commitments. The
problem is that, given the complexity of most ICT projects, it is difficult for any
supplier to provide that sort of guarantee. According to Watts Humphrey, the three
variables that serve as the basis for trust in business are history, understanding, and
awareness. All ICT organizations have difficulty assuring any of these three factors
since companies will normally deal with each other electronically, over continents
and oceans. Therefore, unless the acquirer and supplier have done business with
each other before, those companies often have little basis for gauging performance.
Additionally, even if two companies have experience with each other’s work, there
is no guarantee that a customer can rely on similar results in a succeeding project,
given all of the factors involved in technology product manufacture.

ICT products are developed through a global supply chain, and the goal is to
supply a product or service through coordinated work involving several organi-
zations. The problem is that ICT supply chains produce products that are either
abstract, like software, or so infinitesimally complex that they cannot be overseen
and controlled by conventional means.

Not only do we have an increasingly global interdependent supply chain, the
complexity of modern ICT products demands a myriad of capabilities that are
increasingly dependent on globally sourced ICT products. That creates a situation
where attackers from a nation-state, terrorist, criminal, or rogue developer might be
able to gain control of systems through supply chain opportunities and intention-
ally implant logic or create unintentional vulnerabilities that can be maliciously
exploited.

The acquisition of ICT is a strategic business process, not a discrete managerial
activity. That process is built around a logical sequence of seven managerial phases.
The relevant activities in these phases need to be practiced as a continuous process
throughout the operation of the sourcing and procurement function. The process
is also dynamic in that it adjusts its component actions and tasks to changes in the
technology or risk picture, as those occur in the day-to-day operation of the busi-
ness. Naturally, the primary cause of that adjustment will be the appearance of new
technology or threats.

ICT acquisitions are planned and deployed by means of a strategic manage-
ment function. And the ICT acquisition operation is always maintained through a
set of comprehensive and systematic policies designed to ensure optimal visibility
and control. The ICT acquisition process is meant to be carried out as an orga-
nizational control process, performed on a no-less rigorous basis than corporate
financial control. That means that all relevant acquisition process documentation
should be maintained in auditable condition.

ICT SCRM is founded on the creation of an explicit management control
structure and a concomitant set of controls. A single coordinated framework of
controls is necessary, because business has developed a growing dependence on
COTS technology, and with that increasing reliance comes the increased need to
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ensure that the technology being purchased is properly secure. Thus, as business
organizations grow and diversify, progressively more powerful means of ensuring
trust up and down the supply chain are required.

In day-to-day application, this means that it must be possible for companies
to assure every product they source; this is a particularly difficult task to perform,
given the layers of complexity involved in a global supply chain. Most product
creation work is done in multilayered, multivendor, and even multicultural team
settings, and all of the sourcing for the products integrated into a final system must
be fully coordinated and controlled. Coordination and control of complex work
necessitates a communal, shared point of reference that will allow the managers
in the customer organization to benchmark the activities up and down the supply
chain against best practice. That common point of reference is embodied in a secu-
rity governance framework.

There are five processes that underwrite the development of a supply chain
assurance solution to any given acquisition. The first of these processes is scoping.
This term describes the intentionally planned and systematically executed process
of establishing the boundaries and criteria of any sourced acquisition. In some
respects, this is the most critical step, since the depth and actual links in the sup-
ply chain will determine the form and extent of the rest of the solution. In the real
world, that implies a conscious balancing act between the need for trust in a prod-
uct and the resources that are committed to establishing it.

Obviously, anything can be assured if enough money is thrown at it. However,
no organization has the money to effectively put a cop on every street corner when
it comes to policing a retrospective supply chain. So, a deliberate process has to be
undertaken that balances deployment of the controls to assure against supply chain
risks and the likelihood and material consequences of the threat space. Factors that
might enter into this process include considerations such as the level of criticality
for each product and the degree of trust and concomitant assurance required for
that product.

The second SCRM process is threat identification, the organization’s under-
standing of the nature of the threat environment, both internal and external.
Because of the invisibility and complexity of ICT products, assessment is a primary
player in any ICT SCRM process. Assessment generally involves identifying gaps
in product purchasing performance and then aligning current SCRM practices
against some sort of best practice reference model, which is usually embodied by
the expedient of a well-defined and commonly accepted standard. The substantive
processes that are then deployed reflect strategic SCRM best-practice models, such
as ISO 28000, I1SO 31000, and NIST-IR 800-161.

‘The risk assessment then evaluates the impact of the identified threats on the
proposed purchase and the organization’s overall system assets. A particular threat
may not necessarily have much negative impact on the system within a given orga-
nization’s environment. So, the entire set of identified hazards is examined in order
to differentiate those threats that would create specific and undesirable impacts.
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These impacts are then carefully assessed with respect to their short- and long-term
resource implications. Those assessment ratings are then recorded and prioritized so
that the threats with the most critical impacts are dealt with first.

The next principle is design. The outcome of the design process is a complete
and proven effective day-to-day set of practices that address each issue identified in
the risk assessment and fulfill all known constraints in concrete terms. All designs
exhibit common characteristics. They are complete in the sense that they encom-
pass the entire solution. They are correct in that all elements of the solution that
logically should be present are provably there. They are understandable in that they
communicate the form of the solution and that all of the management control ele-
ments in the design are traceable to the issues raised in the risk assessment.

In addition to direction, the design must provide a clear reflection of the antici-
pated degree of integration. Technical elements must be integrated at their inter-
faces, to promote the most efficient interaction. Business elements have the same
requirement at the process, activity, and task levels. All of the necessary relation-
ship issues must be identified and resolved in the design. In addition, as the name
implies, along with the design, there is always some sort of formal planning process
involved as well.

Because a plan provides the explicit direction for the integration process, it
is the essential end product here. In the case of a small business, this might be a
relatively trivial documentation item, a memo of agreement, for instance. However,
where the security solution is very large or complex, there is an implicit element of
long-range planning, and the result is always a detailed plan.

The largest principle, in terms of the actual time spent, is integration. This
concept might be just as appropriately termed “realization,” or “implementation”
because its product is the actual, substantive supply chain-based product manage-
ment process. In the case of SCRM, the general goal is to ensure that the means
employed to identify and provide the requisite processing and storage embodies the
proper set of controls.

The process logically involves the gathering of all of the information necessary
to identify and categorize each of the supplier resources that will fall within the
system. Essentially that involves the identification, labeling, and valuation of each
and every one of the organization’s ICT assets and the formulation of these into a
comprehensive baseline inventory of products and their suppliers. In many respects,
this part of the process resembles the organizational asset identification activity
that would drive any fiscal accounting or physical inventory process, in the sense
that individual categories of ICT product are simply differentiated and accounted
for in a permanent ledger along with the sources of each product. This baseline
ledger is maintained under the dictates of rigorous management control.

Once all of the organization’s information assets have been identified and
arranged into a catalogue of coherent baselines, the next step is to determine their
current protection requirements. The purpose of this activity is to define the exact
assurance needs for each of the individual items in the product/supplier baseline.
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The next three steps are really aspects of the same process, which is the actual
establishment of the day-to-day control system. Once all of the elements of supply
chain risk and concomitant resource commitments are understood, it is time to
create and array the initial set of controls for each product/supply chain the orga-
nization chooses to manage. This amounts to an iterative control validation and
enhancement process.

The final step in this process is measurement. In a technical setting, this might
be called a metrics program. Because ICT and network products constitute a virtual
asset, measurement is the fundamental element that enforces management control.
Quantitative assessment of the security functioning of a given supply chain, in the
form of such measurement items as breaches, breakdowns, or identified flaws and/
or malware, helps decision-makers evaluate the ongoing performance as well as
assign accountability.

The recommendations that are embodied in a best practice standard are meant
to provide a concrete basis for characterizing a wide range of abstract assurance
functions, including intangibles such as product information flows. In concept,
the recommendations of a best practice standard are not standalone elements. They
actually substantiate numerous facets of the day-to-day assurance operation that
taken together constitute aggregate best practice.

An organization must originate the policies to fulfill its aims and purposes
within its particular culture. This is embodied through a governance approach
that centers on a coherent framework of selected controls. This governance process
requires that there be some kind of standard point of reference to coordinate all
security activities that will be carried out up and down the supply chain. This is
why every one of these approaches requires a standard model of expert best prac-
tice. The rest of this book will be devoted to that discussion.

Key Concepts

B The SCRM process has many dynamic facets.

B SCRM for ICT centers on devising tangible means to identify and control risks
up and down the supply chain and to ensure fundamental trust in a product.

B Supply chains are often not known, or well defined, in the product develop-
ment process because of the existence of outsourcing.

B ]t is necessary to inventory and label all risks to all product elements in order
to control them.

B The procurement process should be based on information about product
provenance and supplier trustworthiness.

B In order to be effective, the overall SCRM process has to be planned and
coordinated as a strategic process.

B Proper SCRM involves deploying and then maintaining an appropriate base-
line of technical and managerial controls to mitigate risk.
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B Effective SCRM ensures trust among suppliers and customers.

B Because it represents a change in routine practice, supply chain risk gover-
nance schemes require formal organization and executive sponsorship.

B Supply chains can be intentionally compromised by an adversary in order to
promote its goals.

B Standard models of best practice for supply chain risk are important road-
maps for organizations to follow.

B The NIST 800-161 Standard is the first standard model aimed specifically at
specification of SCRM best practice.

Key Terms

availability: a system or organizational state in which all necessary information is
accessible at the time it is needed

compromise: a breakdown in organizational control leading to breakdown of a
supply chain

confidentiality: a system or organizational state in which all relevant information
is protected from unauthorized access

controls: technical or managerial behaviors that are put in place to ensure a given
and predictable outcome

counterfeiting: the insertion of a component, or the sale of a product, that has not
been produced by the manufacturer of record. This can lead to unexpected
failures of components and products

countermeasures: technical or managerial actions taken to prevent supply chain
failure either at the individual unit level or for the product as a whole

governance framework: a comprehensive set of standard activities intended to
explicitly define all required processes, activities, and tasks for a given field
or application

information governance: is the process of identifying a set of multi-disciplin-
ary processes, procedures, security controls, and the management of
information to support the operation of the organization in a holistic
approach.

integrity: a system or organizational state in which information can be shown to
be accurate, correct, and trustworthy

malicious code: small program intentionally inserted in a product to perform
unwanted or harmful actions

National Institute of Standards and Technology (NIST): the body responsi-
ble for developing and promulgating standards for federal programs and
Federal Government agencies

organizational governance: a condition that ensures that all organizational
functions are adequately coordinated and controlled by policy, typically
enabled by strategic planning
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sourcing: the organizational process of product acquisition either through a
development process or by the purchase of a COTS solution

strategic planning: the act of translating an organization’s intended direction into
specific steps along a particular timeline; strategic planning affects the
entire organization for a significant period
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Chapter 2

Building a Standard
Acquisition Infrastructure

At the conclusion of this chapter, the reader will understand the following:

B The structure of the ISO/IEC 12207 standard and its relevance to supply
chain risk management (SCRM)

B Why an Agreement process is necessary to maintain a set of formal controls
for managing supply chain relationships

B The underlying activities and tasks defined in the ISO/IEC 12207 Acquisition
process

B The underlying activities and tasks defined in the ISO/IEC 12207 Supply

process

The challenges in which SCRM affects the underlying system/software life cycle
processes of an organization necessitate factoring in a standardized approach to
overcome those challenges and build SCRM into the common life cycle processes
that currently exist within an organization. Recall that the key ingredient is that
SCRM be built into a well-defined process and provide capacity for improvement.
To that extent, we suggest that optimally SCRM be inclusive to an established
standardized life cycle framework.

For many years, information and communication technology (ICT) organiza-
tions have implemented a standard that is relevant to the definition of a robust
acquisition assurance infrastructure at the conceptual level. The customer—supplier
process defined in the “Agreement” processes of the ISO/IEC 12207:2008 Systems
and software engineering—Software life cycle processes provides appropriate activi-
ties and tasks that, if implemented properly, will steer an organization into the

41
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direction of achieving the underlying requisites of SCRM. ISO/IEC 12207 has
been widely accepted for over 20years as the authoritative definition of what, at
a minimum, must be undertaken for proper technology acquisition. These stan-
dard recommendations can then be tailored into a specific process for any given
organizational application.

Thus, the need for a single fully defined infrastructure is a precondition for
the definition of the body of knowledge for secure SCRM. In this chapter, we will
begin with a discussion of the generic structure of the ISO/IEC 12207 standard.
Upon understanding the ISO/IEC 12207 standard at a high level of abstraction,
we will be able to “zero in” on the standard’s Agreement process, which contains
the activities and tasks that directly impact the ability to build an effective acqui-
sition infrastructure that integrates the necessities of SCRM. In later chapters
of this book, you will learn about the techniques for implementing the recom-
mendations of NIST IR 800-161, Supply Chain Risk Management Practices for
Federal Information Systems and Organizations within the larger ISO/IEC 12207
Agreement process.

ISO/IEC 12207

It was not until 1995 that a single standard allowed ICT organizations to organize,
coordinate, and establish best-practice activities throughout the ICT life cycle.
Then ISO/IEC 12207 (1995) and its American counterpart IEEE 12207.0 (1998)
were developed to satisfy that requirement. The premise of that standard was to
describe a complete set of practices for software work spanning the entire life cycle
from initial product planning to retirement. Included in those standard practices
were the Agreement processes that aimed to specify the standard activities for
acquiring a correct ICT product or service. To that extent, 12207:1995 was the first
standard to effectively integrate the diverse and disparate collection of industry best
practices for a customer—supplier relationship into a single recommended approach
to effective product procurement.

By implementing the recommendations of 12207:1995, organizations were able
to effectively combine a set of procurement best practices into a single uniform
approach. Further, the best practices could be tailored to specific ICT circum-
stances as a means of controlling all aspects of the product acquisition life cycle.
The standard was developed in such a way that the itemized processes constituted
a complete set of activities and tasks applicable to all development, operation,
and maintenance situations. ISO/IEC 12207 is the comprehensive framework
that allows enterprise architects to decompose a standard life cycle process from
a generic set of management activities down to their instantiation in the form of
concrete everyday tasks. The tasks are then tailored by identifying unique project
issues, problems, and criteria and documenting adjustments from the standard defi-
nitions. Subsequent tailoring was carried out by decomposing process components
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to their logical level of expression in work instructions and other required processes
and then implementing those practices in day-to-day situations.

From 1995 to 2008, the ISO/IEC 12207:1995, Information technology-Software
life cycle processes standard could realistically be considered one of the most success-
ful international standards ever written. It provided recommendations that gained
universal adoption throughout the industry as the model for a well-defined ICT life
cycle. However, as technology continued to evolve, the scope of business practices had
changed by the early 2000s. So, it was increasingly evident that the recommendations
of the 1995 standard were lacking and the model needed to be updated.

The Joint Technical Committee, ISO/IEC JTC 1, is the ISO committee charged
with the responsibility of revising the ISO standards pertaining to information
technology. Further, 12207 is ICT related; therefore, the revisions to the 12207
standard were made by JTC 1’s Information Technology Subcommittee SC 7 for
ICT and Systems Engineering. The most significant charge of the SC 7 subcom-
mittee was to integrate the concepts, terminology, and framework of the ISO/IEC
12207:1995 standard with the organizational and project processes of the ISO/IEC
15288:2002 standard for the system life cycle.

Since ISO/IEC 15288, Systems and software engineering—System life cycle pro-
cesses, is referenced in several of the NIST Special Publications related to risk man-
agement, it is worthy of mention here. Both the ISO/IEC15288 and the ISO/IEC
12207 standards were being revised at the same time. Therefore, SC 7 effectively
refined a model originally designed to address the software aspects of life cycle
activity into a model that was fully aligned with concepts and processes for com-
plete ICT product and service delivery at the organizational level. The resulting
version of ISO/IEC 12207, published in 2008, encompasses a larger set of project-
oriented processes aimed to provide a comprehensive characterization of the envi-
ronmental elements within which ICT products are developed. In essence, ISO/
IEC 12207 and ISO/IEC 15288 are so tightly integrated that they provide one in
the same in terms of life cycle process requirements. It is for that reason we use the
ISO/IEC 12207 standard as a basis for our discussions in this book.

The original ISO/IEC 12207:1995 was composed of five primary life cycle pro-
cesses, eight supporting life cycle processes, and four organizational processes. The
12207:2008 version incorporates a much larger set of processes into two areas of
common focus: system context processes and ICT-software specific processes. The
system context process section of the standard contains most of the processes that
originated in ISO/IEC 15288. These processes are grouped into four logical areas:
agreement processes, project processes, technical processes, and organizational
project-enabling process groups. Each process group contains 311 life cycle pro-
cesses that are further divided into a set of activities, and each activity is subdivided
into tasks (Figure 2.1).

The processes from the original ISO/IEC 12207 are scattered across both areas of
the new standard. However, most of the original ISO/IEC 12207 processes, particu-
larly the supporting processes, are in the Soffware Specific Processes section. The two
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Figure 2.1 ISO/IEC 12207:2008 life cycle process groups.

ISO/IEC 12207:2008 processes that are an exception to the rule are the Agreement
processes: Acquisition and supply (which are of interest to us in this chapter).

Since many products can be built from a single correct process, the creation
of an enterprise-wide architecture from an ideal model of overall best practice is
likely to solve many problems associated with improper management (throughout
the supply chain) of the ICT process. In this respect, the ISO/IEC 12207:2008
standard provides the generic model that defines the ideal structure of the ICT
process as a whole. It serves as a stable basis for defining a life cycle management
framework that it is applicable to any form of ICT operation. Additionally, ISO/
IEC 12207 provides a commonly recognized, worldwide basis for standardizing
terminology and processes to effectively manage any software or ICT development,
sustainment, or Acquisition process. The template of activities and tasks provided
by the standard is intended to be applicable at all levels of ICT operation, from
the organizational level down through projects and all the way to the application
development and maintenance stage.

12207 activities encompass all of the tasks pertaining to the management of
the system life cycle necessary to establish the full scope of development, mainte-
nance, and use of ICT products and services. The specific process, activities, and
tasks itemized in the standard focus specifically on what is required to describe the
artifacts of management and development pertaining to all ICT projects.

The ISO/IEC 12207 model alone does not provide sufficiently detailed guid-
ance to make an organization and its supply chain manageable. As we mentioned
previously, the processes within the framework still have to be tailored to fit each
given situation. As you will see in subsequent sections of this chapter, the activities
associated with customer/supplier acquisition are no exception. In other words,



Building a Standard Acquisition Infrastructure ® 45

an optimum approach can be engineered top-down for each ICT project using
the 12207 framework because the model embraces all possible forms of activity.
The implementation strategy is always top-down, meaning that an explicit process
model can always be constructed for any given project at any level of definition
from the reference framework. This hierarchical approach creates a practical, top-
down management process from policies formulated at the enterprise level through
practical management procedures at the operational level.

Throughout our discussion, reference has been made to the word “tasks.” Tasks
are the explicitly defined set of work instructions for a particular role in the process.
These task definitions are created to describe an organization’s prescribed steps for
carrying out any given activity. The work instructions comprise the tailored process
model for a specific project environment. In operation, work instructions are at
the other end of the management spectrum from the generic best practice speci-
fied in the ISO/IEC 12207 standard model. Work instructions are project specific
and generally cannot be applied to another project, even if it is similar in scope
and intent. Instead, the work instructions represent an organization’s current best
approach to executing the tasks required for a given project.

In sum, ISO/IEC 12207 provides the basis for defining the systematic activities,
roles, and tasks of the ICT life cycle. Because those elements are defined in concrete
terms, they can be easily evaluated by all levels of management and throughout the
supply chain. The 12207 standard is applicable to every ICT organization and is par-
ticularly useful in the case of complex systems where SCRM considerations resulting
from multitiered vendor arrangements and interoperable product lines are paramount
and when the requirement for integration places exceptional demands for coordina-
tion of the process. By defining the best practices for each life cycle element, inter-
ruptions of the practical outcomes are minimized at all levels of work. Definition also
helps ensure early risk detection and true product-in-process visibility.

ISO/IEC 12207 can be used in compliance situations either to dictate the
execution of an individual project or to shape the process architecture through-
out the supply chain. Compliance to 12207 is defined as the performance of all
processes, activities, and tasks identified as appropriate in the tailoring process.
The performance of a process or an activity is complete when all its required tasks
are performed in accordance with established criteria and applicable requirements
specified in the contract. However, compliance may be interpreted differently for
various situations, including but not limited to compliance efforts at the organiza-
tional level, the project level, and when multiple suppliers are involved.

Agreement Processes: Overview

In order to facilitate such an acquirer/supplier relationship where SCRM prac-
tices are a priority, each party must engage in a predefined set of life cycle activi-
ties. The activities serve as a basis for assuring that the agreements established by
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the parties are upheld to the extent that a secure hardware, software, or service
product is delivered.

The Agreement processes are the first set of System Life Cycle Processes pro-
vided by the ISI/IEC 12207:2008 standard, and for good reason. For all intents
and purposes, the successful building of acquirer—supplier relationships serves as
a foundation and basis for successful completion of any ICT system development
project. Unlike the predecessor 1995 version of the 12207 standard, which sepa-
rated the responsibilities of the customer and supplier into two primary processes,
this first cluster of processes of the 2008 update combines them into a single cat-
egory called the Agreement processes (6.1). These processes are particularly critical
to ICT and SCRM because it is almost impossible to ensure the trustworthiness
of an important purchase without a well-defined and rigorous process to guide the
effort. Within the private sector or the national economy, the business missions,
strategies, and defense rest on dependable ICT. Ensuring that the ICT that is pur-
chased is acceptably secure is an important step in business and our everyday lives.

Every ICT manager who has engaged in building and maintaining customer—
supplier relationships will admit to the challenges that they face. As we alluded to
in Chapter 1, that is because the customer (acquirer) is in the position of purchasing
a complex and sometimes intangible set of functions without any influence over
how they are built or the security measures in place in the suppliers’ development
process. Therefore, SCRM begins to be evident when organizations utilize a set of
procedures (such as those provided in the Agreement processes of 12207:2008) spe-
cifically designed to increase the acquirers, understanding and influence within the
process. Moreover, those procedures provide an assurance measure/security control
so that security is built into the final product. In providing the necessary secu-
rity assurance, those procedures must guarantee that security considerations are a
central part of the routine vendor selection, monitoring, and acceptance process.
Likewise, in order to ensure their reliability, they should be well defined and con-
sistent within the enterprise’s organizational architecture.

The activities prescribed within both processes in the 12207 Agreement cate-
gory provide the necessary tasks an ICT organization (acquirer or supplier) should
perform in order to adequately manage the procurement of a system, software, or
service product that has been determined as within the bounds of an ICT infra-
structure. We discuss these activities within the context of this book because the
Agreement processes are significantly relevant to individuals interested in enforc-
ing the practices of SCRM within an organization, such that a structured and
rigorous set of management activities and tasks is used to carry out the effort. As
you will see in a later section of this chapter, the 12207:2008 activities specified for
Acquisition (6.1.1) prescribe the practices to be performed when an organization
procures a software system or service, while the Supply process (6.1.2) defines the
obligatory activities carried out by the supplier. In short, by using the 12207:2008
standard Agreement processes, organizations can be confident that they are engag-
ing in a detailed definition of customer—supplier relationship logistics directly



Building a Standard Acquisition Infrastructure ® 47

ISO/IEC 12207 Agreement Processes and Activities

6.1.1 Acquisition Process

6.1.1.3.1 Acquisition Preparation
6.1.1.3.2 Acquisition Advertisement
6.1.1.3.3 Supplier Selection
6.1.1.3.4 Contract Agreement
6.1.1.3.5 Agreement Monitoring
6.1.1.3.6 Acquirer Acceptance
6.1.1.3.7 Closure

6.1.2 Supply Process

6.1.2.3.1 Opportunity Identification

6.1.2.3.2 Supplier Tendering

6.1.2.3.3 Contract Agreement

6.1.2.3.4 Contract Execution

6.1.2.3.5 Product/Service Delivery and Support
6.1.2.3.6 Closure

Figure 2.2 ISO/IEC 12207 Agreement processes and activities.

related to ICT procurement. However, that definition does not take risk manage-
ment into consideration. As noted in the chapter introduction, risk management
implications will be mapped back to the 12207 Agreement process activities in
later chapters of this book.

Figure 2.2 provides a complete list of all activities prescribed for both of the
12207:2008 Agreement processes. Throughout the remainder of this chapter, we
will take a detailed look at each of those activities, identify the tasks within them,
and consider their implications to the overall approaches pursued by organizations
to achieve quality and security benefits of SCRM.

Acquisition Process

Put simply, the Acquisition process defines those activities related to the customer role
in purchasing system hardware, software, and services. The prescribed activities for
acquisition are intended to convey the specific tasks to be performed by any organiza-
tion that has identified the need to acquire a hardware or software system or other
form of ICT service. Note that during the early discussions of this process, we use the
term “generic” to take the process out of the defined context of the 12207 standard.
We will later explain each activity of this process, prescribed by the standard, in detail.
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Acquisition always operates in combination with the Supply process (6.1.2),
which prescribes the supplier’s responsibilities in providing that hardware/software
product or service. The standard activities of the Acquisition process describe an
ideal way to interact with a supplier, to ensure appropriate practices of SCRM. As
you will see in a later section of this chapter, the Supply process delineates the ideal
way to deliver a product or service. These two processes together are the basis for
formulating an ICT service delivery or system purchase contract. The 12207 stan-
dard qualifies its intent by pointing out that its Agreement processes were derived
as a subset of the Agreement processes specified by the ISO 15288 standard, which
is suggestive of the tight integration between the two standards that we mentioned
carlier.

In the same vein as the acquisition activities prescribe ideal steps in interacting
with the supplier, in a more general sense they convey the ideal steps an organiza-
tion would take to acquire any ICT system or service product. Thus, to suggest that
the activities only aim to define the customer—supplier relationship would not pro-
vide adequate context to the process outcomes defined in the standard. The under-
lying goal of the Acquisition process is that the customer purchase fundamentally
correct ICT products and services. The process begins with the identification of
customer needs and ends with acceptance of the product or service as defined in the
contract. The Acquisition process itself is a strategic function in that it is established
and maintained through formal planning. Planning for each acquisition project
takes place within the framework of practices established in the overall strategic
planning activity.

Without disregard for the established outcomes identified in section (6.1.1.2) of
the 12207 standard, the main objective of the Acquisition process can be summed
up in the statement that its underlying purpose is to ensure that the right vendor
is chosen. Since vendors supply a product or service, both the acquiring and sup-
plying organizations must know the specific requirements for what is being deliv-
ered in order to make an intelligent decision. Therefore, the first step of the more
generic sense of the Acquisition process is to define and document all pertinent
product requirements, in addition to the criteria the organization will use to make
a judgment decision as to whether those requirements were met according to defini-
tion. The outcome of this generic requirements definition activity should be a legal
contract that designates all required roles, responsibilities, and obligations of both
parties in the acquirer/supplier relationship.

Likewise, the contract should provide parameters for the appropriate monitoring
and control mechanisms that must be in place in order to ensure that the supplier
upholds the terms and conditions of the contract. Once the contractual terms have
been satisfied, the generic Acquisition process then ensures an efficient transfer of
the product from the vendor to the customer.

Acquiring a commercial off the shelf product (COTS) or outsourced service
is often a beneficial option over making it or providing the service yourself. The
reason for that is due to the increased business advantages provided by COTS over
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a custom product or in-house operation. Further, purchased products are normally
less expensive and are immediately available. However, COTS products do come
with problems, many of which involve the anonymity of the supply chain. Therefore,
an effective process of risk identification and risk management is an essential part of
the Acquisition process, even as early as the business justification and requirement
definitions phase for a COTS product. As you have learned in Chapter 1, SCRM
can be easily summed up as a process used to ensure that an acquired product satis-
fies the basic requirements for integrity and safety. Nevertheless, consideration of
risk is important throughout the process because specific actions to ensure product
quality and security have to be designed and implemented from the start. A proper
understanding of risk helps the purchaser make better decisions about the level of
investment needed to address all of the known risks.

On the other hand, outsourcing considerations also represent an important issue
in the contracting process. Therefore, it is crucial for the acquiring organization to
do the analysis needed to understand every aspect of any outsourcing decision. The
analysis must be completed before an organization decides whether to contract out
the work or service. First, supplier capability is crucial to any outsourcing decision,
so the acquiring organization must determine, in advance, if the contractors in the
supply chain have the capabilities required to do the work or provide the required
service. Moreover, it is the responsibility of the supplier to prove that it can develop
and integrate a secure product or service. Most often, capability will be determined
by researching the history of the supplier with regard to delivery of similar products
or services as well as a documented ability to adopt good ICT engineering practices
and employ trustworthy subcontractors.

Understanding the variability that exists between subcontractors, it is impor-
tant for the acquiring organization to explicitly state which elements of the pro-
posed work its subcontractors will 7ot be allowed to perform. Being up front with
such statements affords an opportunity in which the acquiring organization and
the prime contractor can make specific determinations about how to apportion
the work as well as manage and support the subcontractors. The assignment of
work elements to subcontractors is then stipulated in the contract along with all
outsourcing decisions.

Contractual consideration must also be given to the degree of foreign influence
and control that might be exercised over the product or service. If a COTS product
or outsourcing comes from an organization within a nation not necessarily friendly
to the United States, the product or service might not be considered trustworthy.
Therefore, the degree of foreign influence, control, or ownership of a contracting
organization has to be determined before additional steps are taken to manage risk.

The final generic consideration that needs to be made about the Acquisition
process, before we move into the detailed activities defined by 12207, deals with
competitive pressure. Competitive pressure is a vital element in the Acquisition pro-
cess because it is the most effective practice used to get the best possible deal. One
way that an acquiring organization can maximize competitive pressure is through a



50 ® Supply Chain Risk Management

bidder’s conference, which puts potential suppliers in the position of competing for
the organization’s business. Ultimately, the competition drives down the eventual
price and puts suppliers on notice that they must submit their best bid.

Acquisition Activity: Acquisition Preparation

As is characteristic of all 12207 processes, the Acquisition process begins with
a formal initiation activity. Those familiar with ICT industry-adopted life cycle
methodologies will be interested to note that the first several tasks defined in
this activity parallel the first few steps of any of those methodologies. Figure 2.3
provides a summary of the tasks of this activity.

Before delving into the detail of this activity’s tasks, it is important to make a
few observations. In addition to the preparation tasks taking on the characteristics
of many ICT system life cycle methodologies, the tasks may not necessarily be

ISO/IEC 12207 Acquisition Preparation Tasks

6.1.13.1.1 “Concept of Need” Developed
6.1.1.3.1.2 System requirements defined and analyzed

6.1.1.3.1.3 Requirements specification prepared by the acquirer or
assigned supplier

6.1.1.3.1.4 If a supplier is used to prepare requirement specification, an
approval authority is sought

6.1.1.3.1.5 The standard’s Technical processes are used to establish the
system requirements

6.1.1.3.1.6 Consideration is given to acquisition of any system
requirements

6.1.1.3.1.7 Off-the-shelf software chosen for acquisition is matched to
standard conditions

6.1.1.3.1.8 Acquisition plan is prepared and executed

6.1.1.3.1.9 Acceptance strategy and conditions defined and documented

6.1.1.3.1.10 Acquisition Requirements (Request for Proposal) are prepared

6.1.1.3.1.11 Acquirer determines which of the other 12207 processes are
appropriate and in need of tailoring. Determination is made
and documented in the acquisition document as to which
processes are performed by the supplier or further down the
supply chain.

6.1.1.3.1.12 Contract milestones are determined and documented in the
acquisition document

6.1.1.3.1.13 Acquisition requirements are given to the organization chosen
to perform the acquisition activities

Figure 2.3 ISO/IEC 12207 Acquisition preparation tasks.
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performed by the acquiring organization. The 12207 standard defines the tasks
of this activity in such a way that some of them may be performed by a supplier
(subcontractor) or even their subcontractors. This point becomes evident beginning
with task 6.1.1.3.1.3 and is built into the task definition in 6.1.1.3.1.4. The formal
definition of the standard task 6.1.1.3.1.11 states:

The acquirer should determine which processes of this International
Standard are appropriate for the acquisition and specify any acquirer
requirements for tailoring those processes. The acquirer should specify
if any of the processes are to be performed by parties other than the
supplier, so that suppliers may, in their proposals, define their approach
to supporting the work of other parties. The acquirer shall define the
scope of those tasks that reference the contract.

(International Standards Organization, 2008)

One logical interpretation of this task would suggest that not just one or two, but
any of the Acquisition process tasks could be outsourced. Thus, it is easy to see that
the implications of SCRM become a priority very early in the Acquisition process.
Nevertheless, if any of the Acquisition process tasks are outsourced, it is gener-
ally the task defining and analyzing the system requirements. That being said, it
would be realistic to conclude that a Request for Proposals (RFP) would need to
be prepared and disseminated to potential suppliers as early in the life cycle as the
approval of the concept of need and be based primarily on that document in com-
bination with the Project Management Plan (PMP).

Concept of Need

Many textbooks and the ICT literature describe the concept of need as the state-
ment justifying the predetermined feasibility of an ICT project based on the find-
ings of a larger scope Business Process Reengineering (BPR) effort. Since this book
addresses the risk management practices in customer—supplier relationships, it is
useful to discuss this task within the context of developing a concept of need from
the assumptive perspective that some, if not all, of the system hardware, software,
and services are provided through the supply chain. In a large organization, a
request to purchase can originate from any level of the company. So, it is difficult
to ensure that every request is justified. Therefore, the first practical step in the
ICT Acquisition process is to prepare a fully documented concept of need, which
provides justification for a proposed system acquisition. In that respect, the practi-
cal business advantages and risks of buying that new product or service must be
explained before moving forward into further tasks of the Acquisition process.
Documenting the need to undertake acquisition normally involves a specific
statement of the business advantage of purchasing the product or service. Thus,
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the statement describes the business justification, which might be based on a
business-planning project or on nothing more than a business decision by a corpo-
rate officer. Nevertheless, the 12207 Acquisition process requires that the originat-
ing party make the business case for the purchase before the processes can proceed.

Define, Analyze, and Document
System Requirements

Once the justification has been made and an organization has considered all the
factors of properly aligning the new product, the next step in the process is to define
and analyze system requirements. Simultaneously, the customer (or contracted sup-
plier) prepares a document that provides an explicit set of system-level functional
and nonfunctional requirements. Those functional and nonfunctional require-
ments must characterize the prospective ICT product or service in detail. This
standard document is called a System Requirements Specification (SRS). The SRS
expresses each explicit product requirement in clear behavioral or functional terms.
The process that underlies the development of the SRS analyzes all aspects of the
acquisition, including the business, organizational, and user environment. In addi-
tion, the SRS considers all relevant safety, security, and other critical requirements
in light of relevant design, testing, and compliance standards and regulations.

The requirements engineering process defines, analyzes, documents, and then
ensures a suitable set of functions that will be embedded into the ICT product or
service. To that extent, requirements engineering is a critical aspect of ICT acquisi-
tion activity because the requirements document provides the main point of refer-
ence for the supplier bidding process. Distinct qualitative criteria must be satisfied
in order for a requirements document to be approved, including the clear statement
of the qualification criteria for every functional behavior and nonfunctional quality
that is specified in the requirements list.

Further, the main objective of requirements engineering is to provide a complete
and correct description of the actions that the ICT service or system will perform.
The description includes tangible qualities such as observable actions of the product or
supportive tasks performed as a service, including inherent qualities such as security
or reliability. In addition to categorizing all functional and qualitative requirements,
the 12207 standard requires a description of all internal and external interfaces. This
description has to be expressed in terms that are exact enough to ensure proper inte-
gration of all desired functions in the finished product. It is particularly important
to assure seamless integration because risk management relies on the fact that the
product or service is embedded without gaps that can be exploited by an adversary.

A full description of the target operational, physical, and environmental fac-
tors is necessary in order to understand the operating context of the system or
ICT product. The operating context comprises the real-world conditions and
demands that operate as constraints in either the construction or acquisition of
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the ICT product or service. Knowing these situational constraints helps eliminate
unfortunate surprises that can drive up costs and slow production schedules.

The requirements document must sufficiently align all proposed ICT product
and service requirements to their general system requirements. The system require-
ments provide detail on all relevant contextual factors, including business process
and user needs. The system context is a vital component of the system requirements
analysis and documentation task because it establishes the subsequent rigor of the
system’s confidentiality, integrity, and availability requirements. Thus, it is impor-
tant to state each requirement in unambiguous terms.

The definition of system requirements is followed by the development of a spe-
cific set of lower-level functional requirements for each ICT product or service. For
any project that follows a logical development path, the specification of lower-level
ICT system requirements is always the next step. The reason for this is that indi-
vidual ICT products and services operate within a system. Therefore, it is impor-
tant to ensure optimum alignment between the contextual system needs and each
ICT component. That fit is best ensured by a set of ICT requirements that can be
mapped directly to the requirements of the larger context.

Developing a set of properly aligned ICT product requirements is not a task that
should be approached haphazardly. In fact, as we mentioned at the beginning of
this section, it often requires specialized expertise from a consulting organization.
It is for that reason that the 12207 standard integrates supplier influence in many
of the tasks within this activity. Nevertheless, regardless of whether the customer’s
organization or a contracted supplier does the basic analysis and requirements doc-
umentation, a senior manager from the acquiring organization must provide final
endorsement that the requirements are correct.

Consideration for Acquiring System Requirements

Much of the decision-making associated with determining which (if any) prod-
ucts should be developed in-house or purchased off the shelf, and which product
development or services outsourced, levels on the constraints imposed by “going it
alone” or seeking supplier intervention and the amount of risk invoked in pursuit
of either approach. It is not an overstatement to suggest that the considerations
made in this task of the preparation activity have the greatest impact on the SCRM
practices performed by the acquiring organization.

COTS and outsourcing considerations represent important issues in the con-
tracting process, so it is especially important to do the analysis needed to under-
stand every aspect of any outsourcing decision. The analysis must be completed
before an organization decides whether to contract out the work.

First, supplier capability is crucial to any acquisition decision, so organizations
must find out in advance if the manufacturers and suppliers all the way down the
supply chain possess the capabilities required to provide the product or service.
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Likewise, suppliers must be able to provide substantial proof that they can develop
and integrate a secure product. Overall capability is usually demonstrated by the
supplier’s history with similar projects as well as a documented ability to adopt good
ICT engineering practices and employ trustworthy subcontractors. If the acquiring
organization cannot say with confidence that a trustworthy supply of a product
or service is possible, then the decision must be made to do the work in-house or
explore other alternatives for satisfying the associated system requirements.

Second, the variability of outsourced subcontractor capabilities must be con-
sidered. The acquiring organization should explicitly state which elements of the
proposed work its subcontractors will zo# be allowed to perform. This allows the
acquirer and the prime contractor the ability to make specific determinations about
how to effectively and securely divide the work as part of management and sup-
port the subcontractors. The assignment of work elements to subcontractors is then
stipulated in the outsourcing supplier contract along with all additional directives.

A third consideration that must be made is the degree of foreign influence and
control that might be exercised over a particular product or service. If a product or
service being considered for acquisition comes from an organization or nation that
is not necessarily friendly to the United States, the product or service might not
be considered trustworthy. Therefore, the acquiring organization must deliberate
about the possible repercussions of contracting with a supplier with such foreign
connections before additional steps are taken.

Preparation and Execution of the Acquisition Plan

The acquisition plan provides a formal approach to providing details that must be
achieved within the Acquisition process for a given project. The plan also describes
the relationship between a single project Acquisition process and the Acquisition
process adopted by the acquirer at the organization level. At a minimum, the docu-
ment includes all relevant criteria for making business decisions, such as financial
and technical feasibility, contract milestones, audits and reviews, contractor perfor-
mance, and budgetary and scheduling criteria. From an ICT product-engineering
standpoint (Figure 2.4), the plan also specifies the following:

B Requirements of the system
B Planned employment of the system

Responsibilities Support
Planned Type of of each mechanisms
employment of Contract(s) to organization during,
the system be employed providing throughout, and
artifacts in maintenance

Risk
implications and
mechanisms for

managing risk

Requirements

of the system

Figure 2.4 Preparation of the acquisition plan.
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Mechanisms - Integration of
. Schedule Identified 8
for managing L . R system
implications technical risks
cost measurement

Figure 2.5 Criteria to include in acquisition plan.

B Type of contract(s) to be employed

B Responsibilities of each organization providing artifacts to the project

B Support mechanisms to be used during the project and throughout the
operations and maintenance life cycle phases

B Risk implications and mechanisms for managing that risk

It is important to note that, in cases in which a supplier contracts with a sub-
contractor, it is the supplier’s responsibility to coordinate the contract with the
subcontractor. Additionally, the acquirer should establish and document a system
measurement program. That program should be used to plan and track all activities
and tasks across the life cycle (Figure 2.5). Criteria that should be included within
the program include the following:

Mechanisms for managing cost

Schedule implications

Identified technical risks

Integration of system measurement with existing program management, pro-
gramming, and other ICT functional areas pertinent to the project

Acceptance Strategy Definition and Documentation

Acceptance means that the supplied product or service has been tested to the extent
that the supplied product or service contributes to the underlying definition of need
set forth in the concept of need document, that the product or service adequately
contributes to satisfying the requirements that meet that need, and that it can be
supported by the acquiring organization. From a strategic ICT management stand-
poing, it is never too eatly to determine the criteria used for accepting an externally
developed hardware or software product that will eventually become an artifact
to the acquirer’s ICT system or the service provided by a contracted supplier. The
12207 standard stipulates that during the preparation activity of the Acquisition
process, the organization must begin developing a strategy for how acceptance will
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Logistics and detailed requirements for developer-performed qualification testing
Amount of support available for acquirer-performed testing
Establishment of maintenance concept
Initial support provided by supplier/developer upon delivery
Plan for installation and transition into maintenance phase
Appropriate training for the use of product or service

Available warranties

Figure 2.6 Criteria for acceptance strategy.

be determined (Figure 2.6). Such a strategy should include consideration of the
following criteria:

B Logistics and detailed requirements for developer-performed qualification
testing

Amount of support available for acquirer-performed testing

Establishment of a maintenance concept

Initial support provided by the supplier/developer upon delivery

Plan for successful installation and transition into the maintenance phase of
the life cycle

Appropriate training for use of the product or service

B Available warranties

Prepare Acquisition Requirements

The acquisition requirements (more widely termed RFP) is a document prepared by
the acquirer that provides all of the criteria that adequately describe the product or
service requirements and the communication of requisites put forth by the acquirer
defining what will be required (of the supplier) to enter into a customer/supplier
agreement.

It is worth emphasizing that an RFP is a formal business artifact. The aim of an
REFP is to describe a product clearly and unambiguously to a prospective supplier.
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The deliverable that underpins the description is a highly detailed SRS, which uses
formal contractual terms to spell out the functional requirements needed to achieve
a satisfactory solution.

Therefore, a good RFP must fully itemize the following:

B The functions that must be delivered in the finished product

B The criteria that the customer uses to evaluate and confirm whether the
desired functions are present and correct

B Instructions for bidders

B Terms and conditions of a proposed contract between the acquirer and
supplier

B Definition of control of subcontractors

B Technical constraints that may have been identified within the target
environment

The main objective of RFP preparation is to afford anyone involved with the system
an opportunity to contribute to its definition. Further, participation in the RFP devel-
opment ensures both organizational and user buy-in when the system is delivered and
installed. It is discouraging to mention, however, that the organization’s technical
staff often considers this step unnecessary. Nevertheless, the pragmatic world of busi-
ness demands an open process involving all relevant stakeholders. That is because all
ICT product and service specifications involve trade-offs and so a successful product
must consider the needs of competing groups and satisfy each group’s requirements.

Organizations do not need an REP for everything they buy, but an RFP activity
offers a number of benefits for any serious purchase. First, the process of prepar-
ing an RFP forces the organization’s ICT, legal, and financial staff to analyze all
aspects of the purchase. An RFP also puts a nontechnical manager in the driver’s
seat during negotiations with the supplier because it states the technical require-
ments in terms that a layman can understand. More importantly, a clearly stated
RFP increases competitive pressure.

Acquisition Activity: Acquisition Advertisement

One very distinctive observation is that the engagement of the task within this activ-
ity begins a distinctive flow of alternating tasks between the standard Acquisition
and Supply processes. Nevertheless, once the organization has defined its require-
ments for the new system or ICT service, the next step is to contact the people who
can provide it. Those are the suppliers (ISO 12207, clause 6.1.2). The accepted way
of initiating contact with a supplier is to issue the RFP created in the previous activ-
ity. Potential suppliers will respond with interest in the proposal through a prepared
bid (activities: 6.1.2.3.1 and 6.1.2.3.2).

There is no single approach for advertising the RFP to suppliers. Earlier in the
chapter, we mentioned a competitive pressure approach to attracting suppliers.
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It should be noted, though, that it is more often the case that the acquirer approaches
potential suppliers on its own, rather than the other way around. Regardless of the
approach, the 12207 makes an important note that this task is likely to include
supply chain management partnering. Such a practice involves exchanges of infor-
mation with related suppliers and acquirers to reach a collaborative approach to
common technical and commercial issues. Thus, SCRM must be in place to protect
the shared information.

Acquisition Activity: Supplier Selection

Earlier in this book, we emphasized the importance of trustworthiness between the
customer and supplier in a supply chain relationship. At the point that the acquir-
ing organization performs the tasks of this activity, that trustworthiness must be
unequivocally evident in materials used to make the selection. The tasks of this
activity can be likened to an employer selecting a new employee to perform an
organizational responsibility. The employer agrees to provide the resources needed
to perform the job function. The organization makes the appropriate selection of
an employee who can efficiently and effectively perform the role and can be trusted.
Figure 2.7 provides a summary of the tasks of this activity.

As we explained in the overview for the Acquisition process, the acquiring orga-
nization is responsible for developing a logically derived, formal model for supplier
selection. This model usually includes the methodology and criteria used to evaluate
the proposal. Moreover, the weights and methods employed to assess compliance
are usually included in the evaluation model.

The actual assessment and selection of the supplier should be based on its ability
to deliver the system, ICT product, or service as indicated in the documentation pro-
vided in the RFP. We mentioned in our discussion of the 12207 standard that each
defined activity is tailored to a given project. Thus, the acquiring organization may
seek the assistance of other parties, including potential suppliers, before awarding
the contract. By rule, all final decisions in tailoring are made by the acquirer.

The process for evaluating each supplier’s proposal centers on the determina-
tion of whether all requirements described in the RFP are documented, traceable,
testable, feasible, and consistent with the needs of the acquiring organization.

ISO/IEC 12207 Supplier Selection Tasks

6.1.1.3.3 Supplier Selection Tasks
6.1.1.3.3.1 Supplier selection procedure established

6.1.1.3.3.2 Supplier is selected based on the evaluation of the
suppliers’ proposals, capabilities, and based on the
acquirer’s acceptance strategy and conditions.

Figure 2.7 Supplier selection tasks.
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The acquiring organization should also evaluate the supplier’s capability to comply
with the contract. The winning bidder is selected after appraising each supplier’s
ability to satisfy the RFP’s terms and conditions. A prime consideration is the sup-
plier’s ability to comply with the standard’s specifications for the Supply process
(6.1.2). Once a winning bidder is selected, the acquiring organization and supplier
sign the contract.

Acquisition Activity: Contract Agreement

The next major step of the Acquisition process is preparing the contract and engag-
ing in negotiation with the selected supplier. It is critical that the contract address
all known requirements of the acquisition project, not limited to just cost and
schedule. It is also not uncommon to address pertinent legal topics such as usage,
ownership, warranty, and licensing rights associated with the product or service
being delivered. Once signed by both parties, the legal form of the contract is moni-
tored and controlled through a formal change control mechanism. Assuming a life
cycle process based on 12207, that mechanism is stipulated through the standards
Configuration Management process.

The rationale for utilizing a change control mechanism is due, largely, to the
fact that the contract is a living instrument. Often, changes crop up during proj-
ect execution. Therefore, the contact must have a formal process for ensuring its
continuing integrity in light of such changes. The roles and responsibilities for
change management, as they relate to supplier contracts, must be defined as part
of the configuration management plan. The stipulations outlined in the plan must
address the following issues:

B Formality of the process with regard to contract change requests

B Methodology of communication to impacted stakeholders when changes
occur

B Process for renegotiating the contract as a result of changes

The most common area for contract changes is the business areas, so an organiza-
tion must put an effective policy in place to ensure the contractual integrity of any
changes to project plans, schedules, budgets, costs, and security.

Common practice is for the acquiring organization to control the modifications
that take place to the contract, that result from ongoing refinement of the product
Acquisition process. Change is common and a process must be in place for negoti-
ating the contract. Those organizations that have adopted the 12207 standard can
implement the activities of the joint review process and problem resolution process.
Under these two processes, contract changes are analyzed to determine their poten-
tial impact on project plans, costs, benefits, quality, and schedule.

The contract must address all requirements documented in the RFP, includ-
ing all cost, schedule, and delivery concerns. Because the quality and security of
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ISO/IEC 12207 Contract Agreement Tasks

6.1.1.3.4 Contract Agreement Tasks

6.1.1.3.4.1 The acquirer considers process tailoring
requirements consistent with the selected
suppliers’ lifecycle process.

6.1.1.3.4.2 The acquirer prepares and negotiates a contract
with the supplier that takes into consideration the
identified acquisition requirements. The contract
should also include criteria for proprietary, usage,
ownership, warranty and licensing rights associated
with off-the-shelf products.

6.1.1.3.4.3 The acquirer maintains complete control of any
changes to the contract that may occur through
negotiation with the supplier as part of a larger
scope configuration control process.

Figure 2.8 Contract agreement tasks.

reusable and off-the-shelf components are essentially beyond the acquiring orga-
nization’s direct control, the contract needs to address how to assure ownership,
warranty, and proprietary, usage, and licensing rights associated with reused ICT
products. Figure 2.8 provides a summary of the tasks of this activity.

Acquisition Activity: Agreement Monitoring

In this chapter, we are focusing on the activities and tasks of the 12207 Agreement
processes. However, as you saw in the last section, each of the standard processes
does not exist in isolation. There is a distinct dependency of one process on activi-
ties that exist in another. Generally, that dependency is on those processes that
stipulate activities supportive in nature. This point is specifically true of the tasks
that make up the acquirers’ responsibilities related to agreement monitoring.

While discussion of processes other than Agreement is beyond the scope of this
book, the 12207 standard stipulates that the acquirer should monitor the supplier’s
activities by employing the activities and tasks defined in the Software Review
process and the Software Audit process. The standard continues by stating that
the acquirer should supplement the monitoring with Software Verification process
activities and the Software Validation process activities as needed. Finally, the
acquirer must exhibit cooperation with the supplier, by providing pertinent infor-
mation in a timely manner. Figure 2.9 provides a summary of the tasks included
in this activity.

Describing the tasks of this activity in general terms, when the supplier is ready
to deliver the completed system, ICT, or service, the acquiring organization must
be prepared to conduct a formal acceptance activity that is usually itemized in
great detail in the contract. Specific terms of the contract such as preparation of
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ISO/IEC 12207 Agreement Monitoring Tasks

6.1.1.3.5 Agreement Monitoring Tasks

6.1.1.3.5.1 The acquirer must monitor the supplier’s activities
in accordance with the Software Review Process
and the Software Audit Process. The acquirer must
supplement the monitoring with the Software
Verification Process and the Software Validation
Process as needed.

6.1.1.3.5.2 The acquirer must cooperate with the supplier to
provide all necessary information in a timely
manner and resolve all issues.

Figure 2.9 Agreement monitoring tasks.

test cases, test data, test procedures, test environment, and the extent of supplier
involvement should be defined to validate the product.

The acquiring organization must conduct acceptance reviews and testing of the
deliverable using an approved life cycle process. The product is considered to be
“accepted” when all reviews and tests are satisfied. Because the supplier’s goal is to
satisfy those conditions, the documentation for acceptance procedures is controlled
by the supplier. To the contrary, the contract itself is controlled by the acquir-
ing organization. After accepting the product, the acquiring organization must
coordinate delivery of the product or service.

In the case of acquiring products, once they have been delivered, the acquir-
ing organization must follow the prescribed acceptance procedures, auditing, and
tests that were formalized in the contract. Once all tests and reviews have been
passed, the acquiring organization accepts the product from the supplier and takes
responsibility for the delivery.

Acquisition Activity: Closure

As is the case of the prepare activity that includes process initialization activities,
another activity that all 12207 processes have in common is some form of closure.
In the case of Acquisition, once the supplied ICT product or service has satisfied
the conditions of the agreement and all open items have been settled, the acquiring
organization concludes the agreement by rendering payment or other considerations
and notifies the supplier that the contract has been closed.

Supply Process

Whenever an organization steps into the role of acquirer, it is doing so in pur-
suit of a relationship with a supplier or group of suppliers. In order to really
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have a grasp of the Agreement process and its impact on the overall scope of
SCRM, it is necessary to understand the other side (the supplier’s role). The two
Agreement processes have a strong interdependence upon each other from the
perspective of providing adequate and proper security functionality and risk
management practice. Therefore, we cannot approach this discussion as simply
a matter of viewing the Supply process as an adjunct to Acquisition. As you
will see though the discussion that follows, the Supply activities are so tightly
integrated with the activities of the acquirer that the two could feasibly be a
single standard process. Such a unified purpose is important to the underlying
principles of SCRM, and the broader acquirer—supplier relationship has been
characterized under the umbrella of the broader named “Agreement” processes.
The 12207 standard recognizes the dependencies that exist between the supplier
and acquirer by defining the activities and tasks carried out by the supplier in
reference to the Acquisition process discussed in the last section of this chapter.
Moreover, the activities defined in the Supply process should be considered part
of overall agreement on the requirements of the product or service. The Supply
activities stipulated by the standard provide the best interpretation of an ICT
industry set of best practices deemed necessary to provide an acceptable solution
to an acquiring organization’s needs.

To many, the Supply process is likely to appear very much like a project man-
agement activity. It coordinates and monitors the general function of providing a
specified solution to a customer. It does not, strictly speaking, embody development
tasks. Instead, it is chiefly composed of various planning and control functions.
This very generic view of the process legitimizes its implications to the underlying
practices of SCRM.

Contrary to many beliefs, the Supply process does not strictly involve devel-
opment. To achieve its defined objectives, this process employs most aspects of
the Development, Maintenance, and Operation activities. However, it is impor-
tant that we emphasize that these are separate processes specified elsewhere in the
12207 standard.

The key point that organizations must keep in mind is that development, opera-
tions, and maintenance are separate life cycle processes meant to work comple-
mentarily with each other. The significance to our discussion, here, is that the
activities in both Acquisition and Supply are not technical per se. Instead, they are
intended to coordinate the more technical processes specified in the Development,
Operations, and Maintenance activities of the 12207 standard.

Likewise, in the case where subcontractors are hired, the activities specified in
the Acquisition process will also come into effect as a subset of Supply. In creating
the overall process framework, the supplier should adopt two general organiza-
tional processes: management and infrastructure process development. Finally, as
with Acquisition, the supplier must tailor individual project processes to the speci-
fications of the 12207 Supply process using the Tailoring process defined in the
annex of the standard.
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Supply Activity: Opportunity Identification

Although not formally named such, the task associated with opportunity iden-
tification represents the initiation phase of the Supply process. As discussed in
an earlier section, the task of opportunity identification is complementary to the
acquisition advertisement activity of the Acquisition process. The “opportunity”
can be recognized through a wide variety of mechanisms: electronic solicita-
tion, word of mouth, cold calling by the supplier, or the more common means of
awareness through previous business interactions with the acquirer. It would be
through the later approach that the obstacle of establishing trustworthiness would
become less of a concern since the acquirer and supplier have an existing working
relationship.

This activity should not be approached haphazardly. In order to ensure a seam-
less coordination of supply and acquisition, the supplier must be selective in choos-
ing the customers from which it conducts business. One vital element that should
be considered is the extent to which the supplier processes blend with the processes
of the acquirer. This becomes even more important when what is being supplied is
critical to trust (e.g., cloud-based network infrastructure, storage capabilities, data
backup, or security protection). Without trust and assurance of seamless supplier
product or service delivery, the relationship between the parties is likely doomed
from the start.

Supply Activity: Supplier Tendering

The Supply process continues when a supplier organization receives an RFP from
a potential customer. Upon receipt of the document, the potential supplier must
conduct a thorough review of the acquirer’s RFP. This is done in order to iden-
tify all potential constraints within the problem domain, as well as to inventory
potential solutions. The tasks of the supplier tendering activity are summarized in
Figure 2.10.

The underlying objective of the RFP review is to define the product (or service)
space. That space is made up of all of the possible solutions that will satisfy all

ISO/IEC 12207 Supplier Tendering Tasks

6.1.2.3.2 Supplier Tendering Tasks

6.1.2.3.2.1 The supplier conducts a review of the Request for
Proposal
6.1.2.3.2.2 The supplier makes the decision to bid or accept

the Request for Proposal

6.1.2.3.2.3 The supplier prepares a proposal in response the
Request for Proposal

Figure 2.10 Supplier tendering tasks.
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real-world constraints. Such constraints are likely to include all specified security
considerations such as sensitivity and reliability. Clearly, trade-offs are a necessity
in satisfying those constraints in order to provide the product or service since in
most cases highly constrained sensitivity requirements will (for instance) impact
the general availability and performance of the system.

Within the product or service space domain, any solution would be acceptable.
Each would exhibit different external behavior, but all would satisfy all constraints.
In simple terms, the outcome of the problem definition activity is a characterization
of the range of practical solutions that would meet all of the known constraints
(Figure 2.11). Sources of constraints may include the following:

Users who have to decide what they need rather than what they want
Customers who often stress financial factors over function

Technology where the solution requires leading the target

Security where there are specific security requirements (e.g., federal systems)
Laws violations of which will produce unacceptable solutions (e.g., HIPPA)
Standards if violated could produce unacceptable solutions

One aspect of this activity worthy of mention is that a normal result of constraint
identification is the creation of a negative problem space, which happens when
two requirements cannot fit the same project (for example, when the desired tech-
nology costs too much). So the real task of constraint identification is to evaluate
possible trade-offs. Or in simple terms one constraint is relieved to accommodate
another (for example, if we do not perform backups, then we can afford intru-
sion detection). Both the acquiring and supplying organizations” policy and pro-
cedure documentation must be consulted at this point to provide the acceptable

a (-) N

Standards

Sources of

Constraint

Government
Regulations

(=)

Technology

Figure 2.11 Sources of constraint.
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terms for this analysis. In our example, it is commonsense that the trade-offs be
heavily scrutinized. Once everybody is satisfied that the RFP is both feasible and
cost justifiable, the supplying organization makes a decision as to whether to bid
the contract.

If the supplier is confident that it can provide the service or create a prod-
uct that meets customer requirements and satisfies all constraints, its manage-
ment prepares a response to the bid request and then communicates a formal bid
proposal to the acquiring organization. For all practical purposes, the proposal
represents the formal response to the RFP and an indication that the supplier
believes that it has the capability to deliver the product or service necessary to
satisfy the acquirer needs. Additionally, the supplier develops a plan that specifies
how it intends to tailor the recommendations of the 12207 standard to the identi-
fied requirements of the project. The plan is necessary because it acknowledges
that the supplier’s process is capable of complying with ISO 12207. Moreover,
it could be considered the most important aspect of the practical work that has
to be done to apply the process definitions of the 12207 standard. Even before a
bid is submitted, the supplier must be able to demonstrate that it can execute the
required processes, activities, and tasks of the standard within a defined process
architecture. The response to the bid also specifies activities for the development,
sustainment, delivery, and installation of the product or service. These activities all
have implications for needed resources. Therefore, along with documenting how
the supplier will carry out each recommendation of the standard, resource require-
ments must be determined.

As is the case in any ICT project, to make decisions about resources, a sup-
plier must develop a project plan that ensures satisfactory delivery of the product
or service within the constraints of the RFP. To help guide this plan, the Supply
process typically employs many recommendations of the ICT product implementa-
tion processes. If subcontractors are hired, the recommendations of the Acquisition
process are also used.

The point that needs to be made abundantly clear is that if we are looking for
a point in the acquirer/supplier relationship where trust begins to develop to the
extent that SCRM practices become effective, it is through the documentation pro-
vided by the supplier in this activity. Obviously, if an existing relationship already
exists we can assume that trust has already been established. It is vital that both
parties are aware of the processes in place and that those processes are defined to the
extent that a secure product or service is delivered. Such a defined process is evident
through the definitions provided by the 12207 standard.

Supply Activity: Contract Agreement

Upon acceptance of the supplier’s proposal by the acquiring organization, a con-
tract is negotiated and signed. A contract is a legally binding agreement; at a mini-
mum, it should satisfy two specific rules. First, the contract will describe the entire
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ISO/IEC 12207 Contract Agreement Tasks

6.1.2.3.3 Contract Agreement Tasks

6.1.2.3.3.1 The supplier negotiates and enters into a contract
with the acquirer to deliver the proposed product
or service.

6.1.2.3.3.2 Through a change control mechanism, the supplier

may ask for contract changes.

Figure 2.12 Contract agreement tasks.

set of product or service functions in detail. Second, the contract will give both
parties a clear means of determining whether a specified function or service has
been provided (Figure 2.12).

The contract is the binding document between the acquirer and supplier
participating in the procurement process, and it must legally define all require-
ments of the acquisition for all parties, including cost and schedule. Likewise,
the contract must address such legal issues as usage, ownership, warranty, and
licensing rights associated with the product or service being delivered. As a
requisite to the contract’s being the main mechanism expressing the product’s
or service’s required tangible functions, those functions must be documented
within each contract as externally observable behaviors. Moreover, the contract
must specify a verification and validation process and a set of objective criteria
that can be used to judge whether the behaviors have been correctly imple-
mented in the product. Because technology and ICT products in particular
are complex, the presence and execution of desired functionality are usually
evaluated by proxy. Consequently, a contract will typically require objective,
behavioral criteria that describe the functions they represent in unambiguous
terms. These criteria allow the proxy to evaluate a complex product based on
observable outcomes.

Over the life of the contract, it is not uncommon for changes to its language
to be altered. The 12207 standard stipulates that the responsibility for ongoing
maintenance of changes to the contract rests with the acquiring organization. If
any alterations become necessary for successful delivery of the product or service,
the new agreement is kept by the acquirer in the contract change control system.
Likewise, maintenance of the contract under strict change control is a paramount
priority from a security perspective. The reason for that high priority is due largely
to the potential for undocumented requirements. Given the slim likelihood of being
able to conduct a rational process if some of its elements are unknown, it follows
that the logic of the need for contract control should be straightforward. Anyone
who has ever worked within any facet of the development process would agree that
strict control of changes is a difficult achievement (particularly the further along
the project is, within the development process). That is why it is important to have a



Building a Standard Acquisition Infrastructure ® 67

process in place that is understandable to all participants, exhibits risk management
practices, and demonstrates management influence to the extent that the process is
stringently followed.

Supply Activity: Contract Execution

At some point, the quibbling over legalities must be concluded and the hard work
of providing the software or service that satisfies the acquirer’s requirements must
begin. It is within the contract execution activity that need becomes reality through
a well-defined and managed supplier life cycle process. For those familiar with
managing ICT processes, the tasks of this activity will seem familiar. It begins with
a review of requirements, followed by the development of a PMP, continues by the
selection of a managed life cycle process, and concludes when the process has been
followed (all the way through qualitative testing) resulting in the desired product or
service. Figure 2.13 summarizes the tasks of the contract execution activity.

Once the supplier has thoroughly reviewed and understands the acquisition
requirements and has adopted a life cycle methodology that effectively supports
the attainment of those requirements, the tasks of the contract execution activity
proceed in an order very characteristic of any ICT project, beginning with the
development of a project plan.

The project plan includes the documentation providing justified resource esti-
mates and definitions of the scope and the extent of the acquiring organization’s
involvement at each stage of the life cycle. It is also the supplier’s responsibility to
develop a framework for quality, security assurance, and risk management implica-
tions from the supplier perspective.

It is important to note that the contents of the plan evolve directly from the
12207 standard processes. The 12207 standard stipulates that at a minimum, the
following criteria must be addressed in the plan:

B Project organizational structure, including authority and responsibility of
each organizational unit, interfaces with external organizations

B The monitoring and measurement environment (e.g., test library, test equip-
ment, test environment, procedures, tools) for the project’s development,
operation, or maintenance activities

B A Work Breakdown Structure for each element in the deliverable, including
the life cycle process and its associated activities, all specified ICT products
and ICT services, and any items that cannot be delivered

B The selected approach to quality assurance for the ICT products or services

B The specific approach to managing safety, security, and other critical require-
ments for the ICT products or services; separate plans may be developed for
safety and security

B Inclusion of Subcontractor management plans, defining an acceptable pro-
cess for subcontractor selection and involvement
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B The plan for implementing, coordinating, and assuring the activities of ICT
supporting processes, including the methods for assuring adequate verifica-
tion and validation

B The plan for ensuring acquirer involvement in the process of developing or
providing the solution. Such involvement includes the activities and tasks
aimed at accomplishing joint reviews, external audits, informal meetings,
reporting, modification, and change requests

B The plan that ensures user involvement by such means as formal requirements
elicitation, prototype demonstrations, and product evaluations

B The risk management plan that must address mandated practices within the
supplier organization and throughout the entire supply chain

B A formal specification of the security policy, generally provided by way of
security plan and authorization package

B The mechanism employed to ensure adequate scheduling, tracking, and
reporting project performance

B The plan to ensure the requisite level of education, training, and awareness
for all project personnel

When all of the planning requisites have been defined, the supplier must then fol-
low the most efficient approach to delivering the contracted product or service. The
approach chosen must be selected based on factoring relative advantages and risks
of each feasible option for delivering the product or service. Options for delivery
include the following:

Develop the ICT product or service using internal resources.

Develop the ICT product or service through subcontracting.

Utilize COTS ICT products from internal or external sources to satisfy part
or all requirements.

B Use any combination of the three options, above.

Upon completion of the project plan and definition of the structure of work pro-
cesses, the supplier moves forward by performing the work agreed upon in the
contract. The first logical step in the process is to prepare a detailed plan of how
the work will be done. Based on the stipulations of the 12207 standard, the
project’s technical work is performed by engaging the activities and tasks of the
Organizational Project Enabling processes or activities of the system and software
implementation processes. Depending upon the conditions of the contract, the
supplier project work can include one or more of the following options:

B Develop the ICT product in accordance with the 12207 technical processes.

B Operate the ICT product in accordance with the 12207 operation process.

B Maintain the ICT product in accordance with the 12207 maintenance
process.
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The organizational management authority and project team member respon-
sibility within the process are established once the overall approach is decided.
Moreover, the decision regarding level of authority and responsibility must include
all external organizations such as subcontractors and must take into consideration
the directives defined in the organization’s risk management plan. The task of
defining assurance requirements is the critical first step in the planning process
because product development takes place within those requirements. Likewise,
assurance requirements must exist before any meaningful decisions can be made
about practical aspects of production, including the environment, procedures,
tools, equipment, and tests.

The supplier’s main objective for the remainder of the project is to oversee and
control the work as it progresses. That oversight responsibility includes the ensuring
the performance of assurance work as defined in the quality assurance plan. The
plan’s oversight, control, and qualitative components are enforced throughout the
term of the contract and throughout the life cycle. The 12207 standard emphasizes
that oversight is a continuous operation that requires the supplier to exhibit com-
plete control over the progress of its technical work as a means to control costs,
schedules, and project status and to identify, investigate, and correct process-related
problems as they occur. If a problem is identified, it must be submitted for resolution
and formally closed before the ICT product can be considered acceptable.

Since it is the supplier’s responsibility to create the quality assurance plan, it
must take into consideration the extent to which the acquiring organization will
be involved in the oversight process. Such involvement is normally evident through
scheduled joint reviews, but audits can also increase the acquiring organization’s
awareness of the process. The caveat is that audits are quite expensive. Therefore,
they are normally included as part of the language of the contract. Another impor-
tant factor levels on the decision about whether or not informal meetings are appro-
priate between the acquiring organization and the various supplier types, such as
primary contractors and subcontractors.

It should come as no surprise as you understand more about the supplier
responsibilities for oversight and control that this management function plays a
significant role in enforcement of risk management practices throughout the supply
chain. Generally, there are several steps required to create a formal oversight and
control management function that factors in risk awareness. The first step is initia-
tion. Here, the objective is for the organization to define the leadership for security
review, operational roles, and a formal organizational plan. Second, the organiza-
tion must identify relevant review issues. This is often done in collaboration with
organization line project managers from the supplier and acquiring organizations.
The underlying objective of this process is for review managers and staff to identify
and prioritize the key review issues.

Once review issues have been prioritized, the supplying organization can begin
creating a generic review plan that includes the definitions for all pertinent audit
and control activities.
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Required standards and practices are also identified at this point, after which
the review plan is integrated with the project plan. Once the review plan has been
developed and integrated into the project plan, the organization can begin deploy-
ing procedures to guide the review process. This process normally involves training
reviewers to perform reviews according to plan. Once there is confidence that the
review personnel are prepared, the organization can begin implementing the review
process. The implementation step involves assigning roles and responsibilities,
developing a schedule, defining and performing monitoring activities, and report-
ing and resolving problems. Strategies must be in place for the review program to
be evaluated periodically in order to determine whether it is performing effectively
and as intended. A key point that must be made is that the reviewers must be able
to provide sufficient, documented proof that the supplier’s processes conform to the
requirements of the contract. Moreover, the review must be able to confirm that
the outcomes of those processes comply with established requirements and adhere
to established and agreed-upon plans. If problems are identified during the review
process, they must be documented and resolved before the review moves forward.

Due to the critical nature of the information of the review processes, in which
documents are created providing a history of the product development process, that
information must be recorded and stored. Likewise, since the results of reviews are
important to the business function, records of their outcomes must be easily acces-
sible to all supply team managers involved in acquisition of the product or service.
There is a vital part of the review process that we have not discussed thus far—risk
assessment reviews. Risk assessments provide the means by which organizations
identify and evaluate all potential process, technical, and resourcing risks. The mas-
ter review plan must provide a specific strategy for identifying and managing those
risks and for addressing new or emerging risks. In turn, that strategy should map
the organization’s policies regarding risk acceptance and any formal procedures for
reporting and addressing emerging risks. This brings us back to the main thesis of
this book, which states that to ensure uniform application of the risk management
process, the generic approach to risk must be standardized across all procurement
projects and the entire supply chain.

Product or service integrity is ensured through the suppliers responsible for
specifying a process to assure that integrity and security outcomes are stated in the
contract. Such assurance is based on the overall risk management approach docu-
mented by that contract. The supplier must in turn implement a comprehensive
assurance process that evaluates all identified risks for likelihood and impact. Once
this assessment is complete and the supplier decides what risks will be mitigated
and how that mitigation will take place, the supplier creates the plan for assuring
the product or service and the defined project process elements.

Much of the 12207 standard stipulations for how reviews are conducted is
provided within the standards Review Process. The activities within that pro-
cess focuses on two kinds of assurance: product assurance and process assurance.
Because reviews are primarily an oversight function, the initial goal of product
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assurance is to confirm that all work being performed complies with contractual
requirements. However, the product must be reviewed regularly to ensure that it
also satisfies all requirements specified in the contract.

Process assurance addresses defined requirements from a different perspective. The
acquiring organization has a contractual right to a certain amount of transparency
between customer and supplier. Customer visibility into the development process is
ensured by the assurance process. Due to the procedural nature of the review, process
assurance is the element that is potentially most interesting to the people responsible
for the product’s security. The product development process must comply with all proj-
ect contracts, standards, and plans. Moreover, performance assessment metrics and
evaluation criteria must be specified in the contract and then used for product and pro-
cess evaluation. The assurance function must be able to adequately confirm that both
the product and the process are compliant with all relevant standards. Assuring com-
pliance with the contract requires rigorous monitoring of the project’s general practices
for product development, including the review and test environment and all practices
related to process assessment. Likewise, since subcontractors are often involved in pro-
duction, the process must ensure that all applicable contract requirements are passed
down to the subcontractors and that their ICT products satisfy the requirements.

The key point to this discussion is that success of any project depends on the
capabilities of the people who do the work. Reviews cannot make workers more
capable, but they do enable organizations to find out whether workers possess the
knowledge and skills necessary to meet project requirements. If workers need addi-
tional skills to meet requirements, reviewers have the responsibility of notifying the
right people to ensure sufficient training.

Supplier oversight of project progress does not exist simply within organiza-
tional boundaries; the supplier is also accountable for strict oversight and control
of any subcontracting organizations that work on any given project. The acquir-
ing organization has the responsibility of ensuring that stipulations for managing
subcontractors are provided in the contract. The supplier, in turn, is responsible
for ensuring that subcontractors understand and execute all applicable contract
requirements and conditions, including those for hardware, systems, ICT, and ser-
vices. The supplier must ensure that processes are in place for conducting all con-
tractually required verifications, validations, or tests of subcontractor work. Simply
depending upon testing that may have been performed by the subcontractor is not
adequate for compliance of the directives provided in the contract.

Management of the subcontractors also falls within the realm of responsibil-
ity of the supplier. It is imperative that the method used to select subcontractors
be specified in the contract. Moreover, all involvement among subcontractors, the
supplier, and the acquiring organization must be defined. The detailed acquirer/
supplier/subcontractor relationship contract language must include all security
assurance, verification, and validation activities, as well as the approach used for
any third-party verification or validation agent. The 12207 standard stipulates that
during project execution, the supplier is also responsible for communicating and
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enforcing all project requirements among subcontractors. The supplier must have
knowledge of the Acquisition process to the extent that it is able to manage and
control the activities of subcontractors in accordance with the process.

We have mentioned the assurance of subcontractor work through verification
and validation. However, the supplier has the responsibility to implement any veri-
fication, validation, or test activities to development of services that they provide
directly.to the acquirer and are required by the contract. In some instances, the
supplier also finds it beneficial to work with independent verification, validation,
or test agents, as specified in the contract and project plans. Nevertheless, regularly
scheduled tests and reviews are important in supply operations because of the proj-
ect oversight and control they provide. Testing and reviews are ongoing iterative
activities that are meant to ensure the following:

B The progress of technical work, contract performance, costs, schedules, and
reporting of project status
B Problem identification, recording, analysis, and resolution

According to the 12207 standard, the supplier is required to perform contract
review activities and interfaces, and provide appropriate communication with the
acquirer. Depending upon the requirements of the project, there are several possible
reviews that could take place. Contingent upon the circumstances, these reviews
can be formal or informal. The key to identifying the type of review is to determine
who controls it. If the developing or servicing organization makes the presentation
of the ICT, the review is considered informal. This type of examination is usually
called a walkthrough. If the ICT is presented to a team or individual for examina-
tion prior to the actual review, it is formal and is usually called an inspection or
audit.

Walkthroughs are very common in the ICT industry. They can be as informal
as programmers demonstrating a segment of code and asking for help or regularly
scheduled sessions that involve entire development teams or smaller working groups.
The advantage of a walkthrough is that it requires little time, so the resource com-
mitment and cost are minimal and negotiable within the contract. The disadvan-
tage of a walkthrough is that it is not rigorous. The developers or service providers
control the presentation, which means they can walk a reviewer past holes in their
logic that no one will see or correct.

Inspections and audits have rigor, but they require resources and have substan-
tial associated costs. The objective of an inspection review is that the developer or
service provider surrenders the ICT for analysis by a third party (an auditor). The
third party can be external or internal, but the analysis is essentially performed
outside the development process, which leads to much higher rates of error detec-
tion and correction. In addition, inspections generate documentation in the form of
reports and recommendations. Inspections and audits are almost always scheduled
events and are often included within the project plan and contract.
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In some cases, usually by stipulation of the contract, the supplier performs
walkthroughs, inspections, and audits with representatives of the acquiring organi-
zation. The 12207 standard requires that any joint review activity must take place
in accordance with the activities described in ICT Review process and Audit pro-
cess. The supplier has the responsibility to perform the overall security and quality
assurance activities in accordance with the standards assurance process require-
ments. Through this process, the supplier monitors and controls the progress and
quality of the ICT products or services throughout the contracted life cycle.

Lastly, at the core of the inspection process lie the reports that are issued from
the technical reviews. The supplier is obligated by the 12207 standard to report the
results of all evaluations, reviews, audits, tests, and problem resolution meetings to
the acquiring organization. Such obligations could be directed by specific language
in the contract. The standard also requires that the supplier provide the acquirer
access to the supplier’s and subcontractors, facilities for review of ICT products or
services as specified in the contract and project plans.

Supply Activity: Product/Service Delivery and Support

Upon completion of the development and testing process, the supplier will be ready
to deliver the completed product or service to the acquiring organization. Recall
from the discussions earlier in the chapter that the acquiring organization must
be prepared to conduct a formal acceptance activity on the product or service. We
mentioned earlier that the details of this activity are usually itemized in detail in
the contract and acceptance plan. The plan defines the expected form of the final
product or a detailed description of the service that the supplier is providing, as well
as the methods for assuring all requirements have been satisfied. Most acceptance
plans specify the test cases, test data, test procedures, and test environment that
will be used for final assurance.

The acquiring organization carries the responsibility of defining and following
the acceptance and operating process that will be used to accommodate the deliv-
erable. These processes are developed directly from the acquisition plan, and they
describe the specific steps required to ensure the security of the product or service.
Among the activities of this process is a specific set of steps to ensure that basic secu-
rity is built into the project itself. Security assurance in this context is essentially
a process-based activity. The product is considered accepted when all conditions
specified in the contract are satisfied. After acceptance, the acquiring organization
implements the plan for how to deliver the product. The delivery process must be
specified in the contract as well.

Once the product or service has been rendered, the supplier must certify that
the product meets the terms and conditions of the contract. Customer acceptance
is typically supported by extensive testing, reviews, and audits. Finally, the supplier
will transition the product or service into the acquiring organization. To ensure a
smooth transition between the two organizations, the standard also stipulates that
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ISO/IEC 12207 Product/Service Delivery and Support Tasks

6.1.2.3.5 Product/Service Delivery and Support Tasks

6.1.2.3.5.1 The supplier delivers the product or service to the
acquirer according to contract.

6.1.2.3.5.2 The supplier provides support of the delivered
product or service, to the acquirer, according to
contract.

Figure 2.14 Product/service delivery and support tasks.

the supplier should agree to provide routine technical support or installation service
to the acquiring organization during the changeover.

Unless otherwise stipulated in the contract, the supplier is responsible for pre-
paring the transition plan. This plan usually evolves directly from the requirements
specified in the contract. The value of such a plan is that it allows the supplier to
define the procedures to ensure that the product or service is transitioned in a
safe and secure environment. Within the plan, the supplier defines the resources
it will commit to execute the work as well as the scope and extent of customer
involvement at each stage. Upon completion of the plan, the supplier installs the
product in the customer organization or delivers the service according to contract.
Figure 2.14 provides a summary of the two tasks of the product/service delivery
and support activity.

Supply Activity: Closure

As each 12207 standard process has a defined activity that initiates activities per-
formed during the ICT life cycle, each also contains an activity that draws a con-
clusion to a group of activities. That point holds true of the Supply process as well.
The process ends when both parties acknowledge that all legal terms and condi-
tions of the contract have been satisfied. The supplier accepts payment and then
transfers responsibility for the product or service to the customer, as directed by the
agreement. The terms and authorization for closing the project should be stated in
the contract.

Chapter Summary

It should come as no surprise that successful SCRM requires that risk awareness
and mitigation practices promoting legitimacy of information, identification, pro-
tection, detection, monitoring, and recovery mechanisms for security threats and
vulnerabilities, and secure development processes be “built into” a well-defined life

cycle process that is globally adopted by all parties throughout the supply chain.
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The challenge is to get all organizations throughout the supply chain to agree on a
common framework.

ISO/IEC 12207:2008 provides a defined set of activities and tasks within the
standards Agreement Processes that aims to provide a single resource that all orga-
nizations participating in a supply chain relationship can adopt in order to provide
a streamlined and risk aware life cycle process that stretches from the concept of
need for a particular product or service through the contracting of a primary sup-
plier, the primary supply interactions with subcontractors, to the verification, vali-
dation, and delivery of the product or service based on contracted requirements.
The standard does so by addressing the activities and tasks performed by the cus-
tomer (the acquirer) and an alternate set of activities and tasks performed by the
supplier and their subcontractors.

The underpinning of the Acquisition process is to define those activities related
to the customer role in purchasing system hardware, software, and services. The
prescribed activities for acquisition are intended to convey the specific tasks that
should be performed by any organization that has identified the need to acquire
a hardware or software system or other form of a service that supports the larger
scope of an ICT system. Further, the Supply process closely resembles project man-
agement activities. It coordinates and monitors the general function of providing a
specified solution to a customer. It does not, however, embody development tasks.
Instead, it is chiefly composed of various planning and control functions. This very
generic view of the process legitimizes its implications to the underlying practices
of SCRM.

Both the Acquisition process and Supply process are unique in terms of stipula-
tion of activities and tasks performed by ecither the acquirer or supplier. However,
there is a distinct element of dependency and collaboration between the parties,
in many of the activities of both processes, demonstrating the need for common
understanding of acquirer/supplier roles and responsibilities regarding interjecting
risk management into the development process. Put differently, in order for SCRM
to be effective, all parties must be on the same page in terms of the development life
cycle process and the management of that process. The 12207 standard provides
that mechanism.

Key Terms

acquisition plan: developed by the acquirer, this is a formal document that out-
lines the steps to be taken in order to deliver the predefined product
or service

acquisition requirements: sometimes called a Request for Proposals (RFP), a for-
mal notice issued by the acquirer to potential suppliers aimed at soliciting
bids for the development of a required ICT product or service
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concept of need: sometimes referred to as a feasibility analysis, identifies the prob-
lem domain and the justification for creation of a project to develop a
solution

configuration management: a formal process utilized by the acquirer, supplier,
and subcontractors to ensure the continuing status of a logically related
array of system components; the detailed recording and updating of infor-
mation related to the products and services that make up the acquiring
organization’s ICT system

contract: a legal document between the acquiring organization and its supplier,
enforcing the agreement to deliver an ICT product or service

joint review: a project oversight activity that provides a mechanism for the acquirer
and supplier to jointly perform verification and validation on parts of a
product or service as it progresses through the development process or
acceptance by the acquirer prior to delivery

requirements specification: a formal document containing all functional and
nonfunctional requirements that will be necessary to provide a solution to
the problem domain identified in the concept of need

security assurance: those processes that ensure the design and implementation of
a system free of security threats and vulnerabilities, capable of mitigating
future security risk

supplier oversight: activities performed by the supplier of a product or service that
ensure that the development process adequately meets the contracted obli-
gations. When subcontractors are used in development, supplier oversight
extends to provide assurance in the work it is performing

validation: testing to ensure that the developed product or service provides the
intended functionality at a high level of quality

verification: the process of testing documented product or service requirements
against those specified in the requirements specification, in order to ensure
that they have been met
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Chapter 3

The Three Building
Blocks for Creating
Communities of Trust

At the conclusion of this chapter, the reader will understand the following:

The role and importance of communities of practice in supply chain risk
management (SCRM)

The relationship of communities of practice to supply chain trust

The standard communities of practice and their characteristics

The concerns and issues associated with each individual community of
practice

The general structure and principles of interaction among communities of
practice

Details of SCRM practice for each community of practice

The role and importance of capability maturity in developing supply chain
trust

Introduction to Product Trust

The constituent elements of a product supply chain are hard to identify let alone
secure. This is a particularly difficult assignment where complex technology devel-
opment and integration projects are involved due to the layers of complexity in the
typical supply chain and given the fact that most products are integrated through a
multilevel collection of suppliers who are often based offshore. Consequently, in this
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chapter, the reader will discover the importance of a formal, comprehensive, stan-
dards-based definition of the activities and tasks for the three common communities
of practice in a supply chain. Process standardization is important because commonly
understood and well-defined processes are critical to the overall assurance of trust.

Supply chain attacks are based on, and originate from, the commercial prod-
ucts and services that an organization acquires. Typically, these types of attacks
might involve manipulating or corrupting an acquirer’s hardware, software, or
services at any point during their life cycle, from development to retirement. The
commonly accepted method for addressing these attacks is based on an array of
defense-in-breadth-and-depth controls, which the organization deploys as a means
of protecting itself from known threats.

Most products, either developed or commercial off-the-shelf (COTYS), are man-
aged through muldilayered, multivendor and even multicultural team approaches.
All the activity at every level in the process must be fully coordinated and controlled
up and down the development process to ensure trust in the eventual product.
Coordination of multifaceted elements of work requires a commonly recognized
and accepted conceptual model of coherent control processes and control activities.
The aim of that model is to fully encapsulate and relate the processes and activities
a given set of managers will utilize to understand the precise security status of any
given product as it moves up a supply chain from initial design to final product
integration, testing, and assurance. The specific purpose of this chapter is to give
you a working understanding of the three communities of practice that must be
considered when developing a defense-in-breadth-and-depth solution. These are
the acquirer, supplier, and integrator communities (Figure 3.1).

The ever-increasing reliance on globally sourced hardware and software com-
ponents leverages the growing importance of the assurance of product trust. The
accelerating trend toward multinational approaches to creation and integration of
COTS type products makes it almost impossible to utilize a given supplier’s reputa-
tion or even overall corporate ownership as a basis for assurance. This is due to the
construction of complex things involving a product tree that integrates parts from

Communities of Practice for Defense-in-depth Solutions

. 9%

Integrator

Figure 3.1 Three communities of practice for defense-in-depth solutions.
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a diverse range of small suppliers into products of ever-increasing size and scope.
This tendency will obviously reduce any given organization’s ability to understand
and track the various components that make up a final product.

Globalization is an enduring fact of life in our era and is likely to have increas-
ing influence over time; thus, all organizations need a standard capability to assess
and manage supply chain risks. This capability is necessary to ensure a trusted
supplier base, and most large organizations have relationships with a wide range of
suppliers that directly or indirectly provide software, hardware, services, or human
resources that are involved in a range of critical information processing functions in
an organization. The problem is that failures in the supplier community can cause
weaknesses in the product that are beyond the control of the customer organiza-
tion. These weaknesses can be exploited, so the need to identify, assess, and specifi-
cally mitigate information and communication technology product supply chain
defects is crucial to overall product trust. Mitigation is done by implementing a
relevant set of electronic and management controls.

Typically, customer—supplier relationships are specified in a legally enforceable
contract. Both the supplier and acquirer share the responsibility for defining and
achieving the security goals embedded in that contract. Given the requirements for
stable and continuous coordination of the customer—supplier relationship, a funda-
mental set of commonly adopted processes needs to be planned and implemented
in order to uphold that relationship. This includes the deployment of all necessary
governance, business management, operational and human resources, and manage-
ment controls to establish robust protection against attacks on the supply chain,
whether these threats are intentional or accidental.

Building a Basis for Trust

Most modern information technology operations are built around sourced prod-
ucts or services. The suppliers of those products and services provide critical com-
ponents of the customer operation including software, hardware, processes, or
human resources. The purchasing process must establish a defined set of associa-
tions between the acquiring organization and a given set of suppliers. Nevertheless,
the acquiring organization will most likely not be able to monitor or at least directly
control the production and delivery processes for the products they are purchasing.
Therefore, potential security risks lurk in every relationship between acquirer and
supplier base. A requisite level of trust between the acquirer and all its supplier
organizations should be established and assured by the definition and implementa-
tion of a formally established, commonly accepted, security governance process—
one that contains a well-defined set of auditable and effective controls.

In all customer—supplier relationships, both entities need to take responsibil-
ity for the establishment of a prescribed, joint-coordination process, one that will
adequately address all the known trust issues that might be present in each product
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Acquisition process, to ensure that effective management, operational, and human
resources management practices are embedded in the customer—supplier relation-
ship. The attendant best practices must be planned and implemented in such a way
that they provide an effective day-to-day process. This highly integrated set of prac-
tices should provide direct support for the responsibility to ensure that the sourced
product is kept under strictly managed control.

The Hierarchy of Sourced Products

Instilling trust in sourced products can be approached by requiring the supplier to
obtain an independent credential proving its capability, such as ISO 27000 certifi-
cation or FISMA approvals to operate. Both standard frameworks implement and
document a commonly recognized set of auditable best practices for the overall
supply chain process. The form and application of those assurance certifications
obviously need to be agreed on by the acquirer and supplier as part of the selection
and contracting process.

Trust becomes a much more complex issue where proof of supply chain secu-
rity is required, particularly with global supply chains. An information and com-
munication technology product supply chain includes those organizations linked
in a common effort to develop a product or provide a given service to customers. An
information and communication technology product supply chain usually involves
a multitiered set of successive contractually defined supplier relationships, which
are normally arrayed in a one-to-many hierarchy. The end product or service typi-
cally comprises coherent components or modules, plus any related resources and
processes that are produced, whole or in part, by another supplier. The supplier
integrates these components or processes into a single distinct entity at their level
in the supply chain. Because of this hierarchical arrangement, the eventual infor-
mation and communication technology product or service is likely to have been
sourced and created by multiple suppliers.

This produces multiple roles and responsibilities for any organization that is
operating within an information and communication technology product sup-
ply chain. This happens because every supplier is also an acquirer in relation to
the upstream elements of the process, while the same organization is a supplier in
relation to the downstream organizations.

From the perspective of the organization providing the product or service, the
downstream organization is termed the customer, whereas the customer at the
eventual end of the information and communication technology product supply
chain is referred to as a consumer or the acquirer. Generally, the end customer or
acquirer has limited control over their direct supplier’s security practices and the
end customer has no control whatsoever over the security practices of any organiza-
tion beyond the direct supplier within the supply chain. Therefore, the acquirers
at the downstream level and suppliers at the upstream level in the information and
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communication technology product supply chain need to manage the common
risks that crop up, as the eventual product moves down the supply chain. Risk
management can be a challenging task because each component in the supply chain
is a distinctively different entity. Due to differences, the security risks that are asso-
ciated with individual supplier relationships in the supply chain can represent a
serious concern, not only for the customer organization, but also for the consumers
of the product or service and all other parties involved in the process. Therefore,
effective supply chains are built around fundamental crust.

To ensure the proper level of trust, acquirers and suppliers must be equally
responsible for maintaining the integrity of the contractual agreements and for
managing all known supply chain security risks, including establishing the precise
definition and agreement on operational security roles, responsibilities, and func-
tions within the SCRM process, as well as the mutual implementation of a tangible
set of appropriately designed and agreed-upon controls.

In the case of the supply chain itself, each inherent customer/supplier rela-
tionship is designed to accomplish a specific set of business goals. The number
of such relationships is likely to grow with a major product or service, with the
creation of a supply chain, and with a couple of customer/supplier levels on the
outer boundaries of expansion, which is conventionally set at five levels. Figure 3.2
shows the upstream supply chain relationships to the left of the acquirer organiza-
tion and the downstream relationship of the customers to the right. Visibility and
control are hard to maintain at any level further down the chain than the direct,
e.g., subcontractor, level. This lack of control is likely to result in relationships being
badly managed or even unmanaged by the customer.

Even worse, a complex organization is likely to contain a wide range of dif-
ferent internal entities in its routine operation, all of which are likely to maintain
a totally unrelated set of supplier relationships. Given the potential number and

Supply Chain Relationships
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Figure 3.2 Supply Chain Relationships.
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diversity of those relationships, control is likely to be established using a wide range
of different practices. This fragmented approach to supply chain relationship man-
agement becomes even more problematic when each of the individual supply chains
includes multiple levels. Thus, the diversity of supply chain activity will almost
certainly guarantee that the organization will not be able to suitably address all the
risks to its products and services, within all its necessary levels and relationships.

This problem can only be appropriately addressed by formulating a legally
enforceable contract that defines the roles and accountabilities of all of the dis-
persed acquirer operational elements involved in the supply chain. The agreement
must state the mutually acceptable common controls and responsibilities for imple-
menting a SCRM process among all parties in the supply chain. A formal, legally
enforceable agreement is critical in the assurance process because the lack of clear
coordination and control of the deployment of security measures is likely to impact
the supply integrity chain in the following ways (NIST, 2016):

B Misunderstandings between acquirer and supplier, or differences in social,
cultural, or organizational operational control behaviors, can lead to gaps
in the actual security governance, risk tolerance, and compliance practices
within a supply chain.

B Implementation of unintended control behaviors or the injection of unknown
or unplanned risk dependencies due to the misunderstanding of the various
organizations’ responsibilities for risk mitigation/risk control within the sup-
ply chain can lead to exploitable gaps in the defense-in-depth solution.

B Conflicting or dysfunctional acquirer and supplier information security
controls will serve to weaken the overall end-to-end supply chain risk iden-
tification and management capabilities of both parties. For instance, weak-
nesses, mismatches, or conflicts in the governance framework, loss of security
control by higher-level entities in the hierarchy, or conversely, unanticipated,
unknown, or undesired outsourcing relationships between lower levels in the
hierarchy will lead to breakdowns in the process.

B Miscommunicated or misunderstood control practices that might be imple-
mented by the supplier but do not satisfy the risk requirements, risk toler-
ances, or risk appetite of the acquirer might make the acquirer vulnerable
to already identified risks, that is, if those risks have been presumed to be
addressed and mitigated by the supplier. For instance, business continuity,
or disaster recovery planning might be absent, ineffective, or improperly exe-
cuted by the acquirer because it was assumed that the supplier had that issue
covered. Of course, these kinds of interruptions can lead to unavailability up
and down the supply chain (Figure 3.3).

These issues all point to the need for coordinated and intelligent management of
the actions of all participants in the supply chain, which implies the need for a
formally established and documented SCRM scheme. In this scheme, the acquirer
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Figure 3.3 Supply chain integrity issues.

and supplier must evaluate risks and then select, implement, and maintain the req-
uisite controls to mitigate them. In the context of supplier relationships, the typical
control categories consist of those control functions and behaviors that directly
address supply chain security risks.

Those controls are normally associated with assurance steps that are taken to
mitigate meaningful risks in an upstream supplier’s product or service. The controls
themselves typically assure or control identified risks to supplier products, which can
impact the supply chain security relationship further up the chain. Controls also
enforce proper understanding of the operation of the overall execution of the process
by enforcing visibility into the assurance operations of the other organization. That
includes enforcing control of routine management reporting, as well as the moni-
toring, auditing, and certification of product and service correctness. The need for
certification and accreditation is normally itemized in the contract. In simple terms,
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the contract between the acquirer and the supplier must commit both organizations
to the implementation and maintenance of an agreed-upon set of controls.

The issue of transparency in the assurance of the supply chain’s functioning is per-
haps the most critical factor in the entire assurance process. Trust between any given
set of entities depends on the ability to clearly see and understand the internal work-
ings of the relationship on both sides. Therefore, documented and auditable assurance
that the supplier has established adequate SCRM is an essential part of ensuring a
long-term trusted relationship. In most cases, to do this propetly, the acquirer needs
to evaluate the adequacy of the supplier’s product or service controls based on a mutu-
ally agreed-upon set of criteria for supply chain security management. The criteria
must mirror what the acquirer deems adequate to mitigate risks to an acceptable level.

The acquirer’s acceptance of a supplier’s process for the production, delivery,
and operation of the products and services that have been contracted for delivery
should be based on commonly accepted and well-defined practices that ensure a
sufficient level of supply chain security. The level represents the level of assurance
the acquirer wishes to maintain within its own organization. The supplier is judged
based on what the acquirer considers acceptable, not what the supplier is currently
doing to address supply chain risk. The criteria for making this evaluation should
include the itemization of explicit practices for the direct management of

B Every known physical and electronic threat to the prospective product or service

B The integrity of all electronic and other components in the supply chain

B The basic integrity of supplied components

B Legal, regulatory, and environmental supply chain security risks that may
impact the acquirer’s supply chain security within a given local situation

B The physical integrity and correctness of supplier facilities

This assurance applies to every aspect of the suppliers’ business as it relates to all
downstream suppliers, as well as interaction with upstream acquirers. The actions
required normally represent a complex set of items; to appropriately address supply
chain security throughout the information and communication technology prod-
uct supply chain, all participants in the process need to agree on and deploy a stan-
dard, common, coordinating framework as a point of reference.

The following set of standardized organization-wide processes for the acquisi-
tion of products and services should be represented within this framework:

B The ability to assess and monitor all security risks associated with the supply
chain

B The ability to ensure any compliance requirements for the secure exchange or
sharing of SCRM information

B Continuous monitoring of individual supplier performance within the supply
chain, especially as it applies to any alterations in the relationship between
suppliers
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When COTS elements and services are part of the Acquisition process, it is also
essential that the acquirer require formal documentation that demonstrates standard,
good design and development principles and practices. The implementation of effec-
tive SCRM begins with the fundamental performance of good system design and
development practices (Figure 3.4). Examples of good practices are (NIST, 2016)

B Upward integration of supply chain security requirements from inception of
the project

B Assurance that the supply chain security, acquisition personnel, legal counsel,
and other appropriate advisors and stakeholders are participating in all risk
management decisions

B Assurance that the resources allocated for supply chain security and SCRM
are both adequate and effectively disbursed.

B Adoption of well-defined, properly documented, and repeatable processes for
the specification of product and service contracts

B Design, development, and implementation of effective contingency plans for
continuity management

B Defined processes for adequate oversight of suppliers, including Service-Level
Agreements (SLAs)

Effective Adoption of Defined Assignment of
contingency well-defined, processes for roles,
plans for documented, oversite of responsibilities,
continuity repeatable suppliers and and
management processes SLA’s accountabilities
Assurance
that Creation of
resources quality

Effective audit and control to

a:gi:tl::zl: d ensure trusted product delivery as;unrtarr:I:e
effectively processes
disbursed
Upward
integration of Assurance of supply chain security, acquisition
supply chain personnel, legal council, appropriate advisors and
requirements stakeholders participating in risk management
from decisions

inception

Figure 3.4 Examples of effective SCRM.
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B Effective audit and control to ensure trusted product delivery, including a
full set of performance criteria to be used as a basis for judgment, vetting,
and acceptance

B Creation of an active quality assurance and quality control process

B Explicit assignment of roles, responsibilities, and accountabilities so that all
participants will know what actions to take and who will take them

Organizations should utilize a fully defined and integrated set of processes and
activities to consistently and effectively assess and mitigate supply chain risk.
Therefore, the first step in the attempt to build effective supply chain trust is the
development of a strategic set of organization-wide plans and directions. These
plans and directions must clearly prescribe and establish the complete set of roles
and responsibilities for all constituencies involved in the SCRM process. In this
respect, the organization must instantiate a well-defined set of security best prac-
tices within a unifying meta-framework of related SCRM process.

The Problem with Sourced Products

Sourced products offer a huge business advantage over custom developed systems,
the same advantage buying a suit off the rack has over bespoke tailoring. COTS prod-
ucts are much cheaper than custom and can be obtained more quickly. Therefore,
COTS relationships have become the source of a multitude of products or services
for any organization. This includes outsourced IT work, professional consulting or
other kinds of services, renting or leasing basic equipment such as computers and
networking gear, cloud computing services, research and development work, classic
communications utilities such as backbone, and other types of Internet connectivity.

These products and services are obtained from a supplier or group of suppli-
ers; consequently, the customer/supplier relationship has become one of the most
integral and fundamental routine building blocks of any IT operation. The extent
of the involvement with COTS will vary for a range of business reasons, including

(NIST, 2016)

B Acquiring a necessary function or service from the consumer market saves
the money and time spent developing the product from scracch.

B Durchasing short-term or highly specialized competency from the marketplace
allows the organization to immediately address or achieve specific business goals.

B Purchasing rather than developing new functionality lets the organization
quickly react to market forces such as setting up new operations in geographi-
cally dispersed locations.

B Purchasing or outsourcing marginal I'T functionality from an array of suppli-
ers and contractors lets the organization prioritize its resource investment and
ensure that essential core operations are always maintained at optimum levels.
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A process of managing risk to sourced products normally calls on a single
organizational entity for the design, development, and implementation of the
process. The purpose of that central entity is to coordinate the basic definition,
description, implementation, and resourcing requirements of the practical SCRM
response. The creation of that entity can be ad hoc or formally documented. The
aim of this aspect of the process is to design and then enable a set of useful practi-
cal best practices, which can accurately identify all relevant supply chain threats,
vulnerabilities, and weaknesses and then execute a comprehensive risk analysis
to describe the operational parts of the supply chain that might be affected. The
product of this strategic risk-identification/risk-analysis process is an effective, real-
world, practical approach to ensuring overall trust in any given acquisition sourced
through the organization’s supply chains.

A customer forms a relationship with a supplier to purchase a given product or
service. This intention is normally fleshed out in a mutually agreed-upon specifica-
tion of functional and nonfunctional requirements. The relationship typically lasts
a predetermined legally enforceable contracting period. The common hazards that
might be present during that period were outlined in the first chapter; however, to
summarize, those are

B Malware inserted into the product up and down the supply chain during its
development

B Counterfeits sold as part of a system but do not meet specified requirements,
although they might appear to meet functional needs

B Breakdowns in production leading to the operational unavailability of the sys-
tem or service as needed

B Supplier insufficiencies in performance leading to inadequate or faulty products
or services as delivered

B Latent defects in the product leading to failure or adversarial exploitation

Three of these concerns are directly shaped by failures in the supplier’s produc-
tion process: malware, counterfeits, and defects. They stem from the inability of
both parties to maintain adequate oversight and control over the threats associ-
ated with production. Consequently, the two parties need a formal monitoring or
auditing process to oversee the production process. This is a joint effort designed to
underwrite trust in the ultimate product. The other two concerns, supplier break-
downs and supplier insufficiency, are a consequence of the initial supplier selection.
This selection process normally involves vetting/reputational issues.

Thus, we focus on the means of developing a standardized range of jointly
agreeable controls that can be deployed to facilitate effective risk management
among the communities of practice involved in the SCRM process. Obviously, the
lack of an effective comprehensive and in-depth risk management process among
the participants in the product or service procurement process can adversely impact
the customer’s ability to trust the security and integrity of the COTS product itself.
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The lack of effective and meaningful risk management practices will have an impact
on SCRM in the following generic ways (NIST, 2016):

B Miscommunication and misunderstanding among the participants in a sup-
ply chain can cause the involved parties to adopt approaches that do not effec-
tively monitor or accurately ensure the integration of the acquirer’s security
requirements with the supplier’s assurance approach. Besides the potential for
malicious activities, this breakdown in communication can lead to failures
and disruptions in the delivery of the product.

B The existence of gaps in security practices and controls between acquirer and
supplier can cause critical failures in the enforcement of security at some
point in the supply chain. This might be in the form of failures in the threat
identification and mitigation processes or the formal security compliance
practices of the involved parties.

B Finally, and worst of all, it is possible that the approach to security practice
will so greatly conflict among the members of a supply chain that it will
impede or weaken the security of the overall process or the product itself.

Several categories of risk management must be considered during the life cycle of
a supply chain. First and foremost, there is the issue of overall management gov-
ernance and control. It should be self-evident that a lack of formal, coordinated
management or a weakness in the formally deployed control set will cause the
participants in a supply chain to lose coordinated command and control over the
actual nuts and bolts of the process.

From a threat standpoint, and on par with the loss of effective governance con-
trol, is the issue of unregulated outsourcing. In that respect, without the presence
of organized outsourcing control practices, it is possible that suppliers could sub-
contract a subset of the product or service contract to another, more untrustworthy
supplier organization without the acquiring organization’s knowledge. This situa-
tion will inevitably reduce the customer’s visibility and control over its purchased
products and potentially open the customer organization to additional unknown
hazards. Outsourcing risk includes joint operational issues such as the possibility
that the controls that have been established by the subcontractor will not address
the risks the acquirer considers meaningful.

Another obvious consequence of a failure to establish formal coordination and
alignment in the risk management process up and down the supply chain is the
potential for miscommunication and misunderstanding between the various par-
ties involved in the development process. Having the ball fall between the out-
fielders because of badly defined communication practices will leave the customer
organization vulnerable to threats that it believed had been identified and mitigated
by the supplier.

Furthermore, if the communication process is faulty or missing, the acquiring
organization’s specific requirements for confidentiality, integrity, and availability
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may not be adequately communicated to the suppler. Thus, crucial information
security requirements may not be addressed adequately. In addition, if important
information about delays or breakdowns in service is not available up the supply
chain to all parties during the delivery of the product or service, the response to the
delay might not be timely. Failures in communicating breakdowns at lower levels
in the supply chain might cause service interruptions at all levels.

Finally, if there is a breakdown in communication between the acquirer and
supplier organizations, suppliers might fail to allocate sufficient human resources
including appropriately skilled staff to address the additional work required to solve
the immediate problem. Lack of proper communication among the participants in
a supply chain accounts for 40% of the categories of supply chain risk cited by the
Office of Management and Budget (OMB)—specifically breakdowns in produc-
tion and supplier inadequacy. Therefore, an effective communication process is an
important fundamental condition in maintaining a proper trusted product assur-
ance process.

Finally, with respect to the generic issue of difference in organizational cul-
tures, without strict understanding of the terms and conditions of project work
between partners, it is likely that the development or Acquisition process itself
will be conducted dysfunctionally. Even worse, elements of the product or service
responsibility will violate the customer’s expectations regarding product security
and integrity. The issue of geographical, social, or cultural misunderstanding is the
direct result of an insufficient grasp of local cultural requirements, which exist at all
levels in the supply chain. A failure in communication plays directly into the issue
of geographical, social, or cultural misunderstanding. For example, a supplier who
is not familiar with local regulatory requirements might inadvertently violate a law
or regulation, which could lead to financial penalties or reputational damage for the
customer. On the other hand, the misunderstanding of a contract stipulation or the
conditions of a standard requirement could cause a legal dispute between the two
parties in a supply chain relationship.

Implementation of a SCRM process normally requires a single organizational
entity to do the design, development, and implementation of the process. The cre-
ation of that entity can be ad hoc or formally documented. The aim of this aspect
of the process is to design and then enable a set of useful practical best practices,
which can accurately identify all relevant supply chain threats, vulnerabilities, and
weaknesses and then execute a comprehensive risk analysis to describe the opera-
tional parts of the supply chain that might be affected. The end product of this
strategic risk-identification/risk-analysis process is an effective real-world, practical
approach to ensuring overall trust in any given acquisition sourced through the
organization’s supply chains.

In this respect then, the organizations should adopt a standard, organization-
ally accepted SCRM model to guide the creation of a documented and adequately
understood set of coordinating processes that sufficiently itemize those roles and
responsibilities. The outcome must be suitably detailed to guide the conduct of
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supply chain risk mitigation activities. A common set of real-world procedures has
to be documented, approved, and promulgated to the organization as a whole, in
order to ensure that the SCRM process is executed in a universal and uniform way.
The procedures must assign and fully describe the participants in risk assessment,
risk analysis, and risk decision-making for the organization.

Besides the persons responsible for the actual supply chain risk mitigation pro-
cess, the supply chain stakeholders should be identified and involved in the process
within their individual areas of authority. Supply chain risks are both pervasive and
dispersed, so they need to be addressed by every stakeholder who has skin in the
game and might provide a useful perspective. This includes everybody from the
actual executive owner of the supply chain all the way through security personnel
within a given sphere of operation, the stakeholders who might be involved with
the products and services that are associated with a given supply chain product, and
possibly third parties who might provide additional perspectives.

Promoting Trust through Best Practice

The following is a set of standard practices intended to promote trust in the acqui-
sition, development, and operation of the COTS Acquisition process. The aim of
these practices is to ensure the correctness and integrity of stated cost, schedule,
and performance requirements up and down a worldwide supply chain. The prac-
tices themselves are designed to underwrite an effective risk management program
the average customer organization can implement as standard operating procedures
in its supply chain.

Logically, an organization needs to adopt a methodology for handling supply
chain risk in order to ensure that the requisite set of controls is properly embed-
ded in the procurement process. That methodology should address four global
questions (NIST, 2016) (Figure 3.5):

1. How will supply chain management criteria be developed and enforced?

2. What are each party’s roles and responsibilities for secure product acquisition?

3. How are supply chain risks factored into day-to-day product acquisitions?

4. What are the controls necessary to eliminate all reasonable supply chain
risks?

From a practical standpoint, the solution is characterized in the everyday best prac-
tices of the organization. Thus, the first step in the effort to embody comprehensive
SCRM lies in the implementation of a well-defined set of standard and systematic
best practice controls. Ultimately, information security risks lurk in all of the nooks
and crannies of the acquirer/supplier/integrator relationship. Therefore, to assure
a trusted product, the practices that will govern the three areas of supply chain
practice must be fully and appropriately defined and implemented.
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Questions
Methodology
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How are supply chain risks
factored into day-to-day

\\ product acquisitions?

Figure 3.5 Questions methodology should address.

Much of this requirement centers on the need to ensure that all three of the par-
ties in a supply chain know and fully understand each other’s practices and means
of doing business. Justifiably, that understanding depends on the free flow of infor-
mation during the actual development of the product and afterwards in the form
of detailed documentation. This information must be appropriately and correctly
defined, developed, and protected by means of a standard Agreement process. That
process was itemized in Chapter 2 by the Agreement processes of ISO 12207:2008;
it will be discussed throughout this chapter.

Moving the Product up the Supply Chain

Supply chains represent a delivery path defined by a set of interlocking contracts.
The aim of this delivery path is to enhance visibility in the evolution of the prod-
uct. If the steps in the supply chain are well defined in advance, it is much more
difficult for an adversary to sabotage or subvert a product as it is developed. This
path is built around a minimum set of baseline practices for supply chain delivery.
Logically, the path is designed so that the delivery of the evolving product is subject
to the minimum amount of exposure to or access by unknown or unvetted sources.

The product is normally a contracted system delivered to a given organization in
the supply chain. As supply chains are dynamic and therefore subject to subversion,
contractual requirements must include a stipulated set of steps to protect, moni-
tor, and audit the product’s elements as they move up the supply chain. Therefore,
the assurance of personnel, particularly those directly involved in the supply chain
process, requires that specific controls be defined and implemented to protect the
movement of operational components up the supply chain.



94 ®m Supply Chain Risk Management

The definition of explicit controls and their implementation is particularly
effective in the case of multitiered supply chains, as well as any form of outsourced
development environment. This generally requires the organization to leverage its
existing methods of control to create continuous monitoring activities to ensure the
evolution of the product up the supply chain. This is normally specified in the over-
all contract for the product or outsourced services. The contract defines the means
of protecting the product from subversion. This is done through a variety of meth-
ods such as robust configuration management, enforcement of the first principles
of security, cryptographic methods, and the application of antitamper techniques.

As we have already seen, the process itself is supported by a wide range of
complementary monitoring and audit approaches. The purpose of those approaches
is to leverage data gathered into a means of ensuring against supply chain
vulnerabilities. That includes the following standard practices (NISTIR 800-181):

B Monitor and audit supplier system activities for compliance with require-
ments, as well as detect commonly known supply chain concerns

B Monitor and audit supplier system activities to detect the presence of mali-
cious functionality, known vulnerabilities, or changes in suppliers or supplier
personnel

B Monitor and audit systems and operations to reduce the risk of unauthorized
element(s) removal, replacement, and/or modification

The discovery of a supply chain vulnerability requires all supply chain stakehold-
ers to initiate a formal vulnerability management process aimed at mitigating
any adverse consequences. This requires the establishment of a process for man-
aging supply chain vulnerabilities, including detecting, tracking/logging, select-
ing a response, performing the response, and documenting the response. Incident
actributes that might be reported and recorded include the time and place of the
anomalous behavior or discovery, the method or mechanism by which the inci-
dent was detected, and the suspected or known identity or source of the incident.
Formal vulnerability management is initiated when a flaw, defect, or adverse action
is reported and recorded.

The first step is to determine the potential impact of any exploitation and
includes tracking any identified dependencies across the supply chain. Dependencies
are tracked and analyzed, whether the vulnerability is being exploited or not; this
includes all data about the form, actions, and impacts of the vulnerability, if known.
It also includes specifications of where the vulnerability was introduced in the sup-
ply chain. The level of risk that this specific vulnerability represents is determined,
and a decision is made to mitigate or accept the risk. Risks are prioritized by critical
elements first. This is a normal defense-in-depth arrangement where the decision is
based on the potential for higher severity of consequences.

Once the decision is made to address the problem, the organization takes the
necessary steps to remediate it as well as to identify the causes associated with
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that incident. The specific aim of the process is to identify a root cause. This is
done to both determine the likelihood of damaging exploitation and eliminate the
weakness that originally produced the problem. If a supply chain incident occurs
because of a newfound vulnerability, then the organization must have a process
ready for managing supply chain incidents. The process includes implementing a
well-defined response to any potential incident that might have been identified in
advance as well as criteria for deciding what would constitute a supply chain “inci-
dent” for any given component, process, or product. Criteria might include scope
of incident occurrence, the classification of incident types, and a list of appropri-
ate responses. Then the stakeholders in the supply chain collaborate to ensure
appropriate resolution for all affected parties. This requires the organization that
made the discovery to coordinate its supply chain incident management activi-
ties with all other stakeholders to ensure consistent and effective management of
the incident.

Normally the affected parties will define and assign specific individuals to col-
lect, process, and disseminate SCRM incident information; develop and maintain
the timeline and method for incident monitoring and reporting; and collaborate
with all relevant stakeholders to ensure appropriate resolution for all parties. This
requires that the responsible parties implement an appropriately defined sup-
ply chain incident management process and coordinate all relevant supply chain
incident management activities with other organizations to ensure consistent and
effective SCRM.

The SCRM team will normally perform some form of forensic analysis to deter-
mine the cause of failure. The team will also assess the impact of the failure, as well
as the necessary steps to mitigate its actions. Finally, it will document and report
the incident and all related findings, as defined in the plan.

The Standard Approach to Identifying
and Controlling Risk

The literature is full of mechanisms for identifying, collecting, and labeling poten-
tial risks: methodologies to retrospectively test and review results, assess project
performance, and obtain insights from customers and stakeholders; static test
processes market analyses; and even blue-sky thinking. Once the relevant risks
have been identified, the people responsible for the associated supply chain need to
involve the affected parties—managers, policy advisors, and decision-makers. The
technical leads for the product might be consulted along with the various program
managers and perhaps even the organization’s legal counsel.

The organization includes all potential sources of knowledge about potential
risks to ensure that it has gotten a realistic and comprehensive understanding of
those risks and ways they can be managed. The end result of that consultation
process is a complete and correct identification of the risks involved, as well as the



96 ® Supply Chain Risk Management

deployment of a set of applicable controls for managing the risks within a given
supply chain. These controls are normally formulated into an operational baseline
guided by a commonly accepted set of best practice controls.

At least three commonly recognized comprehensive security control frame-
works can provide a specification of standard best practices for SCRM. These are
the ISO 27000 International Standard, the U.S. Government’s NIST SP 800-53
Control Model, and the Information Systems Audit and Control Association’s
(ISACA) Control Objectives for IT (COBIT5). Any of these represents a sound
foundation or point of reference for the determination of the right set of standard
security controls for an individual organization within a supply chain. Naturally,
the standard controls specified in the model itself must be tailored or customized to
the specific organizational application they are meant to address. However, for con-
trol and coordination’s sake, the control set itself has to be consistent up and down
the supply chain in order to properly address the specific threats to that particular
supply chain.

When organizations determine the information technology requirements of a
new or modified business security response, they should consider the specific pro-
tections against supply chain threats by employing an organization-defined list of
measures as part of a comprehensive, defense-in-breadth strategy. Each practice
represents a blend of programmatic activities, validation/verification functions, and
general and technical requirements for every product. In many cases, the practice
will apply to a software supplier and a hardware supplier separately, since most
hardware devices contain some level of firmware or software that is integrated into
the product.

The Three Standard Supply Chain Roles

The term “supplier” is used to describe the organization that produces a specific
element and then provides it to the integrator for integration into the overall sys-
tem. The supplier is synonymous with vendor and manufacturer. The term “inte-
grator” generally describes a third-party organization that combines the product
elements produced at a given level in the supply chain and thereby produces
larger system elements at the next level in the build. The term “customer” is used
to describe the organization that acquires or purchases and eventually operates a
specific product composed of program elements that have been integrated as part
of the supply chain development process. The term “acquirer” is synonymous
with customer.

The requisite practices of all three are combined into a single prospective
risk management approach. A broad range of potential SCRM approaches can
be applied to an information system or elements of an information system.
Nonetheless, that application will vary depending on whether the actual orga-
nization is doing acquisition, supply, or integration work. This is an important
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distinction because the responses of an acquirer, integrator, or supplier require
requisite best practices that by necessity diverge widely, exacerbated by the rela-
tive position of that organization in the supply chain. Thus, the organization’s
management and information security professionals need to select a given set
of standard specified practices sufficient to mitigate supply chain risks in each
situation.

The Acquirer Role

The acquirer role is responsible for the design and documentation of a detailed, for-
mal, end-to-end, product sourcing/Acquisition process. The design should embody
the form and structure of the Agreement processes described in ISO 12207:2008,
including complete specifications of the preferred operational practices, acquisi-
tion strategies, and procurement activities to be employed up and down the supply
chain. The acquirer’s primary mechanism for enforcing this design is the contract,
and transparency up and down the supply chain is indispensable for ensuring that
all stipulated terms and conditions have been adequately addressed. The aim of
the acquirer is to maintain optimum visibility for every aspect of the processes the
integrator and supplier employ in the development and deployment of the product
or service. The key objective is to obtain and maintain systematic knowledge of
the activities of all participating organizations in the supporting tier of the devel-
opment and integration process (e.g., the organizations further down the supply
chain). Transparency is essential because it allows the acquirer to understand how
the components of the purchased product or service are selected, created, tested,
delivered, supported, and protected throughout their life cycles. To initiate that
process, it is advisable for the acquirer to develop a procurement process that aligns
with national, governmental, or international standards for process and product
correctness. The aim is to introduce uniformity into the procurement process. If
a component is developed using the same methods and processes as those used
by another supplier, then it can be assumed that both components are uniformly
similar.

Achieving the necessary uniformity might require the acquirer to promulgate
policy and procedures that include comprehensive supply chain risk status assess-
ment as a precondition for supplier selection and development of the product inte-
grator’s supply chain. Such standard assessments should identify and remediate
each supplier/integrator’s points of vulnerability using commonly recognized attack
patterns, tools, methods, and procedures for that product. The goal is to strike the
most effective balance possible between cost and risks given a known set of adver-
sarial tactics, techniques, and procedures. Specifically, acquirers use information
about risky integrators and suppliers and SCRM practices to identify and judge
the necessary trade-offs among the desired level of product performance, the level
of acceptable risk, and the resources that must be arrayed to maintain a proper and
effective balance (Figure 3.6).
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For Acquiring Organizations to Ensure Transparency:

Develop incentives
to include
requirements that
address the way
open source
elements are
selected

Figure 3.6 To ensure transparency, acquiring organizations need to.

For the acquiring organization to ensure sufficient and persistent transparency,
it must (NIST, 2016)

B Develop incentives that encourage integrators and suppliers to provide pro-
gram-specific detailed technical information and technical data on products
and services throughout their life cycles

B Develop approaches that encourage integrators and suppliers to gain reason-
able visibility and transparency into their ancillary supply chains

B Develop source selection criteria and procedures that encourage integra-
tors and suppliers to provide detailed visibility into elements, services, and
processes as part of their submissions for contracts

B Develop incentives that encourage integrators and suppliers to include
requirements that address the way open-source elements are selected

The aim of these actions is to encourage product integrators and suppliers to pro-
vide accurate, up-to-date information about the functioning of their supply chains.
This is meant to continue for the life span of the contract. The emphasis is on life
cycle identification and management of risk to the system and its constituent ele-
ments. This includes the specification of all individual criteria and requirements for
acceptance of all open-source elements integrated into the product build.

The acquirer should incentivize this process by seeking integrators who will
provide necessary technical details about their products and/or services, including
important documents like architectural drawings, wiring schematics, and/or entry
and exit points for interfaces. Such information may also be important to long-term
maintenance and support of the product should the integrator stop supplying the
system/service element.
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Integrators need to provide the capability to understand, evaluate, and docu-
ment any aspect of their system elements or development process that could result
in an exploitable weakness or vulnerability. The contract should specify explicit
criteria for evaluation of security risks; this specification needs to state suitable tests
that would be used to judge acceptable security, including routine data to be gath-
ered, detailed types of activities, and measurements results. This evidence must
demonstrate standard agreement with all contractual terms and conditions.

Suppliers need to be able to provide proof of comprehensive compliance with
best practice in SCRM. This documentation needs to apply to every aspect of the
delivered product, virtual and physical, as well as all integrated products from out-
side vendors including open-source elements. Since the essence of this proof lies in
the processes that each individual supplier organization has adopted, it is particu-
larly essential to maintain full transparency regarding the activities and tasks those
organizations regularly perform, with emphasis on any process that might cause
vulnerability or risk. It is also necessary to document and rectify any activities that
deviate from contractual specifications in such a way that they might represent risk
and subsequently follow up on reported anomalies to determine that any risks have
been mitigated.

In support of this, the acquiring organization needs to develop and put in place
a formal means to assess all relevant supply chain characteristics that include docu-
menting every aspect of the physical and logical elements of the product. The aim is
to provide auditable evidence of a set of security practices within the supply chain
that will serve to satisfy all contractual requirements. Besides assurance of the sup-
ply chain, the acquirer should develop a detailed set of acceptance testing proce-
dures that will validate COTS products as standalone elements or as integrated into
a larger system. That includes identification of all subcontractors up and down the
supply chain. The aim is to develop a full array of acceptance testing measures that
will help the acquirer to better identify and evaluate defects that might lead to the
compromise of products, processes, or services within the supply chain.

All supply chain activity must be controlled; thus, the acquirer needs to design
and implement a baseline of tangible security controls. These controls are imple-
mented as a system by all three participants in the normal supply chain: acquirer,
supplier, and integrator. The controls are put in place to mitigate supply chain
risk. The implementation process is underwritten by a formal risk assessment and
analysis of all management, operational, and technical elements of the product.
The purpose of this assessment is to ensure that all pertinent elements, processes,
requirements, and business practices up and down the supply chain operate in a
harmonious way that protects against compromise.

To do this, the acquirer must work with all relevant stakeholders to clarify all
known risks and threats to the proposed product and then develop and promul-
gate a standard acquisition strategy that mirrors the recommendations of the ISO
12207:2008 Agreement processes discussed in Chapter 2. The specific process and
activity requirements for the protection of the supply chain need to be identified
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and spelled out in the form of detailed work instructions. This will normally lead
to the incorporation of an explicit set of management, operational, and techni-
cal controls whose purpose is to insure the supply chain against an identified set
of risks. The acquirer will normally work with the stakeholders to understand,
clarify, and prioritize all the risks and threats to the organization into a practical
defense-in-depth scheme.

In many cases, the supplier is also an acquirer; it is necessary for each supplier
to develop and put in place a means to identify and document the characteristics
of its physical and logical supply chains. This is necessary to identify and mitigate
any weaknesses that could result in the compromise of supply chain processes,
including the ability to confirm that supply chain components have the capability
to determine and report activities that could lead to the exploitation of a product
element. This includes the ability to assess and confirm the effectiveness of supplier/
integrator risk management policies and procedures throughout the product life
cycle.

To make this effective, the supplier needs to adopt methods that can look across
individual organizational boundaries within a given supply chain to confirm that
the successful fulfillment of contract requirements does not lead to unacceptable
risk. The latter requirement implies that the acquirer needs to develop and deploy
acquisition policies and procedures in accordance with good defensive design prac-
tice. The purpose would be to make the supply chain less visible and predictable to
any potential adversary who might be bent on subverting it. Thus, the bidding and
acceptance process needs to consider limiting the product channels by which the
element is acquired in a way that makes it hard for an adversary to determine when
and where an element will be acquired. Because the product can be subverted in
transit, it is also important to limit information about the actual delivery process
and testing methods. Usually, dynamic sourcing is adopted to make the supply
route less predictable.

The acquirer role can protect against supply chain threats by employing a com-
prehensive defense-in-breadth security strategy. Red teams can be used as a means
of leveraging the acquirer’s overall assurance processes. The aim of the red team
is to identify potential pathways or opportunities for adversaries to exploit defi-
cits or weaknesses in supply chain processes. The acquirer should also use opera-
tional security methods to reinforce and extend the range of protections of an
active product supply chain. Operational requirements, technical requirements,
and mission/business rules must include requirements for supply chain assurance.
The additional requirements will help ensure that all relevant supply chain orga-
nizational elements have thought through their needs for supply chain assurance
up and down the supply chain itself. These requirements should aid in reducing
opportunities for unauthorized exposure or access of critical elements or processes.

The requirements themselves normally take the form of procedural recom-
mendations that involve both technical and managerial measures. Both types of
recommendations need to be maintained as a dynamic set, adjusted as needed
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throughout the element’s life cycle. The aim of the technical measures is to ensure
explicit protection of production, assembly, packaging, delivery, testing, and sup-
port activities up and down the supply chain.

Operational procedures ensure appropriate identity management, access con-
trol, and configuration management in all activities within the supply chain. As
we said earlier, to ensure operational security, the identities of all the participants
in system development, customers, and deliveries need to be protected through
standard information assurance methods. These methods are verified through
static testing processes and formal acceptance testing. One of the most effective
ways of doing this uses simulations and “what if” scenarios to assess potential risk
from common attacks on the supply chain process. This allows the organization to
“think through” all the necessary managerial and technical measures that might
be required to protect the supply chain throughout its life cycle, including secu-
rity considerations in component production, assembly, packaging, delivery, test-
ing, and support. What-ifs also allow the organization to minimize chances for
unsanctioned access to critical elements or processes within the entire supply chain.

Operational procedures are also required to control product configuration and
keep it in a state of constant knowledge/understanding. Secure sustainment activi-
ties include large processes such as standard configuration management as well as
tailored security acceptance and deployment practices. The aim is to continuously
control the supply chain in a way that the loss or compromise of product integrity
is prevented.

Control frequently involves the use of audits to enforce the security of each sup-
plier/integrator’s individual procurement practices, including the way the supplier/
integrator validates components “as produced,” and “as received.” The aim is to assess
each product component, not just the product provided by the eventual supplier,
to certify its trustworthiness. Therefore, every critical component of the eventual
product must be vetted and the specific source of the component determined. This
is not merely a case of identifying a corporate or organizational source, since most
organizations encompass diverse operations whose reliability can be inconstant.

The Supplier Role

The supplier role is twofold. In simple terms, it provides a product to a customer,
typically under the provisions of a contract. However, the role of the supplier
becomes a lot more convoluted within a supply chain where suppliers provide prod-
uct from the bottom of the product decomposition tree to the top. Normally, sup-
pliers receive parts from subcontractors and integrate them into a larger product
that is passed up the supply chain to the next level. Thus, the supplier is also a cus-
tomer and an integrator. For the purposes of this discussion, we will focus strictly
on the actions that are part of the basic role of the supplier: providing a product to a
given customer, avoiding any specific attention to the admittedly requisite acquirer
and integrator actions.
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The purpose of decomposing a product into critical processes and components
is to simplify the understanding of the product and break the construction process
into workable steps to meet requirements as specified by the contract. The steps are
the discrete set of practices by which the product is built. For the sake of clarifica-
tion, the term “processes” includes all instances of product development activity
for all of the components in the build. These activities are generally executed con-
currently at a given level of decomposition within the development hierarchy and
documented as part of the product life cycle process. As the build evolves from
the bottom to the top of the hierarchy, a comprehensive and detailed inventory of
the components that are integrated into the final product is maintained, as well as
a listing of critical aspects of those components that might impact security. That
includes a listing of

B Any identified human activities or design weaknesses that could become
exploitable vulnerabilities in the final product

B The explicit testing methodologies that will be employed to verify component
reliability

B Any components that will require explicit certification of correctness, such as
processes handling classified material

B Any currently identified vulnerabilities and their resolution including waivers
of responsibility issued by the acquirer in cases where the threat is accepted
rather than mitigated

B The methodology that will be employed to certify that no counterfeit ele-
ments have been integrated into the final build

In addition to the standard assurances of process correctness, it might be neces-
sary for suppliers up and down the supply chain to document in the specification
a formal quality assurance process that includes all activities undertaken to ensure
compliance with functional and nonfunctional requirements. It is important that
the documentary results of this process analysis be distributed to all interested
stakeholders and relevant third parties to enhance coordination and control of the
process up and down the supply chain.

With respect to the actual component production, the supplier should limit
complexity in product design and development. The supplier should also docu-
ment and report up the supply chain to the acquirer any component vulnerabilities
including those that might be discovered during routine development, patching,
or upgrading. The product must always be sufficiently robust to perform reliably
and enter failure mode in an appropriately controlled fashion. The supplier should
undertake tests to ensure that the knowledge of potential failure modes and effects
on various associated components will be passed to the acquirer.

Finally, there is the matter of ongoing product risk assessment. In general, the
supplier should conduct routine assessments of all potential risks involving their
areas of responsibility in the product construction process including the evaluation
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of all relevant components being passed up from a lower-tier supplier as well
the contributions of any legacy suppliers that might be included in the product
development process.

The evaluations should identify and itemize all the potential areas of risk and
exposure of all components from all relevant suppliers at a lower tier in the supply
chain. The supplier makes use of threat analysis techniques, misuse cases, and threat
models to pinpoint potential design vulnerabilities. Then the supplier assesses the
effectiveness of the protective measures that have been put in place to protect the
target of assessment from any relevant threats. This analysis is carried out both by
the component supplier and the organization that integrates the component at the
next level in the supply chain.

All of this is necessary to ensure a uniformly correct component as it is inte-
grated and passed up the supply chain. Additionally, new or overlooked vulnerabili-
ties can be dealt with before they are lost in the larger product. This understanding
will also help to ensure continuity of business operations. Process breakdowns can
be addressed by defining a set of criteria for identifying critical elements or steps in
the component construction process. Those criteria should include

B The threshold of acceptability for component performance, in terms of pro-
cess performance or product acceptability

B The threshold of acceptability for authorization of rework, or modification of
the original component: mean-time-between-failures (MTBF) is the measure
generally used to determine this for virtual components

B Any known environmental restrictions or potentially harmful threats origi-
nating in the larger conduct of the construction process

The need to benchmark the performance of the supply chain implies the require-
ment that component performance and failure rates are periodically verified against
benchmarks by formal tests and inspections. This requires the supplier to develop
and implement a plan for routine measurement and maintenance of all components
as they move up the supply chain. The aim is to protect the emerging system and its
components from unauthorized alteration and security exposure through an opera-
tional set of configuration management controls. Configuration management test-
ing and control methods apply to the technical components of the product as well as
to the processes and techniques used to ensure the constant stable state of the build.

The recommended method for ensuring this is to employ defensive design in
the construction of all components that are moving in the supply chain. Defensive
design is the standard practice for forestalling failure or misuse by identifying all
of the ways a component might be compromised. Then the component can be built
or configured to minimize all known undesirable outcomes, as well as to prevent
potential component failure in the long term.

Defensive design techniques are normally used by integrators and suppli-
ers to ensure the integrity of the individual components in the supply chain. It is
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important to note that even when elements originate from trustworthy suppliers,
these elements may still have intentional or unintentional vulnerabilities. Therefore,
defensive design techniques should be utilized by the integrator to reduce risk or
damage to elements and systems. To ensure this, defensive design criteria need to
be incorporated into all technical requirements. The resulting requirements should
provably ensure quality components.

Acquirers and integrators need to employ adequate methods to prevent unau-
thorized or unmonitored access to their production processes. In a supply chain,
many processes and environments are highly distributed; outsourcing in a global
supply chain makes such distributed approaches increasingly common. Failure to
control physical or logical access to the acquirer, integrator, or supplier produc-
tion environment may result in the sabotage of systems, elements, or processes;
the introduction of counterfeits or malware; the theft of critical materials and
information (hardcopy or electronic data); or the subversion of systems in which
the elements are embedded. Adequate protection should be determined, by the
acquirer and integrator, based on the threat and risk to the acquirer’s mission. This
is best accomplished by including the need for intellectual property security, physi-
cal, information system security, and personnel security measures in the contract.
These measures must be sufficient to minimize unauthorized exposure of access to
systems, elements, supply chain processes, and sensitive technical or mission/busi-
ness process information of the element(s) and system(s) into which it is embedded.

The Integrator Role

As mentioned previously, the integrator has both acquirer and supplier responsibili-
ties. In this respect, both supplier and acquirer tasks are rolled into the integrator
role. The activities of the integrator function essentially comprise all levels of the
supply chain. The integrator is solely the supplier in two places: where the prime
contractor transfers the product to the customer and where the initial component
developer starts its journey up the supply chain. Consequently, in many respects
the integrator role invokes SCRM requirements in their purer sense.

Because the integrator is essentially transferring a product, it is essential that
all aspects of the virtual and physical security requirements have been satisfied
within the integrator’s area of responsibility. This includes every facet of component
development, including any necessary research, design, construction, or assembly,
packaging, testing, delivery, and support; it invokes all of the practical elements of
good access control. The integrator must have auditable proof that the right array of
electronic, personnel, and physical access controls have been designed and imple-
mented to provide sufficient protection commensurate with the importance of the
services provided or the component procured.

Thus, as the first step in the integrator function, the integrating organization
will review or audit its SCRM practices. This is often done against the stipula-
tions of the contract with respect to the secure acquisition of the component from
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a lower-level supplier. Then as the component is passed up to the next level, the
acquirer will review the correctness of the product with respect to security along
with the prospective sustainment agreements with next level integrators. The inte-
grator must provide a complete development/maintenance log in the form of the
component’s audit trail and change management baseline ledger. In cases where
criticality is a factor, it might also be necessary to receive third-party certification of
correctness. When lower-level COTS components have been integrated, it might be
necessary to obtain this certification from the original equipment manufacturer. In
that respect, it should be confirmed that the integrating organization has screened
any COTS components for supply chain risks, including malware and counterfeits.
If there is extensive utilization of lower-level COTS products, it might be necessary
to establish a service agreement with the suppliers of those products, especially for
critical components.

Obviously, when integration takes placeitis necessary to adoptstandard approved
methods for examining and testing all lower-level components for instances of mal-
ware before performing the actual integration. This is also true for the application
of changes or patches to any later updates to the product. Generically, component
correctness is ensured by reviews and tests of each element integrated into the com-
ponent. The aim is to find and repair any potential weaknesses and vulnerabilities.
The reviews themselves can comprise standard walk-throughs and inspections, or
independent audits, depending on the criticality of the product. There are resource
implications in every one of these cases so it is important to factor in cost and time
when planning for the actual assurance of the integrated entity.

Information and Communication
Technology Product Assurance

The implementation of formal information and communication technology prod-
uct assurance practices is a primary responsibility of all participants in the supply
chain. The processes are the source of data for both short-term assurance during
the construction phase and long-term quality/security control of the product as it
is integrated up the supply chain. Testing should be both static and dynamic. Both
analysis approaches are necessary to vet potential system elements prior to their
integration into the final product. On the physical side of the process, once the
component is complete it should be subjected to red-team and penetration testing
to confirm robustness of the actual code as well as to detect any lingering defects.
The level of rigor should be at the same level as final acceptance testing for the
product, as specified in the contract.

In its role as the acquirer, the organization must dictate well-defined and repeat-
able processes for acquisition, delivery, and acceptance of the materials to be inte-
grated into the end component. These processes are normally based on the activities

and tasks of the ISO 12207:2008 Acquisition process as defined in that standard
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(as stated in Chapter 2). Obviously, there should be an associated, systematic vetting
process to examine and accept all deliverables from lower-level suppliers. The aim
is to ensure the complete correctness and freedom from counterfeits of any lower-
level component received for integration. Therefore, in its capacity as acquirer, the
integrator must inspect and accept all incoming items to ensure against the incor-
rectness, alteration, or counterfeiting of any component delivered for integration.
The integrator audits and controls its product as it undergoes development with
the aim of detecting and correcting all malicious activity. This also implies that all
necessary documentation will be maintained throughout the shipping and receiv-
ing process. This entails the creation and systematic execution of a defined set of
security audits and controls, the outcomes of which are maintained in a ledger of
security information about the product. In addition to simple inspections and tests,
the integrator needs to factor in any known adversarial strategies, methods, pro-
cesses, and tools as well as evaluate any alternative tactics that might be employed
to subvert the supply chain environment.

The primary method of attack is the inclusion of functionality that is not part of
the contracted set. In general, this is malware, but it could include backdoors, logic
bombs, or Trojans. This unnecessary functionality is normally designed to create
unauthorized access or exposure to the system. COTS products are particularly
vulnerable in this respect because they are essentially a black box to the purchaser;
in many cases, COTS elements are designed to sustain a range of functionality.

It is important for the integrator role to demand that the supplier deliver com-
ponents with assured security; e.g., components with trust built in. Logically, that
means that suppliers should be forced to disable or remove any unnecessary func-
tions of a delivered component, even if those features are provably harmless. Since
sustainment begins when the lower-level component is accepted by the integrator,
the integrator must be able to maintain, update, and patch the components to be
integrated into a higher-level product. Therefore, there should be a formal sustain-
ment process in place to manage supplied components throughout their integration.
Patching will take place during varying stages of the product development pro-
cess, which may provide opportunities for subversion. The sustainment processes
throughout the life cycle should limit any adversary’s prospects for unsanctioned
access to the components or the operational process of integration.

Finally, adding requirements or unconstrained requirement changes can create
new or increased supply chain risks. Each additional requirement may add elements,
element features, interfaces, or new interdependencies or processes, resulting in
additional suppliers or complexity. Adding additional system or element features
typically increases complexity, which in turn creates opportunities for exposure and
potential new vulnerabilities.

Consequently, it is important to include a provision in any contract for logical
negotiation of any prospective changes in requirements. The aim is to ensure that
supply chain activities will continue without the need to terminate or restart the
project. This is a matter of priorities; stakeholders must be able to prioritize the
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incorporation of new features or a delay in adding features. It also needs to allow
stakeholders to assess any proposed changes in the light of resource and timing
constraints. The aim is to reduce the introduction of new vulnerabilities that might
create increased opportunities for subversion.

Adopting a Proactive Approach to Risk

It is important for all stakeholders to take a proactive approach to risk up and down
the supply chain with the aim of ensuring that all necessary defensive measures
have been deployed. The general objective of this scrutiny is to validate compli-
ance with all security plans and contractual obligations, ascertain that each deliv-
ered product behaves in a well-understood and predictable manner during use, and
detect and classify any detected weaknesses or vulnerabilities within the product,
its processes, or the electronic elements it comprises. This kind of proactive exami-
nation will allow for much greater assurance control of the product as it moves up
the supply chain.

Additionally, it will help decision-makers decide whether remedial actions
might be required to address any identified defects, vulnerabilities, or weaknesses
up and down the supply chain. Because supply chains exist at multiple levels, assur-
ance testing should be conducted within a range of contexts both small and large
scale. Testing may be done at various phases as the product moves up the supply
chain. However, the level of rigor must always be uniform. At higher levels in the
process, integrators should perform thorough and rigorous analyses of all compo-
nent subsystems, and processes. The aim is to identify and remediate any weak-
nesses that might have been passed up the supply chain from a lower level in the
integrated product.

A wide range of tests might apply, including static and dynamic analysis and
penetration testing. These three types of proactive approaches are dictated by a
comprehensive testing plan that implements comprehensive analysis of the secu-
rity and correctness of the product. Static analysis entails human review of the
static architecture and code, including an audit of the evolving configuration of the
system. Dynamic analysis exercises the component, using test input to determine
whether component performance meets stated expectations.

Dynamic analysis can be used to evaluate elements in their environment.
Dynamic analysis includes functional simulation, network vulnerability analysis,
vulnerability scanning, and protocol analysis. This could include evaluating net-
work behavior such as an unprogrammed interrupt, the unauthorized opening of
network port, or erratic file system behavior such as reading or writing information
to unknown or unauthorized files. A final, often ignored, feature is the need to
audit to ensure that all pertinent standards and regulations are followed.

Penetration testing requires humans enabled by tools to execute or simulate
attacks in one or more scenarios to detect problems. Of course, the penetration
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testing targets themselves must be realistic, and the simulation should mirror the
adversary’s known tactics, techniques, procedures, and tools. This is done by famil-
iarizing all related personnel with known adversary tactics, techniques, procedures,
and tools for attacking common security weaknesses and vulnerabilities, including
keeping virus/malware signature patterns updated.

Supply chains comprise a complex, hard to understand and manage array of
components that are normally interconnected in a multitude of ways to achieve a
wide range of purposes with the major enterprise products and global service efforts.
Moreover, large global supply chains are in a constant state of flux; as new product
versions are created, technology evolves and the business environment responds to
competitive pressure. Consequently, to ensure that a continuously correct state of
knowledge about the configuration is maintained it is necessary to operate a well-
defined security configuration management process. This is not a new thing—it is
simple configuration management as practiced in the industry for the past 50 years.
The aim is to ensure that all supply chain processes are evolved and enhanced to
ensure against supply chain risks.

This is particularly essential during the integration phase, when different com-
ponents are incorporated into a larger system. Thus, all related configuration man-
agement information must be kept in a careful and uniform fashion to ensure the
continuously correct state of the evolving product throughout the integration and
supply deployment process.

The integrating organization needs to develop and maintain a consistent, well-
defined, and commonly understood set of configuration management policies and
procedures. The means for developing and maintaining those procedures should
be included in the provisions of the contract and specified in explicit program
plans. Each integration project needs to be controlled by a formal Configuration
Management throughout the integration system development life cycle (SDLC).
Items placed under configuration management normally include the requirements
set and related interface specifications, all design libraries, development tools
including testing apparatuses, technical data, and information about the form of
SDLC processes.

People, the Weakest Link

The performance of personnel in their various roles up and down the supply chain
is critical for the maintenance of robust SCRM capability. Human behavior is both
unpredictable and almost impossible to control, and it is particularly important
to ensure that a well-defined and commonly understood set of personnel security
controls is formulated into a baseline to control personnel-related threats and risks.
These controls normally include specific efforts centered on security awareness
and training, as well as implementation of the Saltzer and Schroeder (1974) First
Principles such as separation of duties and least privilege.
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First and foremost is the need to establish organizational policy and general
contractual agreement with respect to awareness, education, and training at all
stages of the integration process. This requires that the relevant supplier organiza-
tions define and explicitly specify access control limitations throughout the supply
chain on individuals who might be able to impose adverse effects on the process.
Normally, this is enforced by rigorous supply chain security awareness, education,
and training programs for acquirer, supplier, and integrator personnel. This also
includes designing the production process so that there is no “single personal point
of failure” in the development and sustainment processes within the supply chain.
This is partly a case of ensuring that the roles are properly defined, but it also
requires the supplier to establish and enforce the requirement for personnel secu-
rity reviews and assessments or performance among supply chain personnel. These
reviews and assessments should include any individual who has exposure or access
to product components, production processes, or business activities that would
allow unauthorized access to the supply chain.

The integrator also needs to document that individuals who are assigned spe-
cific roles throughout the supply chain are governed by least-privilege access to
project information. The integrator should be able to document that the principle of
separation of duties is enforced across the supply chain. The aim is to prevent a sin-
gle individual from obtaining unauthorized access to components or processes that
could be compromised. This is always based on good basic identity management,
access control, and process monitoring, which are the mainstay of conventional
organizational cybersecurity practice. The aim is to permit timely detection and
classification of anomalous behavior by any member of the organization. Therefore,
it is important for all integrators to be able to document the form of their identity
management, access control, and process monitoring capabilities.

The acquirer should always be able to see and judge the hiring and personnel
policies and practices of integrators and potential suppliers. The aim is to be able to
assess the strengths or weaknesses of the personnel security policies and procedures
of all the members of the supply chain. To do that, the acquiring organization
needs to be able to review and assess the personnel security policies and practices of
all integrators, as well as evaluate supplier and integrator identity management and
access control policies, procedures, and practices. There should be a capacity for the
acquirer to assess all of the members of its supply chain for internal controls over
allocation of tasks and activities and detection of anomalous behavior.

Because most supply chain failures are attributable to human error, there needs
to be a means that will allow the integrating organization to evaluate pertinent per-
sonnel for competency as well as reevaluate key personnel on a periodic basis. The
integrator should be able to continuously monitor its internal management decision-
making with respect to the allocation of tasks and activities to a given set of prag-
matic roles. Furthermore, the organization should be able to test the effectiveness of
its internal controls with respect to the detection of anomalous behavior among staff
as well as facilitate timely intervention to prevent or reduce adverse consequences.
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Since people are the key to any supply chain risk mitigation strategy, there should
be extensive and careful planning for enhancing the individual knowledge, skills
and abilities (KSA) of every supply chain member through a comprehensive aware-
ness and training program. The acquiring organization needs to be able to ensure
that all of its supply chain members have developed comprehensive awareness and
training programs that promote SCRM policy and procedures, as well as standard,
acquisition, and procurement requirements. Integrators and suppliers should provide
periodic documentation that they have implemented a comprehensive SCRM train-
ing function as well as provide periodic monitoring updates on the status of employ-
ees with respect to fulfilling contractual requirements for knowledge and capability.

This capability is built around the collection of general supply chain infor-
mation as the process is executed and the accumulation of the resulting lessons
learned, which should then be shared among all member organizations in the sup-
ply chain. That information should lead to targeted training to help integrator
personnel identify and deal with any problems arising in supply chain work. All
relevant knowledge is shared across the entire supply chain and life cycle, including
new personnel, personnel who might be starting new roles, or even affected person-
nel from another organization.

Chapter Summary

Commercial products and services that an organization acquires are a potential
source of risk. Therefore, products, whether developed or COTS, should be man-
aged through multilayered, multivendor, and even multicultural team approaches.
All the activity at every level in the process must be fully coordinated and con-
trolled up and down the development process to ensure trust in the eventual prod-
uct. Coordination of multifaceted elements of work like this requires a commonly
recognized and accepted conceptual model of coherent control processes and con-
trol activities. The aim of that model is to fully encapsulate and relate the processes
and activities a set of managers will utilize to understand the precise security status
of any given product as it moves up a supply chain from initial design to final
product integration, testing, and assurance. The ever-increasing reliance on globally
sourced hardware and software components leverages the growing importance of
the assurance of product trust. Globalization is an enduring fact of life in our era,
and it is likely to have increasing influence over time. Thus, all organizations need
a standard capability to assess and manage supply chain risks and ensure a trusted
supplier base. The problem is that failures in the supplier community can cause
weaknesses in the product that are beyond the control of the customer organiza-
tion. Those weaknesses can be exploited, so the need to identify, assess, and specifi-
cally mitigate information and communication technology product supply chain
defects is crucial to overall product trust. Mitigation is done by implementing a
relevant set of electronic and management controls.
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Given the requirement for stable and continuous coordination of the customer—
supplier relationship, a fundamental set of commonly adopted processes needs to be
planned and implemented to uphold that relationship, including the deployment of
all necessary governance, business management, operational and human resources,
and management controls to establish robust protection against attacks on the sup-
ply chain, whether these threats are intentional or accidental.

Most modern information technology operations are built around sourced
products or services. The suppliers of those products and services provide critical
components of the customer operation including software, hardware, processes, or
human resources. The purchasing process must inevitably establish a defined set of
associations between the acquiring organization and a given set of suppliers.

Nevertheless, the acquiring organization will most likely not be able to monitor,
or at least directly control, the production and delivery processes for the products they
are purchasing. Therefore, potential security risks lurk in every relationship between
an acquirer and supplier base. Therefore, a requisite level of trust between the acquirer
and its supplier organization should be established and assured by the definition and
implementation of a formally established, commonly accepted, security governance
process, one that contains a well-defined set of auditable and effective controls.

In the case of the supply chain itself, each inherent customer—supplier relation-
ship is designed to accomplish a specific set of business goals. The number of such
relationships is likely to grow with a major product or service, with the creation of
a supply chain, and with a couple of customer—supplier levels down to the outer
boundaries of expansion, which is conventionally set at five levels. Visibility and
control are hard to maintain at any level further down the chain than the direct,
e.g., subcontractor, level. This lack of control is likely to result in those relationships
being badly managed or even unmanaged by the customer.

Controls are normally associated with assurance steps that are taken to mitigate
meaningful risks in an upstream supplier’s product or service. The controls them-
selves typically assure or control identified risks to supplier products, which can
impact the supply chain security relationship further up the chain. Controls also
enforce proper understanding of the operation of the overall execution of the pro-
cess by enforcing visibility into the assurance operations of the other organization.

Transparency in the assurance of the supply chain’s functioning is perhaps the
most critical factor in the entire assurance process. Trust between any given set of
entities depends on the ability to clearly see and understand the internal workings of
the relationship on both sides. Therefore, documented and auditable assurance that
the supplier has established adequate SCRM control is an essential part of ensuring
a long-term trusted relationship. In most cases, the acquirer needs to evaluate the
adequacy of the supplier’s product or service controls based on a mutually agreed-
upon set of criteria for supply chain security management. These criteria must
mirror what the acquirer deems adequate to mitigate risks to an acceptable level.

This chapter focused on the means to develop a standardized range of jointly
agreeable controls that can be deployed to facilitate effective risk management
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among all the communities of practice involved in a SCRM process. Obviously, the
lack of an effective comprehensive and in-depth risk management process among
the participants in product or service procurement process can very adversely impact
the customer’s ability to trust the security and integrity of the COTS product itself.

Several categories of risk management must be considered during the life cycle
of a supply chain. First and foremost, there is the issue of overall management
governance and control. It should be self-evident that a lack of formal, coordinated
management or a weakness in the formally deployed control set will cause the
participants in a supply chain to lose coordinated command and control over the
actual nuts and bolts of the process.

Another obvious consequence of a failure to establish formal coordination and
alignment in the risk management process up and down the supply chain is the
potential for miscommunication and misunderstanding among various parties
involved in the development process. Finally, with respect to the generic issue of
difference in organizational cultures, without strict understanding of the terms and
conditions of project work between partners, it is likely that the development or
Acquisition process itself will be conducted dysfunctionally. Even worse, elements
of the product or service responsibility will violate the customer’s expectations
regarding product security and integrity.

In that respect, the organizations should adopt a standard, organizationally
accepted SCRM model to guide the creation of a documented and adequately
understood set of coordinating processes that sufficiently itemize just those roles
and responsibilities. The outcome must be suitably detailed to guide the conduct of
supply chain risk mitigation activities. A common set of real-world procedures has
to be documented, approved, and promulgated to the organization as a whole in
order to ensure that the SCRM process is executed in a universal and uniform way.
These procedures must assign and fully describe the participants in the risk assess-
ment, risk analysis, and risk decision-making for the organization.

From a practical standpoint, the solution is characterized in the everyday best
practices of the organization. Thus, the first step in the effort to embody compre-
hensive SCRM lies in the implementation of a well-defined set of standard and
systematic best practice controls. Ultimately, information security risks lurk in all
the nooks and crannies of the acquirer/supplier/integrator relationship. To assure a
trusted product, the practices that will govern the three areas of supply chain prac-
tice must be fully and appropriately defined and implemented.

The requisite practices of all three are combined into a single approach based
on a prospective risk management approach. A broad range of potential SCRM
approaches can be applied to an information system or elements of an information
system. Nonetheless, that application will vary depending on whether the actual
organization is doing acquisition, supply, or integration work. This is an important
distinction because the responses that an acquirer, integrator, or supplier would
require requisite best practices that will diverge widely, and this divergence is exac-
erbated by the relative position of that organization in the supply chain. Thus, the
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organization’s management and information security professionals need to select
standard specified practices sufficient to mitigate supply chain risks in each situation.

The acquirer role is responsible for the design and documentation of a detailed,
formal, end-to-end, product sourcing/Acquisition process. The design should embody
the form and structure of the Agreement processes described in ISO 12207:2008:
complete specifications of the preferred operational practices, acquisition strategies,
and procurement activities to be employed up and down the supply chain.

The key objective is to obtain and maintain systematic knowledge of the activi-
ties of all participating organizations in the supporting tier of the development
and integration process (e.g., the organizations further down the supply chain).
Transparency is essential to the acquirer because it allows that organization to
understand how the components of the purchased product or service are selected,
created, tested, delivered, supported, and protected throughout its life cycle.

All supply chain activity must be controlled. Thus, the acquirer needs to design
and implement a baseline of tangible security controls. These controls are imple-
mented as a system by all three participants in the normal supply chain: acquirer,
supplier, and integrator. The controls are put in place to mitigate supply chain
risk. The implementation process is underwritten by a formal risk assessment and
analysis of all management, operational, and technical elements of the product.
The purpose of this assessment is to ensure that all pertinent elements, processes,
requirements, and business practices up and down the supply chain operate in a
harmonious way that protects against compromise.

‘The supplier role is twofold. In simple terms, it provides a product to a customer,
typically under the provisions of a contract. However, the role of the supplier becomes
a lot more convoluted within a supply chain Normally, suppliers receive parts from
subcontractors and integrate them into a larger product to be passed up the supply
chain to the next level. Thus, the supplier is also a customer and an integrator.

The integrator role has both acquirer and supplier responsibilities and com-
prises all levels of the supply chain. The integrator can only be the supplier when
the prime contractor transfers the product to the customer and when the initial
component developer starts its journey up the supply chain. Consequently, in many
respects the integrator role invokes SCRM requirements in their purer sense.

The implementation of formal information and communication technology
product assurance practices is a primary responsibility of all of the participants in
the supply chain because those processes are the source of data for both short-term
assurance during the construction phase and long-term quality/security control of
the product as it is integrated up the supply chain. Testing should be both static
and dynamic, and the level of rigor should be at the same level as final acceptance
testing for the product, as specified in the contract.

It is important for all stakeholders to take a proactive approach to risk up and
down the supply chain to ensure that all necessary defensive measures have been
deployed. This kind of proactive examination will allow for much greater assurance
control of the product as it moves up the supply chain.
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The performance of personnel in their various roles up and down the supply
chain is critical for the maintenance of a robust SCRM capability. Human behavior
is both unpredictable and almost impossible to control. It is important that a well-
defined and commonly understood set of personnel security controls be formulated
to control personnel-related threats and risks.

First and foremost is the need to establish organizational policy and general con-
tractual agreement with respect to awareness, education, and training at all stages
in the integration process. Relevant supplier organizations must define and explic-
itly specify access control limitations throughout the supply chain on individuals
who might be able to impose adverse effects on the process. Roles must be properly
defined, and the supplier must establish and enforce the requirement for personnel
security reviews and assessments or performance among supply chain personnel.

Since people are the key to any supply chain risk mitigation strategy, there
should be extensive and careful planning for enhancing the individual KSA of
every supply chain member through a comprehensive awareness and training pro-
gram. The acquiring organization needs to be able to ensure that all its supply
chain members have developed comprehensive awareness and training programs
that promote SCRM policy and procedures, as well as standard, acquisition, and
procurement requirements.

Key Concepts

The SCRM process embodies three roles: acquirer, supplier, and integrator.
SCRM is an essential element of doing business in a global economy.

Supply chains rely on contracts to enforce trust.

Supply chains are built through transparency created by effective
communication.

The creation and documentation of well-defined relationships is the basis for
establishing trust among supply chain participants.

B Supply chain management should be designed, coordinated, and enforced

through a single controlling entity.

B The Agreement processes as specified in ISO 12207:2008 serve as the basis
for defining a formal Acquisition process.

B Trust is ensured by standard, commonly accepted controls.

B Standard control frameworks define the best-practice basis for creating
SCRM.

B Deople are the weakest link in a supply chain.

B Staff capability should be certified and ensured by all parties in a supply
chain. This is done by means of formally designed and deployed awareness,
training, and education programs.

B Testing and inspections are important sources of data about the evolution
of the product as well as a means of creating and ensuring continuing trust.
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Key Terms

acquirer: the entity in the supply chain process who purchases a given product or
service

best practice: the execution of a set of behaviors that are both well defined and
commonly accepted as correct in each community of practice

community of practice: a known and commonly accepted collection of organi-
zations all performing a given product development or service activity
among which a set of formally defined relationships exists

consumer: designates the final customer in the Acquisition process, the entity for
whom the product was built

control framework: a comprehensive set of standard behaviors intended to explic-
itly define all required processes, activities, and tasks for a given field or
application

controls: technical or managerial behaviors put in place to ensure a given and
predictable outcome

counterfeiting: the insertion of a component or the sale of a product that has not
been produced by the manufacturer of record—can lead to unexpected
failures of components and products

outsourcing: the letting of subcontract to a third-party organization to provide a
product or service

physical supply chain: the action of formally delivering a specific part or module
to another entity in the supply chain

process design: the act of translating product development into specific steps along
a timeline for an intended, and verifiable outcome

sourcing: the organizational process of product acquisition either through a devel-
opment process or by the purchase of a COTS solution

transparency: full and complete understanding of the execution and outcomes of
a process among a defined set of stakeholders or partners
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Chapter 4

Risk Management

in the Information
and Communication
Technology (ICT)
Product Chain

At the conclusion of this chapter, the reader will understand

B The proper methods for security categorization for supply chain systems

B The tasks that ensure adequate security control selection within the ICT
product chain

B The security control implementation process

B Proper procedures for assessing implemented security controls within the
supply chain

B The impact that authorization has to the effectiveness of security within the
supply chain

B The generic practices of supply chain security control continuous monitoring

Introduction

By definition, risk management involves a systematic architecture comprising all
of the necessary controls to prevent unauthorized use, loss, damage, disclosure,

17
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or modification of organizational information. In order to adequately control
such an architecture, a well-defined risk management process must be in place
to provide assurance that each aspect of the architecture is properly implemented
and governed.

Generally, organizations design, implement, and follow a structured set of activ-
ities and tasks to establish a persistent operational risk management process. This
design and management process, first and foremost, is a strategic activity in that it
involves long-range considerations from an organization’s operational perspective.
Factor in the element of supply chain risk and the scope of the strategic activities
increases exponentially. Thus, planning for strategic risk management is necessary
atan organizational level, considering the implications of the supply chain, in order
to ensure continuous product risk assurance. Likewise, a formal strategic planning
process is necessary to implement supply chain risk management (SCRM). Risk
management itself must incorporate all of the elements of the supply chain within
its scope, and the process should reach the boundaries of the acquiring organization
and each supplying organization.

The outcome of the implementation of a SCRM process is a concrete risk man-
agement scheme that provides a balance between long-term risk control policy, and
real-world conditions and constraints. At the core of the process is a set of sub-
stantive controls that ensure the requisite level of assurance against loss. Further,
those controls should be traceable directly to the policies defining their need. This
is a closed-loop process in that the ongoing alignment of risk controls to policies
fine-tunes the evolution of the substantive risk management process and ensures
its effectiveness in all operational settings within the controllable elements of the
supply chain.

Specifically, the process of risk management must include identifying and
controlling information as it is created within the supply chain, risk identification
(examining, documenting, and assessing the security concerns represented by a
given component within the supply chain), a risk-control process (applying controls
to reduce identified risks) and prioritizing their importance. It is hard to ensure
against threats to the components of an evolving product because the development
process is normally dispersed across a number of organizations at various levels of
integration. This is potential risky because any breach of the product development
chain can compromise the entire product. In Chapter 1, we used the term “weakest
link.” Managing the implications of the weakest link must be integrated into the
activities that comprise the risk management process.

Organizations must also factor in risks associated with the use of offshore
development of commercial off-the-shelf (COTS) products (over which the orga-
nization has no control). Work across organizational boundaries as defined by
agreement is the basic approach to the development of most complex technology
products, but most of these relationships are undefined. Software in particular
is intangible and dynamically changeable. Thus, it is almost impossible to get
an exact understanding of product status as it moves up the development chain.
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Consequently, explicit and trustworthy risk control processes have to be applied at
all levels of the supply chain.

The problem faced by organizations up and down the supply chain is that
the term “risk management” is rather nebulous. To make the practice standard,
the overall process itself requires a concrete statement of what a SCRM process
comprises. Standardization is important because a lack of effective, coordinated
implementation and execution of the elements of the process has made overall risk
management efforts ineffective.

The lack of coordinated action, even within the processes of a single organiza-
tion, has been so pervasive that a logical response seemed to be the formulation of a
comprehensive and coherent specification of the commonly accepted best practices
for risk management. That specification could then be used to guide the creation
of an effective risk management scheme for all organizations throughout the sup-
ply chain. Steps were taken by the Federal Government to formally research and
develop a standard and comprehensive risk management process. In this chapter,
we use that standard and process as a means to demonstrate an effective risk man-
agement scheme and the ability to be extended to apply to the underlying principles
of SCRM.

The specification of commonly accepted standard processes is the role of
the National Institute of Standards and Technology (NIST) Risk Management
Framework (RMF). Of specific interest here, NIST has developed and published
a formal reference model for the management of risk: the Risk Management
Framework. The framework has been written from the perspective of managing
risk within an organization in isolation of risk imposed by suppliers of acquired
products and services. This large-scale standard model serves as the specification of
a fundamental process for understanding the risks involved in assuring information
and ICT organizations, the foundation for deploying the common control mecha-
nisms required to manage the risks within them, as well as a mechanism for apply-
ing the process steps throughout the supply chain. It has the additional advantage of
providing the umbrella definition of the process for achieving Federal Information
Security Management Act (FISMA) certification. The remaining sections of this
chapter introduce the steps of the RMF (Categorize, Select, Implement, Assess,
Authorize, and Monitor); within the context of each step’s activities, we present
implications of the underlying practices of successful SCRM. It is important to
note that most of the steps outlined in the RMF correlate, in one way or another,
to a management control that organizations must have formulated to provide ade-
quate assurance of proper security management practices.

Supply Chain Security Control Categorization

In our discussion of the Agreement processes of ISO/IEC 12207 eatlier in the
book, one of the first activities required of the acquirer is the understanding
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and documentation of the requirements of an Information and Communication
Technology (ICT) project. Many such requirements include those that protect the
system and the data contained within. This understanding and documentation of
security requirements involve a systematic progression through tasks aimed at iden-
tifying and prioritizing implications to underlying system confidentiality, integrity,
and availability.

While it is easy to recommend that an organization proceed through secu-
rity identification and prioritization activities, we must keep in mind that many
ICT projects utilize services of third-party vendors and that some are local, while
others must be accessed across the Internet through cloud-based infrastructures.
Assessing security requirements, therefore, must address such supply chain scenar-
ios and their associated risks. We noted in an eatlier chapter that the supplier has
the responsibility of justifying its capabilities. Regardless of the nature of the pro-
vided product or service, visibility of ICT security must be considered an important
part of establishing a supplier relationship to ensure that the information security
risks to the acquirer’s information and information systems are properly managed.
In order to identify and manage these information security risks, the acquirer must
obtain assurance that the supplier has implemented adequate information secu-
rity management and controls. When these are not negotiable, the acquirer should
select a supplier’s product or service based on criteria that include requirements
for information security management and controls to avoid or mitigate risks to an
acceptable level.

The process of understanding the acquirer and supplier business requirements
while matching them to the properties of confidentiality, integrity, and availabil-
ity and measuring each requirement for the degree of security risk it imposes is
often referred to as “Security Impact Analysis™. In an attempt to provide a check-
list process to help organizations identify the level of protection a system requires,
the first step of the NIST RMF, as detailed in NIST SP 800-37 Rev 1 Guide for
Applying the Risk Management Framework to Federal Information Systems: A Security
Life Cycle Approach, includes the Security Categorization process. This process
addresses the need for acquiring and supplying organizations to do an initial assess-
ment based on system information types and the organizational objectives that
each supports. The RA-2 control within the RMF NIST SP 800-161 (which NIST
developed specifically for the purpose of implementing SCRM) stipulates that the

organization must

B Categorize information and the information system in accordance with
applicable federal laws, directives, policies, regulations, standards, and guid-
ance within its industry

B Document categorization results (including appropriate justifications) within
the security plan

B Implement procedures for review and approval (by the authorization official)
of the security categorization decisions
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The Security Categorization step of the RMF process is considered the most impor-
tant because it draws upon both organizational (acquirer and supplier) mission and
goals as a means of defining ICT security activities. Throughout this step, FIPS
199 Standards for Security Categorization of Federal Information and Information
Systems is used to define requirements for categorizing information and informa-
tion systems throughout the supply chain. Furthermore, NIST SP 800-60 Guide
Jor Mapping Types of Information and Information Systems to Security Categories
provides the guidance the acquirer and supplying organizations need to assess the
importance and sensitivity of each type of information and the information system
from which it is input, processed, transmitted, stored, and shared.

The anticipated outcome of this step is that each system and information type
is provided an appropriate impact level of low, moderate, or high (based on the
criteria defined in FIPS 199) and is further used to select a set of baseline security
controls for each information system within the supply chain, from NIST SP 800-
53 Recommended Security Controls for Federal Information Systems, which is then
customized to better meet the security needs identified for each information sys-
tem. Moreover, each system’s impact level determines how aggressively each orga-
nization throughout the supply chain must apply the remaining steps in the Risk
Management Framework, including the assessment of security controls.

Regardless of the impact levels defined at the outset, organizational manage-
ment up and down the supply chain has the responsibility to work collaboratively
to ensure that security categorizations are reviewed on an ongoing basis and com-
municated to suppliers or other acquiring organizations in order to help ensure that
the identified impact levels continue to reflect the mission and objectives of each
participating organization within the acquirer—supplier relationship and its original
environment. To that extent, NIST SP 800-60 suggests that security categorization
routinely be revisited as an organization’s mission and business functions change,
because it is very likely that potential impact levels or even information types will
change as well. As impact levels and/or information types change, communication
mechanisms must be in place to provided suppliers and acquiring organizations the
information they need to make the necessary changes to their own infrastructures.

Based on the premise that organizations enforce repetition and each organiza-
tion participating in acquirer—supplier relationships actively perform system cat-
egorization, four key activities of the process must be performed by each participant
as shown in Figure 4.1:

1. The acquiring organization as well as each supplier must develop policies
pertaining to information system identification for the purpose of security
categorization. The system generally includes a security boundary, which is
often used in ICT discussions to describe the system or part of a system that
is under a specific organization’s administrative control. It is worth noting
that, while an acquiring organization has little administrative control over
supplier administrative policies, the acquirer does have control over which
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Develop security
categorization
policies, determine

system boundaries

Four Key Activities
of System
Categorization

Select security
impact levels for the
identified
information types
within the security
boundary

Conduct formal
review of
provisional impact
levels

Assign system
security category
and overall impact
level

Figure 4.1 Four key activities of system categorization.

supplier it chooses, based on what is known of the policies defined to sup-
port risk management. Therefore, it is in the best interest of all parties of the
supply chain to develop such policies and make them available upon request.
The deliverable for this activity is a document that clearly states each organi-
zation’s business and mission areas and the identification of the information
types that are input, stored, processed, outputted, and shared from each sys-
tem. Additionally, this document should include the basis for the information
type selection. In addition to such policies being made available to acquiring
organizations, they must be available to suppliers upstream from origin to
completion in the supply chain. The documentation produced in this and
the next three activities becomes an addendum to the organization’s security
plan, which becomes authorized later in the risk management process.

2. The acquiring organization as well as each supplier should select the security
impact levels for the identified information types within the security bound-
ary. Those security impact levels can be selected from the recommended pro-
visional impact levels for each identified information type using the guide,
NIST SP 800-60, Volume II Appendices C and D or from the FIPS 199 cri-
teria for specifying the potential impact level based on security objective. The
deliverable for this activity is a document that states the provisional impact
level of confidentiality, integrity, and availability associated with each of the
system’s information types.
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3. Next, each organization must conduct a formal review of the provisional
impact levels for the identified information impact levels for the information
types. This activity also includes the adjustment of the impact levels as neces-
sary based on the following considerations:

— Confidentiality, integrity, and availability factors

— Situational and operational drivers (timing, life cycle, etc.)

— Legal or statutory reasons

The deliverable for this activity includes a document of all adjustments as well
as the final impact level assigned to each information type and the rationale
or justification for the adjustments.

4. Finally, the organization must assign a system security category and overall
impact level. A review is conducted to analyze the identified security catego-
rizations for the aggregate of information types and determine the system
security categorization by identifying the highest security impact level for
each of the security objectives (confidentiality, integrity, and availability). The
deliverable for this step is a document containing the assignment of the over-
all information system impact level, based on the highest impact level for the
system security objectives (confidentiality, integrity, and availability).

The “carry forward” dynamic of documentation throughout the categorization pro-
cess is important because the conclusions made throughout this process are used as
input to the selection of the set of security controls necessary for each system and
the system risk assessment. The minimum security controls recommended for each
system security category can be found in several helpful resources such as NIST
SP 800-53 Revision 4, Security and Privacy Controls; the Council on Cybersecurity,
Critical Security Controls for Effective Cyber Defense, Version 5.0; SANS Institute,
Top 20 Critical Security Controls; and the Payment Card Industry Security Standards
Council, Data Security Standard (PCI-DSS).

Categorization Success through Collaboration

The undetlying success in implementing the SCRM based on existing frame-
works such as NIST’s RMF is largely dependent on a collaborative effort among
all internal and external organizational entities that are directly impacted by the
way information security practices are performed. Appropriate collaboration
within the supply chain is so important that, if you will recall from discussions
in earlier chapters, it is directly built into many of the activities and tasks of
the Agreement process of ISO/IEC 12207. Collaboration is indicative within the
activities of NIST IR7622 Notional Supply Chain Risk Management Practices for
Federal Information Systems. You will see the same is true of the activities defined
in NIST SP 800-161. Through a collaborative effort, senior management is able
to be proactive in making security risk decisions that have an impact on each
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organization’s ability to achieve its mission, and vital business operations remain
functional while maintaining an adequate level of security within each of those
operations. Security teams throughout the supply chain must continue to com-
municate with each internal and external business entity dependent on informa-
tion and the systems that provide the capacity for its processing, storage, and
transmission in an effort to provide the amount of guidance and direction neces-
sary to achieve success within the categorization process. Such outreach activities
include coordinating the definition and distribution of organization-level infor-
mation types, leading organization-wide and supply chain categorization sessions,
providing training to ensure the categorization process is completed according to
directives, and developing templates or obtaining tools to provide assistance in the
completion of categorization activities.

Additionally, the security teams must continue their effort in developing
and maintaining relationships associated with enterprise architecture teams and
affected system operations personnel to ensure that security policies based on the
system’s impact level are implemented properly, common security controls are
implemented, and configuration management includes security considerations
within the operational decision-making process.

The success of the categorization process is dependent upon the col-
laboration among the organization’s many entities. Senior leaders must
balance the benefits gained from using information systems with the
risks that the same systems will be the vehicle through which adversar-
ies cause mission or business failure. Working together, senior lead-
ers can make informed decisions, provide adequate security, mitigate
risk, and help ensure the organization’s missions and business activities
remain functional.

(NIST; 2009)

Supply Chain Security Control Selection

A security program, whether at the organization or the system level, should include
an appropriate mix of security controls: management, operational, and technical.
Through security control selection, organizations throughout the supply chain
are motivated to identify the security controls necessary to satisfy each individual
ICT system’s security requirements as well as those throughout the supply chain.
This step contains tasks associated with documenting those controls in the system
security plan.

From an input — processing — output perspective, the results of the system
security categorization serve as input to the selection of security controls, consid-
ering the impact level assigned to the information system (having used FIPS199
as a basis for drawing those conclusions) corresponds to a baseline set of security
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controls that, in combination, provide the minimum security requirements (initial
baselines), defined by FIPS200 Minimum Security Requirements for Federal
Information and Information Systems, necessary for protecting systems at each
impact level. Through the selection process, each supply chain organization should
use security requirements and risk assessment documentation developed for each
of the components that make up the ICT system in combination with the system
security categorization to identify the appropriate initial security control baseline
and modify that baseline to address the needs of the system. The outputs of the
security control selection process are a tailored security control baseline, continu-
ous monitoring strategy, and an approved initial version of the system security plan
that can be distributed during the RFP and bidding activities of the Acquisition
and Procurement process.

Security control selection identifies all of the controls relevant to each ICT sys-
tem, regardless of which functional unit or supply chain organization is responsible
for providing them. Most ICT systems include a mix of system-specific, common,
and hybrid security controls. “System-specific controls are security controls that
provide a security capability for a particular information system only and are the
primary responsibility of information system owners and their respective autho-
rizing officials. Common controls are security controls that can support multiple
information systems efficiently and effectively as a common capability. When these
controls are used to support a specific information system, they are referenced by
that specific system as inherited controls. Hybrid controls are security controls
where one part of the control is deemed to be common and another part of the
control is deemed to be system-specific” (NIST, 2011).

Based on the descriptions of these control types and within the context of the
discussions of this book, system-specific controls are certainly important con-
siderations for each individual organization. However, the selection of common
controls and hybrid controls and their associated providers becomes a significant
implication to the streamlining of control selection throughout the supply chain.
Security control baselines defined in system security plans indicate the type for
each control and, in the case of common or hybrid controls, may incorporate con-
trol information in other system security plans. Thus, all relevant documentation
must be shared to establish the level of trust necessary for effective SCRM. The
security control baseline defined during this step serves as the basis for security
control implementation and assessment activities conducted in the next two steps,
discussed in later sections of this chapter.

The security controls selected to support an ICT system typically include both
system-specific controls (provided by the system or the operational and manage-
ment functions dedicated to the system) and common controls provided by other
systems or parts of the organization (or external organizations) that protect mul-
tiple systems. To achieve streamlined SCRM, each supply chain organization needs
(prior to selecting security controls) to identify common control providers and the
security controls available for their ICT systems to use and understand common
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controls enough to determine if they meet their own system’s security requirements
and, when plausible, those of known supply chain organizations. When available,
common controls do not normally satisfy all of an organization’s ICT system secu-
rity requirements in combination with suppliers and other organizations acquiring
the organization’s products or services. Therefore, determination must be made
whether to implement a system-specific alternative or if the common control can be
partially utilized as a hybrid control.

The task of identifying common controls should be performed at the organi-
zational level with considerations made for the security requirements identified by
supply chain organizations, with a directory or inventory of controls made avail-
able to the management of all participating organizations overseeing the identifi-
cation process. The ability to use preidentified sources of common controls greatly
simplifies the control identification process for security team members of each
organization and the management infrastructures overseeing the control selection
process, thus eliminating the need to search for common control providers as part
of the task and allowing attention to be focused on assessing the suitability of
available controls as mechanisms for satisfying minimum security requirements.
Security team members and management performing common control identifica-
tion should be aware of the potential that more than one provider exists for the
same control, as is often the case when more than one operating environment is
available for information system deployment, thus adding the additional activ-
ity of evaluating the provider based on characteristics such as credibility, reli-
ability, and their own security posture. Perhaps the most significant advice that
can be given is that when possible the same common control provider should be
utilized throughout the entire supply chain, thus providing a level of consistency
and adequate security assurance.

While it is not a requirement for private sector supply chain organizations
to follow federal standards and guidelines, organizations doing so begin security
control selection by identifying the baseline security controls corresponding to
the impact level assigned to the ICT system during security categorization. One
such guideline is NIST Special Publication 800-53 Security and Privacy Controls
for Federal Information Systems and Organizations. The minimum security require-
ments defined by FIPS 200 cover 17 security-related areas with regard to protect-
ing the confidentiality, integrity, and availability of systems and the information
processed, stored, and transmitted by those systems. NIST SP 800-53 provides a
complete set of security controls categorized into family names that match the min-
imum security requirement categories identified in FIPS 200 (with the addition of
an eighteenth category for project management, three security control baselines—
low, moderate, and high impact) and guidelines that organizations can use to tailor
standard baselines to their own specific needs according to the organization’s mis-
sions and the environments in which the operations or ICT systems are performed.
The established initial baselines represent a starting point for the selection of secu-
rity controls, serving as the basis for the reduction or supplementation of security
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controls in ICT systems. Alternatively, NIST SP 800-161 provides “supply chain
specific” guidelines that organizations should utilize to identify initial baselines
and formulate an underlying SCRM process. While NIST SP 800-53 defines many
of ICT supply chain-related baselines and control families in Appendices D and F,
NIST SP 800-161 augments NIST SP 800-53 by repeating ICT SCRM-related
controls, includes additional supplemental guidance, and provides new controls
within each family as necessary. The ICT SCRM controls of NIST SP 800-161
are organized into the same 18 families as NIST SP 800-53, with the addition
of a nineteenth ICT SCRM-specific family, “Provenance”. Important to note is
that NIST SP 800-161 should not be used as a replacement for NIST SP 800-53.
Rather, the two should be used interchangeably to adequately select the minimum
security requirements at the system, organization, and supply chain levels.

Both NIST control catalog publications provide compensating and supplemen-
tal controls for many of the security controls listed within the publications’ families.
In some instances, an organization may find that a baseline security control applies
for a system, but implementing the control specified in the baseline is beyond the
organization’s resource capacity from a triple-constraint (scope, time, and cost)
perspective, or its selection may conflict with supply chain organizations. Prior to
deciding to accept, avoid, or otherwise respond to the threats and vulnerabilities
affecting the organization by failing to implement a required control, management
should consider the selection of compensating controls as an alternative that satis-
fies the same security objectives. These controls are designed to satisfy the require-
ment of a security measure that is determined to be too difficult or impractical to
implement. As an organization introduces compensating controls as an alternative
to an otherwise less-feasible baseline, those controls must be documented and ratio-
nale explained for choosing the alternative instead of the baseline in much the same
way as is done to document selection of common or hybrid controls.

Likewise, considering system-specific controls may lead organizations to select
supplemental security controls beyond the minimum requirements specified in the
appropriate baseline for the system. The guidelines provided by NIST SP 800-53
and NIST SP 800-161 provide vital information for the implementation of supple-
mental controls and control enhancements, which organizations may choose from
the requirements in a higher-level baseline or from several optional controls and
enhancements in the security control catalog that are not assigned a baseline. Each
individual organization must determine the necessity for supplemental controls
by comparing the security requirements defined for each ICT system throughout
the supply chain with current capabilities and the expected effect of implementing
baseline controls. Additionally, any requirements that have not been satisfied by
baseline controls may indicate a need for supplemental control considerations. As is
the case for compensating controls, all decisions regarding the addition of supple-
mental controls or enhancements should be documented to provide supporting
feasibility analyses so that management and other organizations within the supply
chain can understand the basis for the control implementation.
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The Eight Tasks of Control Selection

NIST has defined an eight-step process for selection of security controls. While the
process was initially documented in NIST SP 800-37, the same activities should be
performed when extending risk management considerations throughout the supply
chain. The main difference, of course, is the utilization of NIST SP 800-161 as a
guideline to enhance the controls available in NIST SP 800-53 for the purpose of
supply chain implications. The eight steps defined by NIST are summarized in
Figure 4.2 and explained in detail throughout the remainder of this section.

Documentation Prior to Selection

To provide the most effective approach to selecting security controls traversing across
a supply chain, each organization must go through a preliminary activity involving
the collection of relevant documentation specific to the system. Detailed attention
should be paid to the documentation that describes the means by which ICT sys-
tems are interconnected with other suppliers or systems of other parties acquiring
the organization’s ICT-related products or services. In particular, the security plan,
procedural documents, and assessment risk results must be made available. It may
seem strange that assessments would be performed before the selection of controls.
Assessments include testing, evaluations, reviews, and analyses. Each organiza-
tion within the supply chain conducts assessments of ICT systems, components,
products, tools, and services.

The intention is to conduct assessments in order to uncover unintentional and
intentional vulnerabilities. SA-12 of the System and Service family of controls
defined in NIST SP 800-161 stipulates that the organization can adopt any appro-
priate assessment method or combination of methods prior to selecting supply chain
components used in the organization’s information system or ICT supply chain
infrastructure. Further, the guideline states that selection of assessment method
depends on the identified impact level (depth and breadth required for component
selection) and should take into consideration the underlying security requirements
and budgetary constraints when making methodology decisions.

Select Initial Security Control Baselines and
Minimum Assurance Requirements

At the conclusion of security categorization, each supply chain organization will
have determined and documented into its security plan the appropriate impact level
for the system. With that done, the organization can begin identifying the initial
set of security controls and minimum assurance requirements. More specifically, a
process is initiated by which the initial set of security controls is selected through
the identification of the baselines listed low, moderate, and high in NIST SP
800-53, Appendix D. NIST SP 800-161, Appendix A, provides a similar selection
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mechanism by presenting a table containing a subset of NIST SP 800-53 controls
directly related to SCRM and identified as a high baseline. Further, the table pro-
vides categorization of each control based on its established SCRM baseline and
the risk management organizational tier initially defined in NIST SP 800-39.
Figure 4.3 shows a sample of the controls listed in NIST SP 800-161, Appendix A.

Recall the discussion of “strategic risk” in Chapter 3. The baseline controls are
carefully chosen as a requisite to the identified impact levels (based on FIPS 199)
determined during security categorization. The minimum assurance requirements
are defined in NIST SP 800-53, Appendix E. In general, security assurance is the
means by which trust is established within the ICT system. Given the scope and
complexity of SCRM relationships, it is an understatement that identification of
minimum assurance requirements is a vital component to the overall supply chain
control selection process. Each minimum assurance requirement is grouped by
system impact level, and it applies to each control within the final set of security
controls. Once the initial baselines and minimum security requirements are iden-
tified, they should be documented in the security plan. The documentation must
include the identified controls and requirements in addition to the justification for
having made each decision. The documentation written here will be updated after
subsequent activities within the control selection process are complete.

Once an initial set of baseline controls and minimum assurance requirements
is selected, the organization must begin the process of fine tuning or “tailoring”
the baselines using the guidelines provided in NIST SP 800-53. Through this
activity, organizations can address specific business processes and organizational
requirements, constantly evolving operational environments by adjusting the initial

Control 80053 Rev. 4 SCRM Tiers
Control Name
No. High Baseline Baseline 2

3
AC-1 Access Control Policy and Procedures X X
AC-2 Account Management X X X X
AC-3 Access Enforcement X X X X
AC-3 (8) Access Enforcement | Revocation of Access Authorizations X X X
AC-3 (9) Access Enforcement | Controlled Release X X X
AC-4 Information Flow Enforcement X X X X
AC-4 (6) Information Flow Enforcement | Metadata X X X
AC-4 (17) Information Flow Enforcement | Domain Authentication X X
AC-4 (19) Information Flow Enforcement | Validation of Metadata X X
AC-4 (21) Information Flow Enforcement | Physical / Logical X

Separation of Information Flows

AC-5 Separation of Duties X X X X
(AC-6) (Least Privilege) (X) (N/A)
AC-6 (6) Least Privilege | Privileged Access by Non-Organizational X X X

Users

Figure 4.3 Sample ICT SCRM control summary.
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security control baselines. Tailoring activities include applying scope guidance to
the initial baseline. Scope guidance involves:

B Determining the extent to which a security control applicable to a specific
information technology is necessary to a specific ICT system

B Developing the specification of compensating security controls, if it becomes
necessary to replace recommended security controls

B Developing the specification of organization-defined parameters values,
when required to implement specific security controls

The activity of applying scoping guidance entails the review of the ICT system
in order to determine whether the use of common controls, physical infrastruc-
ture-related considerations, or technology-related considerations is needed. This
assessment is made for each baseline security control in the ICT system. NIST
recommends that organizations take into consideration operating environments,
technology, physical infrastructure, public access, policies & regulations, security
objectives, common controls, system component allocations, and scalability when
making scoping guidance decisions.

Further, any organization within the supply chain should consider that suppli-
ers or acquirers might not be able to offer customization or tailoring to the extent
that organization determines of their SCRM needs in addition to the budgetary
constraints imposed on such tailoring. With that in mind, organizations acquiring
products and services of ICT suppliers should analyze the costs versus the benefits
of those products and services as they make their final acquisition decisions. The
acquiring organization must also keep in mind the lack of control it has over sup-
plier decisions. As such, the supplier may choose to keep its processes or products as
is and not support the acquirer’s SCRM requirements. Collaborative conversations
between the two parties may result in an understanding and identify acceptable
solutions when such challenges occur.

Determine Need for Compensating Controls

As the organization concludes the tailoring process of the control selection, there
are times in which specific controls may not be appropriate or feasible for imple-
mentation. In those cases, the organization should evaluate the appropriateness
of compensating controls. Such controls are an alternative to specific controls
in the low, moderate, or high baselines. These controls are intended to provide
equivalent or comparable protection for organizational ICT systems throughout
the supply chain and the information processed, stored, or transmitted by those
systems.

As organizations make control selection decisions, they must consider that
in many cases, they use external ICT service providers to manage their mission
and business functions. Recall from previous discussions that the strategy of
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outsourcing ICT systems and services creates a set of ICT supply chain concerns
that reduces the acquirer’s visibility into, and management of, the outsourced func-
tions. With just that point being considered, an organization can find itself faced
with the need to enforce increased rigor in defining ICT SCRM requirements.
Regardless of who performs the services, the acquirer has the responsibility for the
risk imposed to its information infrastructure and data that may result from using
these services. As such, an organization must implement a set of compensating
ICT SCRM controls to address this risk and be willing to accept that risk. Once
implemented, those compensating controls must be adequately communicated,
verified, and monitored through such mechanisms as contracts, interagency agree-
ments, lines of business arrangements, licensing agreements, and/or supply chain
transactions.

Determine Organizational Parameters

Many of the security controls listed in Appendix F of NIST SP 800-53 and
Appendix B of NIST SP 800-161 include control enhancements that contain sys-
tem-specific or organization-defined parameters that add a considerable amount of
flexibility when defining selected portions of the controls to effectively meet spe-
cific organizational security requirements and objectives. Each parameter contains
a predetermined set of values that can be assigned by the organization. Once the
organization has completed an initial pass through scoping considerations, and
has made a selection of compensating controls, it must begin a review of security
controls and control enhancements to identify appropriate assignment/selection
statements in order to determine the most effective organization-defined values
for the identified parameters. Once the organization has defined the parameter
values and control enhancements, it becomes part of the control and enhancement.
Conversely, some organizations choose the parameter values before selecting com-
pensating controls since that activity completes the control definitions and may
adversely affect compensating control requirements. After the system-specific and
organization-defined security control parameters are defined, they must be docu-
mented in the security plan. When appropriate, the selection of control parameters
that directly impact supply chain risk should be communicated through estab-
lished mechanisms in order to promote the constancy and visibility of mitigation
practices.

Supplement Security Controls

Many of the control decisions made relating to initial baseline selections and
tailoring activities result from considering assessment findings done prior to the ini-
tiation of the selection step of the RMF. Those assessments range from the potential
of risk at the business/mission and organization levels and extend to those risks
that may be imposed through acquiring ICT products and services from external
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suppliers. Most organizations find that additional security controls or control
enhancements are necessary to mitigate specific threats to and vulnerabilities in
an ICT system or to satisfy the specific organizational and supply chain security
requirements prescribed through acquirer/supplier contracts, laws, organizational
policies, standards, or industry regulations.

To thoroughly understand what supplemental controls are necessary, the
organization must analyze the tailored security control baseline to determine
whether the controls already selected are in accordance with the organizational
and supply chain security requirements. Based on an understanding of the risk
assessment results; mission/business requirements; supplier/acquirer requirements;
system description; and applicable laws, policies, standards, or regulations, includ-
ing organization-specific guidelines, reviews can be conducted to identify potential
threats, vulnerabilities, and resulting system risks as a means for better understand-
ing the need for additional security controls or control enhancements to adequately
protect the ICT system.

When it has been determined that additional security controls are required,
NIST recommends that they be selected from Appendix F in the NIST SP
800-53 security control catalog. Likewise, when considering the implications of
supply chain security, Appendix B of NIST SP 800-161 provides supplemental
guidance and related controls (similar to what is provided in NIST SP 800-53)
organizations can consider for implementation. Nevertheless, the organization
must be cautious not to implement information technology beyond its ability to
adequately provide protection, thereby preventing the ability to implement suf-
ficient security controls within an ICT system to adequately reduce or mitigate
risk within the organization. Additional supply chain implications become a fac-
tor when technology beyond the organization’s scope of protection is warranted
and an alternative strategy is needed to provide the necessary protection. Such
a strategy must consider all of the additional risks imposed by the additional
use of technology, both COTS and that which is operated and maintained by
third-party vendors.

In other cases, the organization may adopt an alternate approach. Instead of
adding additional security controls, the implementation of a security control is
modified. Such modification could include increasing the frequency of security
activities, increasing the level of detail provided in security documentation, increas-
ing the scope of operating procedures, or increasing the frequency of security
reporting during continuous monitoring activities.

Once the supplemental security controls have been identified, the control deci-
sion and justification for making that decision must be included in the security
plan. The justification for supplementing a control should include the reasons
supplementation is necessary, reference to the control catalog from which the con-
trol was chosen, and details that support the supplemental control’s ability to satisfy
system security requirements. With the inclusion of supplement controls, the plan
should now have the final selected set of security controls.
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Determine Assurance Measures for Minimum
Assurance Requirements

The NIST SP 800-53 guideline devotes an entire section to the appropriately
defining security assurance and trustworthiness from the perspective of security
control specification, design, development, implementation, and maintenance.
That trustworthiness in security requirements is reinforced from the supply chain
perspective in the SA-13 control in NIST SP 800-161, which states that:

These ICT SCRM requirements must include a clear definition of sup-
ply chain disruptions, human errors, purposeful attacks, and other risks.
Processes and procedures must be defined as part of the requirements
activities to ensure that not only components of the ICT supply chain
infrastructure and the information system are predictably behaving,
buct that the processes and procedures also support the requirements for
trustworthiness.

(Boyens et al., 2015)

In determining assurance measures that satisfy minimum assurance requirements,
each supply chain organization must establish a measure of confidence that security
controls can be validated to ensure that they have been implemented correctly, per-
form the intended functionality, and meet the outcomes as specified in the security
requirements. Trustworthiness provides the measure of confidence that supports the
systems capability of preserving the confidentiality, integrity, and availability of
the information that is being processed, stored, or transmitted by the systems that
operate within an identified area of threat. Realistically, that measure of confidence
is very difficult when an organization is dealing with a multitude of ever-changing
supplier—acquirer relationships.

The NIST minimum assurance recommendations are defined in SP 800-53,
Appendix E. The guideline stipulates that, for security controls in low-impact ICT
systems, organizations should focus on ensuring that there are no obvious errors
and that as flaws are discovered they are addressed in a timely manner. The security
controls in ICT systems categorized as moderate impact should focus on actions
that foster increased confidence in the correct implementation and operation of each
control. It is still likely that flaws will be uncovered; however, during implementa-
tion, specific capabilities and documentation can be integrated into the control to
increase confidence and help alleviate the flaws, while meeting the required func-
tion or purpose. The documentation integrated into the control becomes important
when assessors must analyze and test the functionality of the control as part of the
overall control assessment step of the RMF.

Security controls in ICT systems categorized as high impact should focus on
expansion to require integration within the control the capabilities necessary to
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provide consistent operation of the control and continuous improvement in the
control’s effectiveness. Recall that NIST SP 800-161 echoes the high-impact con-
trols listed in NIST SP 800-53 that directly relate to supply chain security. The
improved effectiveness can be sought by integrating many of the related controls
listed in that guideline. Likewise, during each phase of the system life cycle, it is
expected that the organization will prioritize the requirement of associated design
and implementation documentation to support these activities. The documentation
integrated with the control is also valuable to the assessors who must analyze and
test the internal components of the control as part of the assessment process.

As each control is designed and implemented, it should be reviewed to deter-
mine whether any additional enhancements or documentation is needed to satisfy
assessment criteria. Appendix E of SP 800-53 provides assurance requirements for
each of the system impact levels (high, moderate, and low). Those requirements
define what degree of assurance an organization is expected to implement in order
to satisfy assessment criteria. A table of assurance-related controls is provided for
each level to identify those controls that must be implemented in order to satisfy
the assessment expectations for that level. The appendix also provides additional
assurance requirements available to developers/implementers of security controls
that supplement the minimum assurance requirements for low-, moderate-, and

high-impact ICT systems.

Complete Security Plan

As has been emphasized in this and other chapters, communication is a key compo-
nent to any legitimate approach to quality SCRM. At the core of communication is
documentation to be distributed to suppliers and acquires to facilitate practices of
managing cybersecurity risk; the most vital of these documents is the security plan.
Within the security plan are the justifications for all of the decisions made dur-
ing the initial security control selection, tailoring, and supplementation processes.
Organizations should provide convincing rationale for those decisions, that they
directly support prescribed security objectives and requirements of the organiza-
tion and those known by management, suppliers, and acquirers. The clarity of the
information contained within the security plan is essential when examining the
overall security posture of the ICT systems across the entire supply chain, taking
into consideration the security impact on each organization’s mission and busi-
ness objectives. The selected security controls and supporting rationale for control
selection decisions are documented in the plan.

The challenge faced by organizations is preparing a security plan that puts the
organization’s security objectives into a clear context and is a valuable source of ref-
erence for suppliers and acquirers. It would appear beneficial, in this case, for orga-
nizations to adopt commonly acceptable approaches to preparing the plan. NIST SP
800-18, Guide for Developing Security Plans for Federal Information Systems provides
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the guidance organizations need to develop security plans that adequately define
underlying security strategies.

The security plan is scalable with regard to the extent and rigor of the imple-
mentation. The scalability is largely dictated by the security categorization of the
system. The security plan for a high-impact ICT system may be very detail ori-
ented and contain a significant amount of implementation criteria. Likewise, the
security plan for a low-impact information system may be much briefer and con-
tain considerably less implementation detail. Regardless, there are many NIST-
compliant security plan templates available that organizations can utilize as a basis
for formulating their own security planning strategies.

When documenting how the assurance requirements are implemented in the
ICT system, the extent of the detail is usually scaled to the system’s impact level,
since low-impact systems require much less explanation than their high-impact
counterparts. However, the plan should provide enough detail for a well-defined
implementation of the minimum assurance requirements.

When providing the documentation related to security controls in the plan,
organizations must be careful to include criteria related to the reductions or addi-
tions made to the security control baselines. Additionally, criteria should include
detail pertaining to whether the addition or reduction is a result of security impli-
cations transpiring from within the organization or the result of actions taken by a
supply chain organization. This information not only satisfies standardized defini-
tions of the contents of security control documentation in the system security plan,
but it also provides guidance to SCRM oversight and the security team respon-
sible for implementing and configuring the security controls to satisfy the system’s
defined security requirements. In most instances, management, operational, and
technical controls include parameters associated with policy, acceptable use, time
periods, frequency of execution, or other attributes that vary among ICT systems.
Selection of controls is not complete until values for these parameters have been
determined and documented within the security plan at the level of abstraction
necessary to support effective and efficient implementation and configuration of
each control.

Develop a Continuous Monitoring Strategy

Later in this chapter, we will introduce the Authorization step of the NIST RMF
and its implications to the underlying principles of SCRM. Upon successful autho-
rization, the process of continuous monitoring of implemented security controls
begins. However, as part of security control selection, a strategy is developed that
adequately describes how continuous monitoring of the controls will proceed. To
facilitate a clear and directed approach to continuous monitoring, we recommend
that supply chain organizations adopt NIST SP 800-137, Information Security
Continuous Monitoring for Federal Information Systems and Organization, to ensure
a consistent formalized approach to preparing a continuous monitoring strategy.
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That guideline states that “The goal is to provide: (1) operational visibility; (2) man-
aged change control; (3) and attendance to incident response duties” (Dempsey
etal., 2011).

As defined by NIST, the process for continuous monitoring includes, first,
the definition of a continuous monitoring strategy based on risk tolerance that
maintains clear visibility into assets and awareness of vulnerabilities and utilizes
up-to-date threat information. Next is the establishment of measures, metrics, and
status monitoring and control assessments frequencies that make known organi-
zational security status and detect changes to information system infrastructure
and environments of operation and status of security control effectiveness in a
manner that supports continued operation within acceptable risk tolerances. The
continuous monitoring program should then be implemented to collect the data
required for the defined measures and report on findings and automate collec-
tion, analysis, and reporting of data where possible. Once an adequate analysis has
been performed, it is easier for an organization to respond to assessment findings
by making decisions to mitigate technical, management, and operational vulner-
abilities, accept the risk, or transfer it to another authority. Finally, a review and
update process should be performed in order to revise the continuous monitor-
ing strategy and maturing measurement capabilities to increase visibility into
assets and awareness of the vulnerabilities of the organization, provide continued
consistency with suppliers and acquirers, further enhance data-driven control of
the security of an information infrastructure across the entire supply chain, and
increase organizational flexibility.

Once the continuous monitoring strategy is developed, approval is normally
obtained in combination with the approval of the security plan. Many organiza-
tions take advantage of automated tools and supporting databases to conduct the
continuous monitoring activities. Such tools facilitate near real-time risk manage-
ment for the ICT system and provide a streamlined approach to the way security
authorization activities are performed.

Supply Chain Security Control Implementation

The controls activities defined within the RMF involve applying the decisions that
have been made for mitigating risk to the ICT system and its supporting processes.
Each organization within the supply chain has four choices: accept the risk, trans-
fer the risk, limit the risk, or avoid the risk, with careful consideration made to the
effect that those choices have on the interactions the organization or the organiza-
tion’s ICT system has with suppliers and acquirers. Coming out of the Selection
step, each information asset now has an assigned risk level and a chosen set of
controls for mitigating risk. The most common implementation decision is to limit
the risk by putting controls in place to protect an organization’s information assets
and systems. As the activities of implementation are performed, the organization
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should enforce continuous monitoring and regular updating as a way of keeping the
identified risk at an acceptable level.

In essence, the tasks associated with security control implementation provide
the means by which the organization is able to incorporate the controls identi-
fied and approved as part of the security plan within the functional and technical
requirements identified for the system and its overall design. Organizations can
select from three categories of controls: managerial, technical, and operational. An
ill-advised approach to implementation would be for an organization to focus its
efforts on implementing technical and operational controls while implementing
the managerial controls to provide the necessary support. Organizations should
start by implementing a well-defined managerial control structure based on the
underlying principles of SCRM. Then it should implement the technical and opera-
tional controls utilizing that management structure as a means for ensuring that
technical and operational risks identified throughout the entire supply chain can
be effectively mitigated. The RMF identifies two tasks associated with implemen-
tation: security control implementation and security control documentation. In
performing those tasks, organizations must be careful to consider all three control
categories.

Implement the Security Controls Specified in the Security Plan

As we consider the implication of implementing security controls, it is easy to draw
wrong conclusions of the extent to which this step depends upon supply chain
relationships. Consider that if we were still performing ICT processes characteristic
of the 1980s, 1990s, and prior, most hardware, software, and management imple-
mentation was done in house by development teams that specialized in individual
areas of the ICT system or management. As time evolved, those development teams
gradually included “project specific” contractors that were hired specifically to com-
plete large-scale ICT projects. Today, most large organizations depend upon the
supplier relationships they have with full-service life cycle organizations in order to
outsource development. With that in mind, it becomes clear that security control
implementation has significant implications for the discussions we had in an ear-
lier chapter about the ISO/IEC 12207 Agreement process activities of the System
Development Life Cycle (SDLC). That point alone speaks volumes to the impor-
tance of the existence of a well-defined life cycle process that integrates the steps
of SCRM.

While each organization is unique in terms of the extent by which supply chain
plays a role in security control implementation, the responsibility for completing
the activities of this task is generally assigned to all pertinent areas of I'T depart-
ment, other affected ICT system owners within the supply chain, common con-
trol provider(s), the Chief Information Systems Security Officer (CISSO), and the
information systems security engineer. The underlying objective is to implement
the system’s required security controls. The means by which controls with supply
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chain implications are implemented is largely based on the guidance provided by
NIST SP 800-53A, Guide for Assessing the Security Controls in Federal Information
Systems and Organizations, with care taken to prioritize the implementation of the
selected Configuration Management, Security Assessment and Authorization, and
other management control families of NIST SP 800-161.

The organization should use NIST SP 800-53A as a means for providing the
specific requirements used to assess the security controls implemented in the ICT
system. Further, the organization must ensure that controls with supply chain impli-
cations adequately meet the assessment criteria defined by the supplying or acquir-
ing organizations. In those cases, in addition to the techniques described in NIST
SP 800-53A, an organization may alternatively use other techniques such as sup-
plier self-assessment, acquirer review, or third-party assessments for measurement
and ensuring that controls that meet the organization’s requirements are properly in
place. When an organization defines ICT SCRM implementation requirements, it
may discover that third-party assessments do not address all specific requirements
required for proper implementation validation and verification. Additional evidence
may be needed to justify implementation accuracy and specification consistency. By
approaching implementation through techniques that first consider assessment, the
organization can be assured that the required security controls are implemented to
the same standard required when the system is assessed. This “back into” practice of
implementation also ensures that the system’s security controls are developed cor-
rectly and are validated as compliant during security control assessment.

One approach to ensuring the correlation between implementation and assess-
ment is to first consider the overall structure of the organization’s ICT security
posture and the dependencies that exist between that organization and the supply
chain partners (COTS providers or other third parties providing hardware, soft-
ware, and life cycle services). Based on the architecture that security controls are
built into and the availability of approved and contractually agreed-upon common
controls, the organization, suppliers, acquirers, and control provider can develop
methods of ensuring that the security controls within their own domains of respon-
sibility are implemented correctly, provide the required security mechanisms, and
support the ICT architecture across the supply chain and ICT security strategies.
This multiorganization architecture will provide a mechanism from which specific
security controls and common controls can be allocated to the ICT system, its func-
tional units, and common control providers. The availability of a defined backup
procedure, configuration management, appropriate network firewall configura-
tions, and other security mechanisms and services are just a few ways in which a
security control may be integrated into the multiorganization ICT security archi-
tecture. Such services or products are then selected, developed, and allocated, after
approval and contractual agreement, to specific systems and components requiring
that capability.

Consider the circumstance of a third-party provider requiring access to a
segment of an organization’s ICT system via firewall implementation. It is not



140 ®m Supply Chain Risk Management

uncommon for supply chain relationships to require specific configuration settings
at the point of the firewall, with a defined upgrade schedule, on all network and
telecommunication system components that are capable of having that form of
network security applied to them. Such a standardized approach allows the ICT
system’s security engineer and CISSO of each organization within such a relation-
ship to design the system or system component such that it maintains the require-
ments that keep it in compliance with the multiorganization ICT architecture and
security strategies. Likewise, standardization assists in meeting the requirements
for those controls that mandate the firewall installation (in this case) be integrated
to the networks of supply chain organizations dependent on supplier or acquirer
access and be upgraded on a regular schedule. Having a clear understanding of each
supply chain organization’s enterprise architecture and security strategies, security
control implementation can be better managed to provide testing of leverage sys-
tem security requirements and development and deployment of system services.
Moreover, as the supply chain relationships continue to grow in terms of the level
of security awareness, staff trained in identifying network/telecommunications
threats and vulnerabilities can take appropriate measures to protect from and detect
them. The net result is likely increased SCRM efficiency and substantial project
cost savings.

The scope of implementation includes the activities that effectively allocate and
integrate, to the specific ICT components, the controls identified in the Select Step
of the RMF that will provide protection for the entire ICT architecture. Many
security managers agree that control allocation is one of the most important and
sometimes time-consuming activities of risk management. Successful implementa-
tion requires the coordination of each individual organization within the system
supply chain offering common controls for inheritance purposes, in addition to
cach affected business unit and the ICT staff facilitating and supporting the system
design and development. Put differently, it is through the identification of imple-
mentation requirements that organizations must clearly understand the supportive
nature and implications of implemented controls within organizations throughout
the entire supply chain, in order to provide an end-to-end architecture of system
security and SCRM practices. This is not an easy task, but with the activities we
discussed from the ISO/IEC 12207 Agreement process, the knowledge each orga-
nization requires for successful control allocation, and the contractual obligations
set forth for the implementation of specific controls, it can be adequately docu-
mented and effectively communicated.

Consider the implementation of end-to-end SCRM controls; it would be
important, for the sake of streamlined SCRM, for each organization within the
supply chain to be consistent in the management controls that have been imple-
mented. For example, CM-1 of NIST SP 800-161 states that each organization
within the supply chain must define configuration management policy and pro-
cedures and that those policies and procedures should address the entire SDLC.
The control guideline continues by stating that configuration management policy
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should take into consideration such implementation aspects as configuration items,
data retention for configuration items, and tracking of the configuration item and
its metadata. Further, the guideline emphasizes that each supply chain organization
should coordinate with system integrators and external service providers regarding
the configuration management policy. That last point is perhaps most difficult for
configuration management and other management controls. Each organization is
unique in terms of its enterprise infrastructure.

Therefore, the implementation of each management control is unique in ade-
quately supporting that architecture. However, it is important to consider the
means by which management controls have been implemented by third-party part-
ners to prevent chaos within the decision managing processes of the organization’s
ICT management structure.

Aside from management controls, there are cases in which technical or opera-
tional controls are only implemented in specific components or subsystems and
are not required across the entire supply chain. For instance, a system contained
within one supply chain organization may have functional units that do not require
data storage offsite, while another organization may have a portion of the ICT
system requiring offsite storage for, among other purposes, compliance with legal
and industry regulations. In these instances, the offsite data storage controls are
considered separately and are not implemented in the part of the supply chain
where the requirement does not exist. In general, the combination of each organi-
zation’s underlying strategies, information processing needs, security requirements,
system categorization, common control providers, and control allocation main-
tains a suitable balance among supply chain, system, and organization-provided
security control measures. A clear understanding of each organization’s strategies
and controls supplied by common control providers helps to govern which of the
required controls can be inherited by other supply chain organizations, which con-
trols will be provided by the individual organizations, which controls will be imple-
mented through a combination of the two, and which will be implemented as a
hybrid control.

Security Control Documentation

Throughout the discussion of implementation, we have emphasized the necessity
of structured life cycle processes and well-defined management controls that sup-
port those processes (in this case for the purpose of development of technical and
operational security controls). Each of those processes must be supported by docu-
mentation that includes but is not limited to an assessment plan, a plan for process
improvement, contingency plans, and project plans. Put more directly, each supply
chain organization must develop (and when appropriate be able to distribute) a
set of life cycle documentation that supports the development of required con-
trols, validation (through traceability) of documentation that supports the premise
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that implemented controls meet established requirements, and the security plan
updated with pertinent information about each implemented security control.

The documentation must also describe each control’s categorization as com-
mon, hybrid, or system-specific and when appropriate be able to describe the extent
by which each control is integrated with those of its supply chain partners. Beyond
the scope of life cycle project plans, this documentation serves as the formal plan
and explanation resource with information about the overall function and secu-
rity implementation of each organization’s system, including all required inputs
and outputs. Additionally, it provides a snapshot of end-to-end security through-
out the supply chain. Furthermore, the security control documentation defines the
control’s traceability to the control requirements as defined in NIST SP 800-161,
NIST SP 800-53, NIST SP 800-53A, and required organizational or regulatory
implications affecting facilities and how a control is implemented.

Through documentation, organizations are able to effectively create a balance
between the level of effort necessary for the controls to be implemented, scope, and
the impact that implementing each control will have on the organization’s under-
lying business functions, strategies, mission, or operations and those of its sup-
ply chain partners. At a minimum, the documentation should provide a detailed
explanation about the security control implementation process, required facilities,
test procedures, and appropriate references to the bodies of evidence for common
and hybrid controls. Detail in control design documentation should also provide
adequate descriptions of planned inputs, expected behavior, and expected output
from each control implemented.

Once complete, the documentation becomes part of the authorization package
(we will discuss authorization later in this chapter); therefore, the security team,
system engineers, and other pertinent ICT personnel must determine if each of
the required security controls allocated as system specific or hybrid is appropriately
implemented and adequately protects the system as designed and that the system
life cycle documentation and requirements match the configuration of the system
and its components across the supply chain. The most common approach to accom-
plishing this sense of certainty is executing traceability testing procedures designed
to verify that the controls are documented and added to the system test processes.
The key point is that, much like all forms of ICT system development, the end
result of the implementation must be able to trace back to security requirements.
Additionally, the authorization package requires an updated security plan. As you
will see in our discussion of authorization, through sharing the documentation
contained within that package, a streamlined SCRM process will manifest.

Supply Chain Security Control Assessment

FIPS 200 stipulates that organizations develop schedules for the assessment of
security controls in organizational information systems as a way of measuring the
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effectiveness of each control within the context from which it was applied. The
standard continues by stating that organizations must develop and implement
action plans that correct discovered deficiencies and reduce or eliminate vulnera-
bilities in the organizations’ ICT systems. The guidelines provided in the “Security
Assessment and Authorization” family controls defined in NIST SP 800-161 put
that requisite of assessment into the context of the supply chain by stating that
organizations should integrate ICT supply chain implications into ongoing security
assessment activities. Such implications include the organization’s ICT systems and
ICT supply chain infrastructure and external assessments of system integrators and
external service providers. The guidelines emphasize that each supply chain orga-
nization should assess documentation and tracking of chain of custody and system
integration between organizations, verify the existence of ICT supply chain secu-
rity training, and verify each supplier’s claim of conformance to security, product
integrity, and the use of validation tools and techniques for noninvasive approaches
to detect counterfeits or malware.

In general, the intention of assessment (as defined by the RMF) is that once
security controls are implemented, they should be assessed to ensure that the orga-
nization and each organization within the supply chain achieves the desired level
of effectiveness from those controls. More specifically, security control assessment
is a process put into place by the organization in order to review the managerial,
technical, and operational security controls that have been implemented into the
ICT system and the organization’s managerial structure. Such an assessment helps
the organization determine if the controls were put into place correctly, operate
as intended, and produce the desired outcomes as defined by the security require-
ments. To that extent, assessment activities go well beyond the degree from which
verification and validation were performed during the implementation step.

Before expanding further, we should clarify the context from which the term
“Risk Assessment” is used in NIST guidelines. Very often confusion exists regard-
ing when risk assessment should be performed, before or after security control
implementation, which creates a “which comes first the chicken or egg” phenom-
enon. The short answer is that it should be performed before and after. NIST SP
800-161 uses NIST SP 800-39, Managing Information Security Risk: Organization,
Mission, and Information System View, to integrate ICT SCRM into risk manage-
ment tiers and the risk management process. To a large extent, NIST SP 800-39
describes risk assessment from a risk analysis perspective, in which tasks are identi-
fied in order to assist an organization in identifying the most probable threats to
an organization and analyze the related vulnerabilities of the organization to these
threats. It is a very high-level overview of your technology, controls, and policies/
procedures to identify gaps and areas of risk. The RMF presents risk assessment as
the means for evaluating existing security and controls and assessing their adequacy
relative to the potential threats of the organization. In short, both sets of processes
should be in place to ensure SCRM is appropriate for adequately identifying and
mitigating risk throughout the supply chain.
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The Four Tasks of Security Control Assessment

The RMF identifies four tasks associated with assessment:

1. Develop, review, and approve a plan to assess the security controls

. Assess the security controls in accordance with the assessment procedures
defined in the security assessment plan

. Prepare the security assessment report documenting the issues, findings, and
recommendations from the security control assessment

. Conduct initial remediation actions on security controls based on the find-
ings and recommendations of the security assessment report and reassess
remediated control(s), as appropriate

To facilitate the assessment tasks of the RMF, NIST SP 800-53A R4 Assessing
Security and Privacy Controls in Federal Information Systems and Organizations can
be used. This guideline provides a set of common assessment procedures for eval-
uating the effectiveness of the security controls organizations have implemented
in addition to those implemented by supply chain partners. The guideline also
provides guidance for building effective security assessment plans and managing
assessment results. To support the effective assessment of technical controls, NIST
has provided the guideline SP 800-115, Technical Guide to Information Security
Testing and Assessment, which presents review, technical testing, and examination
techniques that organizations can use to perform assessment for technical controls

(Figure 4.4).

1. Develop, Review, and Approve a Plan
During this activity of the assessment step, each supply chain organization
must appoint an assessor whose first task is to develop an assessment plan
to guide the assessment processes and procedures to follow. At a minimum,
the plan should include which system components to assess, what automated
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tools or manual processes will be used, and a description of clearly defined
assessment boundaries.

An accompanying test plan should identify agreed-upon rules of engage-
ment (ROE) that have been approved by the information system owner,
affected supply chain partners, and authorizing official. Too often, there is
confusion amongst supply chain participants about the extent to which ROEs
are applied. For streamlined assessment to be effective, it should include a
definition of the scope and depth of the assessment, a point of contact (POC)
within each organization for when unexpected events or incidents occur
during testing, acceptable tools and techniques that must be used during
assessment, and the appropriate levels of access to each system component
necessary to complete the assessment or test. The test plan is based on a Body
of Evidence (BOE) presented by the information system owner to the indi-
vidual (whether within that organization or a representative from a supply
chain partner). Put simply, the BOE comprises the contents of the system
security plan, system architecture, and enterprise architecture documenta-
tion that includes associated policies, user guides, and previous test results.
An accurate and thorough BOE ensures the capacity in which an assessor
from any supply chain organization can understand the detail of how each
interconnected supply chain system is built and the level of detail necessary
to adequately test the systems security control implementation.

The first task in planning and preparing for assessment is to identify the
controls that are to be assessed. In the case of supply chain relationships, the
degree by which assessment is performed may extend well beyond a single
organization’s boundaries. NIST SP 800-53A contains assessment procedures
for every control and control enhancement in the security control catalog of
NIST SP 800-53, and it is echoed in NIST SP 800-161. The NIST catalogs
are an excellent resource for beginning the decision-making process regard-
ing which assessment procedures to follow. However, it is not uncommon for
organizations to adapt proprietary or industry-based assessment procedures
to achieve the intended assessment objectives, especially in supply chain rela-
tionships that, at times, include multiindustry implications. Nevertheless,
regardless of the means by which assessment methods are chosen, the selec-
tion of those procedures must take into consideration criteria such as the
impact level of each interconnected supply chain system and organization,
in addition to assurance requirements of each organization that must be
satisfied.

Once each organization has effectively established the scope of the assess-
ment, other factors can be considered. At this point, a timeline for activities
performed throughout the assessment can be established. Additionally, each
organization can make the necessary decisions regarding the allocation of
sufficient resources to the assessment process, including decisions related to
how many assessors are necessary. When multiple assessors are assigned, it is
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important that each has sufficient expertise to evaluate assigned controls and
that all assessors have a common understanding of what constitutes a “satis-
fied” finding.

As in the case of all ICT projects, legal implications must be considered
before the organization begins implementing the assessment plan. For exam-
ple, if an organization utilizes the services of external assessment organiza-
tion, the legal departments of both organizations may be involved. Likewise,
when assessment implications must be considered related to the interconnec-
tion between supply chain organizations, each organization must play a role
in reviewing the assessment plan and providing specific clauses into contracts
that dictate what can and cannot be done, relating to the assessments being
performed. Confidentiality of information is also a concern. The legal depart-
ments may require external assessment organizations or supply chain partners
to sign nondisclosure agreements that prohibit representative assessors from
disclosing any sensitive, proprietary, or restricted information to unapproved
parties. Within the agreement, privacy issues should be addressed. Each
legal department should be aware of any privacy concerns that the organi-
zation may have and address potential privacy violations before the assess-
ment begins. Finally, captured data may include sensitive attributes that do
not belong to the organization or personal employee, data that may create
privacy concerns. Each legal department has the responsibility to determine
data handling requirements to ensure data confidentiality is intact.

2. Assess the Security Controls

Once the assessment plan has progressed through the appropriate approval
process, management oversight of each supply chain organization must
ensure that security control assessment proceeds according to the schedule
and approach specified in the plan. One way to look at the activities associ-
ated with performing assessment is to think of it as building an assurance case,
a term built from the work of the Software Engineering Institute of Carnegie
Mellon University. An assurance case consists of evidence (obtained through
performing activities of the SDLC) that the controls in the ICT system have
been implemented correctly, operate as intended, and produce the desired
outcome based on established security and privacy requirements. In doing so,
the organization presents the evidence in a way that assists decision-makers
in making effective risk-based decisions.

To be effective, the assessment should adequately verify the implemen-
tation of security controls documented in the system security plan and
agreed-upon documentation set forth by the conglomeration of supply chain
partners, by examining evidence produced through interviewing members
of the security implementation team of each organization and testing the
controls based on the criteria specified in each organization’s assessment plan
to validate that they function as expected and verify that evidence shows that
the security controls continue to meet documented requirements.
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The assessment process should follow the predetermined procedures
for each control set forth in the security assessment plan through exam-
ining, interviewing, or testing applicable assessment objects and reviewing
available evidence in order to make a determination for each assessment
objective. The goal of the assessor is to find adequate evidence within each
assessment procedure to render a result in a finding of “satisfied” or “other
than satisfied.”

Regardless of the procedure, it is important that security control assess-
ment findings be objective, evidence-based indications of the way the orga-
nization has implemented each security control. Since documentation and
observation are generally used as a source of evidence for assessed controls
and are frequently distributed to supply chain partners, such evidence must
be correct and complete and present a level of quality that provides its own
evidence of accuracy. Moreover, documentation of security control assess-
ment results should be presented at a level of detail appropriate for the type of
assessment being performed and include required criteria-consistent organi-
zational policy and agreements set forth through supplier—acquirer contracts.
. Prepare the Security Assessment Report
At the conclusion of the formal assessment of security controls, each organi-
zation should prepare a draft security assessment report. Included within
the report are the assessment findings and indications of the effectiveness
determined for each security control implemented for the ICT system.
For ease in creating the report and ensuring that it contains the correct
content, we recommend the general format provided by NIST in Special
Publication 800-53A. NIST suggests that the results of security and pri-
vacy control assessment directly impact the way controls are implemented
across the entire supply chain. Further, the guideline emphasizes that the
assessment has an influence on what is contained within the security and
privacy plans and other plans of action and milestones that directly impact
the security posture of the organization and those supply chain partners
that depend on such documentation in order to provide the end-to-end
implementation and assessment strategies that contribute to a unified
SCRM effort.

Once prepared, organizational management along with the ICT system
users, affected supply chain partners, and common control providers review
the security assessment reports, privacy assessment reports, and updated risk
assessment to determine the next steps required in response to the identified
weaknesses and deficiencies. In doing so, NIST recommends that the assess-
ment report include the labels S for satisfied and O for other than satisfied
in providing visibility into specific weaknesses and deficiencies of security
or privacy controls that have been identified within the ICT system or other
influential system within the supply chain. Additionally, the report should
document assessment findings and provide recommendations for correcting
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the identified control weaknesses, deficiencies, or other-than-satisfied deter-
minations made during the assessment. Specifically, NIST SP 800-53A stipu-
lates the following content be included within the report:
— 'The information system name
— The impact level assigned to the system
— Results of previous assessments or other related documentation
— 'The identifier of each control or control enhancement assessed
— The assessment methods and objects used and level of depth and coverage
for each control or enhancement

— A summary of assessment findings
— Assessor comments or recommendations
It is not uncommon for the assessment team to provide its assessment results
in an initial security assessment report as a means to communicate missing
evidence or provide corrective actions for identified control weaknesses or
deficiencies before the security assessment report delivered in final draft form.
Likewise, it is common for the assessment team to reevaluate any security
controls added or revised during this process, which includes the updated
assessment findings in the final security assessment report.

4. Conduct Initial Remediation Actions
The final draft of the security assessment report provides awareness each
supply chain organization needs into specific weaknesses and deficiencies
in the security controls within its own ICT infrastructure or partnering
organizations. While it might seem impractical for supply chain organiza-
tions to voluntarily share assessment findings, accessibility of the assessment
report can and should be included within the contractual agreements signed
by each organization at the outset of the supply chain relationship. The find-
ings generated during the security control assessment can be thought of as
a disciplined and structured approach to mitigating risks according to the
priorities set forth by each organization. The NIST RMEF stipulates that
once the final assessment report is completed, each organization should use
the security assessment report to develop a plan to resolve (or remedy) those
security control weaknesses and deficiencies discovered through the assess-
ment process. During this part of the assessment process, organization offi-
cials and control providers engage in discussions about the report and work
collaboratively to make decisions related to “next steps” for improvement.
This collaborative engagement of discussion may result in a decision that
certain findings are frivolous and realistically present no significant risk to
the organization.

Alternatively, it may be determined that specific findings within the report
are substantial enough to require immediate remediation actions. In some
cases, security controls that have been identified as weak or deficient may
be so significant to the vulnerability of the system that remediation is nec-
essary prior to the system’s moving into production. If such a significant
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vulnerability exists and is outside the control of the organization, actions
should be taken to work collaboratively with the supply chain partner from
which the vulnerability is established. If a solution cannot be realized, a “last
resort” alternative would be to sever the relationship with that partnering
organization in accordance with the contractual agreements.

When controls that have been identified as a weakness or deficiency have
been corrected, they must be tested and reassessed, ensuring that all correc-
tive actions are compliant with the organization’s Configuration Management
policy and have gained appropriate approval through the Configuration
Control Board, in accordance with the managerial controls CM-1 and CM-3
as defined in NIST SP 800-161. To that extent, actions implemented to miti-
gate risk are implemented and in turn verified as a means for ensuring that
the implementation process was completed accurately.

Verification is the process in which the organization conducts an audit of
the system consistent with the management controls of the NIST SP 800-161
Audit and Accountability family. Through this process, the system is retested
against predetermined test cases and documentation prepared as a means for
holding the individuals performing the verification processes accountable.
The advantage of a system audit is that it includes details of technical verifi-
cation of the changes that have been implemented in the system and can be
conducted by internal security personnel or an external security test organiza-
tion. The audit team should use a defined mitigation strategy as a means of
ensuring that each action is completed.

Most organizations choose to adopt an issue resolution process designed
to assist in determining the appropriate actions to take with regard to the
security control weaknesses and deficiencies identified during the assessment.
The practice of utilizing issue resolution can help address vulnerabilities and
associated risk, false positives, and other factors that may provide useful
information to the organization regarding the overall state of security of the
ICT system across the supply chain including system-specific, hybrid, and
common control effectiveness. Furthermore, the issue resolution process pro-
vides valuable assistance in ensuring that only substantive items are identified
and transferred to the plan of actions and milestones.

Implications of Security Control
Authorization to the Supply Chain

The authorization step of the Risk Management Framework is often misinterpreted
as having few, if any, implications to the underlying practices of SCRM; this is
not an accurate interpretation. To the contrary, it includes the documentation
of the acceptance of a formally sanctioned, organization and supply chain wide
systematic approach to the risk management needs of a given ICT infrastructure.
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The management of risk is a complex and multilayered process that requires top-
to-bottom involvement of not only one organization but all organizations with
which it associates. As we have already mentioned, risk management is intended
to leverage trust and confidence for any ICT system across the entire spectrum
of the organization and the cultures on which it bases its decision-making. We
remind you that trust is a vital element in the consideration of good risk manage-
ment practice. The means by which an organization ensures trust will influence
its long-term corporate relationships as well as the internal and external aspects of
doing business.

The underlying practices of authorization involve formal certification and
accreditation (C&A) processes. However, there are numerous approaches
to C&A. The Federal Government’s FISMA provides a clearly defined set of
requirements that can be satisfied by adopting the recommendations of NIST
SP 800-37 R1, Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach. The guideline provides
details for creating and distributing a FISMA security authorization package;
which includes the security plan, security assessment report, and plan of action
and milestones (all documents of value to each organization participating in a
given supply chain relationship). The guideline provides a general explanation
of the necessary mechanisms for establishing the exact criteria to be included
in the security plan as well as how an action plan and milestones can be created
to ensure practical direction for all supply chain partners. Further, the guide-
line explains how the accreditation plan documents the organization’s specific
approach and strategy for finding and remediating a particular security weak-
ness or operating deficiency that has been identified through security control
assessment.

In general, C&A provide the mechanisms necessary for establishing a well-
defined approach to evaluating, describing, testing, and authorizing systems
and their associated activities prior to or after a system is put into operation.
Certification simply entails a formal process for confirming a set of character-
istics of a system component, developer or system user, or organization. This
process is often provided by some form of external review, education, assessment,
or audit. Recall from our discussion of the RMF assessment step that NIST SP
800-161 provides criteria for 16 audit management controls that, when imple-
mented, will provide mechanisms to simplify the certification process across the
supply chain. Accreditation is a formal organizational process for performing
certification. It is the step that each supply chain organization must take in order
to certify its competency, authority, or credibility. In most cases, this process is
provided by a third-party accrediting institution often known as a “certifier.”
Accreditation ensures that the testing and audit practices of the certifier are
sufficient to distinguish conformance with a given standard, or regulation, as
well as that the audited parties behave ethically and employ appropriate control
assurance.
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The Four Tasks of Security Control Authorization

NIST SP 800-161 (CA-6) stipulates that all supply chain organizations have secu-
rity authorization in place and identifies it as a high-priority management control.
The catalog describes the control as:

official management decisions, conveyed through authorization deci-
sion documents, by senior organizational officials or executives (i.c.,
authorizing officials) to authorize operation of information systems
and to explicitly accept the risk to organizational operations and assets,
individuals, other organizations, and the Nation based on the imple-
mentation of agreed-upon security controls.

(Boyens et al., 2015)

The control guidelines emphasize that it is the responsibility of the authorizing
officials to be accountable for security risks associated with the operation and use of
the ICT systems. In essence, due to the level of authority given to the authorizing
officials, they understand and accept information security-related risks on behalf
of the organization. To assist authorization officials in performing their duties, the
NIST RMF outlines four core authorization tasks each supply chain organization
must perform; they are summarized in Figure 4.5 and as follows:

1. Prepare the plan of action and milestones based on the findings and recom-
mendations of the security assessment report.

. Assemble the security authorization package and submit the package to the
authorizing official for approval.

. Determine the risk to organizational operations, organizational assets, indi-
viduals, and other organizations.

. Determine whether the risk to organizational operations, organizational
assets, individuals, and other organizations is acceptable.
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1. Prepare the POA&M.

Management control CA-5 of NIST SP 800-161 stipulates that organizations
participating in supply chain relationships develop a plan of action and mile-
stones (POA&M) as a way of documenting the planned remedial actions to
correct weaknesses and deficiencies within the ICT system, identified during
assessment and documented in the assessment report. The control guideline
continues by stating that the organization must have processes in place to
update the existing POA&M as a result of findings generated from assess-
ments performed on security controls, security impact analyses, and continu-
ous monitoring activities.

The POA&M provides the authorizing official the vital risk impact informa-
tion needed to make authorization decisions. The authorizing official must be
able to consider many factors when making risk acceptance decisions, includ-
ing the impact of an ICT system on business goals and objectives, impact of
the system on the system objectives of supply chain partners, the effect such
decisions have on corporate reputation, and the operational elements such as
information assets and people that fall within the system boundary. This is not
a “one size fits all” decision process. It requires the ability to balance mitigation
of all of the known risk factors against the efficient and effective operation of
the business; such information is provided within the POA&M.

The security assessment report contains the detailed findings from the test-
ing and evaluations of each security control. Further, it identifies which of
those findings could be considered as acceptable risk and which are not accept-
able. Unacceptable (or residual) risks are findings that are considered detri-
mental for the operation of the system. Therefore, the organization must have
a plan for implementing solutions and mitigating risks. It is the responsibility
of the information system owner to prepare the POA&M for remediation and
mitigation. The document is then submitted to the authorizing official, and
it becomes one of the three documents contained within the authorization
package. As noted previously, the plan is intended to describe the tasks that are
planned to remediate any weaknesses or deficiencies in the security controls
identified during the assessment. Additionally, the plan must describe the strat-
egy for risk acceptance in order to effectively address system vulnerabilities.

In essence, the POA&M provides the means by which the authorizing
official can monitor the progress in remediation, or rework, for each weakness
or deficiency identified during assessment and provides a reasonable mecha-
nism for managing an audit trail of risk mitigation. To that extent, the plan
and the associated milestones can be used by the authorizing official to moni-
tor the organization’s progress in correcting weaknesses or deficiencies noted
during the security control assessment.

The details contained within the POA&M theoretically drive the successes
or lack thereof in the authorization process. It specifies the actions that will
be taken and the milestones that will be met to ensure proper certification
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of system capabilities. This document provides a precise set of activities that
will be carried out along with a set of tailored recommendations for how all
necessary remediation, rework, or additional development will be carried out
prior to implementation.
2. Assemble and Submit the Security Authorization Package.
Upon completion and agreement of the POA&M, focus then turns to the
assembly and submission of the authorization package to the authorization
official for formal acceptance. The information system owner is responsible
for making sure all components are included and delivery to the authorizing
official has taken place. The authorization package should include the secu-
rity plan, the security assessment report, the POA&M intended to address any
identified weaknesses or deficiencies. The information in these key documents
is then used by authorizing officials to make a risk-based authorization decision.
In order to provide the necessary mechanisms to maintain and update control
status information for authorizing officials, organizations will often utilize auto-
mated tools to prepare and manage the content of the package. Automated tools
provide an orderly, disciplined, and timely way to update the security plan, the
security assessment report, or the POA&M. Likewise, they provide the ability to
achieve near real-time risk management and capabilities for ongoing authoriza-
tion for each system within the supply chain. That said, it becomes clear that auto-
mation facilitates more cost-effective and meaningful reauthorization processes.
3. Determine the Risk.
Through risk determination, the organization must effectively assess the risk
to the organization through threats and vulnerabilities to organizational
assets, personnel, or other supply chain organizations. This is accomplished
by each organization following a defined process in which it determines ICT
supply chain risk by considering the chance that known threats could exploit
vulnerabilities throughout the ICT supply chain and the result in conse-
quences that harm the ICT system or prevent the organization from achiev-
ing its organizational goals and objectives. Organizations use threat and
vulnerability information with likelihood and consequences/impact infor-
mation to determine ICT SCRM risk either qualitatively or quantitatively.
The context in which we state “the chance that known threats could exploit
vulnerabilities throughout the ICT supply chain” requires further elaboration.
Determining that known threats can exploit vulnerabilities requires putting
into perspective knowledge of the threat sources, the identified vulnerabilities,
and those supply chain organizations that would be affected by the existence
of the vulnerability or threat. Serious consideration must be given to the extent
by which the exploitation impacts each supply chain organization’s mission.
ICT supply chain risk assessment should, at a minimum, consider two criteria:
— The possibility that the supply chain is capable of being compromised
— The possibility of a system or component of the supply chain being
compromised
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Further, during assessment, consideration must be given to such factors as:

— The type of threats to which a system or system component may be
susceptible

— An understanding of who the supply chain organization is protecting
itself from and the intentions and tools being used to perform the attack

— The degree of exposure each system component has to external access

— Analysis of known system, process, or component vulnerabilities sup-
ported by data in order to determine the likelihood of future ICT supply
chain compromise

Through risk determination, the objective is for each organization to

determine the ease in which a system or component can be compro-

mised and its ability to detect the method used to introduce or trigger a

vulnerability. The goal is to understand the net effect of each identified

vulnerability, which includes the threat information to determine the like-

lihood of successful attacks. Collected data becomes useful in providing

statistical analysis toward conclusions about whether an attack will occur

and accessibility characteristics within the organization and throughout

the supply chain.

4. Determine Whether the Risk Is Acceptable.

The final task of authorization is the acceptance of residual risks that result

from performing activities associated with risk assessment. To make accurate

acceptance decisions requires the involvement of the organization’s manage-

ment team and often includes collaboration with management from supply

chain partners. To that extent, risk acceptance requires the communication

of residual risks identified through the risk assessment process and detailed

within the risk assessment report.

Put simply, the decision of risk acceptance is based on criticality. In other
words, the centrality and sensitivity of the ICT system being considered for
authorization largely determines the amount and degree of risk management
control acceptable for that system. The degree of confidence in the risk accep-
tance decision is a reflection of the amount of rigor evident within the process
of risk analysis. That level of rigor is then factored into the assessed level of
vulnerability or criticality of the ICT system and the known threats associ-
ated with each of these individual risks.

Once accepted, residual risks are considered as risks the management of the
organization knowingly takes. The level and extent of accepted risks comprise
one of the major parameters of the SCRM process. In other words, the higher
the accepted residual risks, the less the work involved in managing risks. This
does not mean, however, that once accepted the risks will not change as a
result of future SCRM activities. Rather, as future risk management tasks
are performed, the severity of these risks will be measured over time. In the
event that new assertions are made or changing technical conditions identi-
fied, risks that have been accepted need to be reconsidered. Finally, a formal
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statement of risk tolerance is prepared with a statement of assessed criticality,
risk tolerances, and concomitant risk controls. This is distributed along with
a plan for monitoring each mitigated risk over time.

Supply Chain Risk Continuous Monitoring

If you are reading this book, you may have interest in or work in some facet of
the SDLC. Therefore, you are likely familiar with the final stage of the life cycle,
maintenance. During the maintenance phase, organizations are faced with the task
of understanding the role of the system under the assumption that it was “built
right,” identifying flaws of the system, and making the necessary system changes in
order to correct those flaws or allowing the system to support the organization, as
new strategies, objectives, and missions are developed. The fact of the matter is that
systems and environments change over time. Thus, in the context of SCRM, there
is always a need to ensure that a suitable end-to-end security response continues to
be maintained for each ICT system or system component characterized as a specific
threat environment. To achieve an adequate level of security response, a formal con-
trol monitoring process is needed and must be capable of continuous assurance of
the appropriateness and sufficiency of the control response within the known threat
environment and in accordance with any documented risk acceptance decisions.

Recall from our previous discussions of NIST SP 800-161 in previous chapters
that the standard provides a clear definition, from the perspective of the three-
tiered organizational structure defined in NIST SP 800-39, of the monitoring
responsibilities that each supply chain partner must perform in the presence of an
underlying implementation of the SCRM process. Step six of that process, monitor,
specifies that the objectives within this phase include:

B At the Organization Tier
— Integrate SCRM into the existing continuous monitoring program
— Monitor and evaluate constraints and risks for change and their impact
at the enterprise level
— Monitor the effectiveness of risk response at the enterprise level
B Ar the Mission/Business Process Tier
— Identify which business functions need to be monitored for supply chain
change and assessed for impact
— Integrate SCRM into continuous monitoring processes
— Monitor and evaluate constraints and risks for change and their impact
at the business process level
— Monitor the effectiveness of risk response at the enterprise level
B Az the System Tier
— Monitor the system level requirements’ response to change and assess
their impact
— Monitor the effectiveness of system-level risk response
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In short, the monitoring objective identified at each tier represents the need for
analysis of individual occurrences in the organization, business process, and system
environment that might pose a threat at that level. The status of existing controls
is evaluated with regard to its ability to protect the organization or supply chain
partners from newly identified threats. The process itself is activated when an event
occurs that may impact the overall organization, mission, or system security status.
From the analysis that gets performed, the relevant organizational stakeholder or
manager is given a set of recommendations that might include options such as
change or patch. They could recommend seeking insurance from a third party; they
might also simply recommend accepr.

In order to maintain a sufficient understanding of the risk at each tier, each
supply chain organization must institute a properly targeted risk-monitoring func-
tion. The outcome of that function should be the results of ongoing qualitative and
quantitative analyses of any newly identified or emerging risk event. In addition to
newly identified risks, that risk-monitoring function should have the capability to
perform the analyses required in order to confirm that currently existing risks are
fully characterized and contained. Ideally, the execution of the risk-monitoring pro-
cess should produce a continuous certainty throughout the supply chain, that the
risks each organization considers priorities are understood and mitigated, and that
any emerging risks are identified, analyzed, and appropriately dealt with, according
to the processes of the risk-monitoring function, as they occur (Figure 4.6).

Supply Chain Risk Continuous Monitoring Objectives

Mission/Business

Organization Tier

O Integrate SCRM into
the existing continuous
monitoring program

o Monitor and evaluate
constraints and risks
for change and their
impact at the
enterprise level

o Monitor the
effectiveness of risk
response at the
enterprise level

Process Tier

o Identify which
business functions
need to be monitored
for supply-chain
change and assessed
for impact

o Integrate SCRM into
continuous monitoring
processes

© Monitor and evaluate
constraints and risks
for change and their
impact at the business
process level

o Monitor the
effectiveness of risk
response at the
enterprise level

o Monitor the system
level requirements
response to change
and assess their impact

© Monitor the
effectiveness of
system-level risk
response

Figure 4.6 Supply chain risk continuous monitoring objectives.




Risk Management in the ICT Product Chain ®m 157

The former point of identifying risks as they occur is a task easier said than
done. Remember that the underlying purpose of risk monitoring is to continu-
ously establish and maintain an appropriate set of managerial, operational, and
technical controls that reduce or eliminate risk. For this reason, risk assessments
are a critical component to the monitoring process. As we discussed earlier in the
chapter, risk assessments ensure effectiveness at all levels of each supply chain
organization by their ability to identify the specific threats to each organization,
determine how likely those threats are to occur, and substantiate the consequences
of each threat. Correctly done, the existing threat environment is periodically
assessed to ensure that the current risk mitigation scheme is relevant and maintains
its effectiveness.

The Seven Tasks of Security Continuous Monitoring

While NIST SP 800-161 and NIST SP 800-39 identify the tasks of continuous
monitoring through activities performed at each organizational tier, the NIST
RMEF outlines seven core authorization tasks that each supply chain organization
must perform and are summarized as follows (Figure 4.7):

1. Determine the security impact of changes to the ICT system and its
environment.

2. Assess selected technical, management, and operational security controls.

3. Conduct remediation actions resulting from the results of monitoring activi-
ties, risk assessment, and items in the POA&M.

4. Update the security plan, security assessment report, and POA&M.

Continuous Monitoring Tasks

C) Determine security impact of changes to environment |

C) Assess selected security controls |

C) Conduct remediation actions in the POA&M |

C) Update security plan, assessment report, and POA&M

C) Review reported security status on an ongoing basis

C) Report the security status of the ICT system |

C) Implement an ICT system decommissioning strategy

Figure 4.7 Continuous monitoring tasks.
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5. Report the security status of the ICT system to the authorizing official and
other appropriate organizational officials on an ongoing basis.

6. Review the reported security status of the ICT system on an ongoing basis
to determine whether the risk to organizational operations, organizational
assets, individuals, or other organizations is acceptable.

7. Implement an ICT system decommissioning strategy, when needed.

Determine the Security Impact of Changes

Every day ICT systems change in one way or another. New components are added;
scheduled upgrades are performed to existing hardware, software, or telecommuni-
cations; and modifications are made to the physical environments from which the
systems operate. The RMF stipulates that each organization implement a process
with adequate management oversight to allow for the controlling and document-
ing of changes to the ICT system and its operating environment. Specifically, the
organization must implement each of the 11 controls of the configuration manage-
ment family listed in NIST SP 800-161 in order to support continuous monitoring
activities. The controls should allow for the recording of any specific changes that
occur to the systems hardware, software, telecommunications, or the environment
from which they operate. While such information is valuable for the common prac-
tices of configuration management, such as version control or documentation of
updates, it also provides the information necessary for proper security implementa-
tion and allows the organization to track changes that directly affect the underly-
ing risk management strategy. The information is also useful to the organization
common control providers and supply chain partners as a means for assessing the
potential security impact of the documented changes.

Through security impact analysis (CM-4 in the NIST SP 800-161 control cata-
log) the organization analyzes changes to the information system to determine
potential security impacts prior to change implementation. Security impact analysis
may include, for example, reviewing security plans to understand security control
requirements and reviewing system design documentation to understand control
implementation and how specific changes might affect the controls. This analysis
may also include assessments of risk to better understand the impact of the changes
and to determine whether additional security controls are required. Intentional
changes to the system or its environment may indirectly affect the security controls
currently in place, thus producing new vulnerabilities that must be mitigated.

If the results of the security impact analysis indicate that the changes can affect
or have affected the state of security in the system or its environment, the organiza-
tion should initiate the appropriate processes to alleviate the security repercussions
and update the security plan, assessment plan, or POA&M as necessary. However,
it is important that any changes go through a formal configuration management
process supported by the organization’s management, Configuration Control
Board, and Chief Information System Security Officer. When changes affect the
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implementation of security controls or the ability to perform business functions
of supply chain partners, those organizations must be notified as well. Once the
changes have been implemented, it is the responsibility of the authorizing official
to review the updated security assessment report to determine if a formal reautho-
rization is warranted. It is not uncommon for routine changes to an ICT system
or its environment to be handled directly through the organization’s continuous
monitoring program, which provides the mechanisms for ongoing authorization
and near real-time risk management.

Assess Selected Security Controls

During initial security authorization, each security control is assessed for effective-
ness. In much the same way that systems are continuously improved during the
maintenance phase of the SDLC, the organization performs routine assessments
of subsets of management, operational, and technical controls during continuous
monitoring. Considering the implications of supply chain, it is important to under-
stand that such controls may exist within an organization or be managed by supply
chain partners. In some cases, the agreement made between a supplier and acquirer
will specify the control subset definitions and assessment schedules, while other
agreements include the subset definitions and predetermined third party with the
responsibility of assessing the controls, allowing for neutral views of the controls
and their security impact within a given system or organization. Assessor indepen-
dence during continuous monitoring, whether for a single organization or supply
chain relationship, promotes efficiency of evaluation and allows for reuse of assess-
ment results when reauthorization is required.

The predetermined selection of security controls subsets to monitor and the
frequency of monitoring are based on the monitoring strategy of each organization
and largely dependent on former assessment results. NIST recommends that the
selection be drawn upon by any of the following:

B Security control assessments conducted during authorization

B Observations made through the employment of continuous monitoring
activities

B Testing and evaluation of the ICT system as part of the SDLC or audit
processes

Conduct Remediation Actions

Upon completion of the assessment of security control subsets, pertinent assessment
information produced during the assessment should be provided to the information
system owner, common control provider, and affected supply chain partners in an
updated security assessment report. In turn, information system owner, common
control provider, and supply chain partner begin the process of remediation on
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any items listed as incomplete in the POA&M and make the necessary corrective
actions resulting from findings produced during the monitoring of security con-
trols. As organizations begin to implement remedial actions, care should be taken
to include any recommendations provided by the security control assessor. As each
security control is modified, enhanced, or added during continuous monitoring, it
must be reassessed to ensure that appropriate corrective actions are taken to elimi-
nate vulnerabilities or mitigate the identified risk.

Update the Security Plan, Security
Assessment Report, and POA&M

As a way to promote end-to-end SCRM, it is necessary for each organization to
update and distribute to appropriate parties the security plan, security assessment
report, and POA&M on a regular basis. It is important that the updated security
plan reflect any changes to security controls based on assessment and remedia-
tion actions taken during the continuous monitoring step. Likewise, the updated
security assessment report should clearly delineate the assessment results stemming
from the evaluation of control subsets from assessment activities performed to

measure control effectiveness. Finally, the updated POA&M should adequately:

B Provide details of progress to items listed in the plan

B Provide the necessary details related to vulnerabilities identified through
security impact analysis and/or security control monitoring

B Provide details into how the vulnerabilities will be mitigated

As we have emphasized throughout this book, a key component of successful
SCRM is the inclusive nature of end-to-end security awareness. The information
provided by these three documents helps to ensure adequate awareness of the secu-
rity posture of the ICT system within each supply chain organization and the man-
agement oversight in place to provide the necessary support.

Most organizations will have their own schedule from which the three plans get
updated. However, in a supply chain relationship, there is a definite dependency by
supply chain partners to have the updates available. Update schedules can easily be
negotiated as part of the Agreement process between supply chain partners and a
clause included within the contract between the organizations. It is imperative for
each partner to provide accurate and timely information regarding each organization’s
security posture since the information provided affects decisions made by authoriz-
ing officials and other management teams within each supply chain organization.

Report the Security Status

Reporting the status of activities performed in continuous monitoring to the autho-
rizing official is a critical component because it keeps the official informed of the
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security status of the system and gives the information needed to make decisions
about the ongoing status of the system’s authorization to operate. This type of
reporting can be event-driven or timed. Event-driven updates are triggered by
some action such as a system breach or newly identified vulnerability. Time-driven
updates are performed on a predetermined basis: weekly, monthly, or quarterly. In
some cases, updates are triggered by both. This is particularly true when consider-
ing supply chain relationships, in which an agreement has been made regarding
the timeframe and/or when a viable vulnerability has been identified. It is not only
important for the authorizing official from the organization from which the vul-
nerability has been identified, but also such information is valuable to supply chain
partners in order to measure the extent of exposure their systems have to the newly
identified security threat.

When not bound by contractual agreements of supply chain, each organization
has the flexibility to determine the formart of the reporting process. However, some
general guidelines include the current security state of each security control, the
status of the continuous monitoring process, details related to any updated con-
trols, details of newly identified vulnerabilities, mitigations in place to circumvent
the newly identified vulnerabilities, and changes to the system’s physical environ-
ment. When reviewing the system updates, the authorizing official will use this
information to ensure that the system is not creating undue risk to the organization
that would otherwise require the system to undergo reauthorization. In short, the
system’s continuous monitoring reporting program should be designed such that
security controls can be evaluated efficiently and effectively as a driver for achieving
the system’s plans and the requirements set forth by the organization and require-
ments of supply chain partners.

Review the Reported Security Status on an Ongoing Basis

The main objective of this task is to provide ongoing risk determination and accep-
tance. This is accomplished through a review of the security status documentation
by the authorizing official on an ongoing basis. This evaluation not only legiti-
mizes that the changes made to the system increase system risk, but also deter-
mines the extent of risk imposed to the organization or supply chain partners.
Once a decision is made on how the changes impact the authorization status of
the system, the authorization official must prepare the necessary documentation
aimed at communicating to the information system owner the security/authori-
zation status of the system. If there are new limitations to the system that result
from the changes, documentation is prepared to communicate those limitations to
appropriate individuals within the organization and when necessary the affected
supply chain partner.

Through this process, the system owner is able to ensure that the system is
implemented with an adequate level of security. Further, it ensures that risk deter-
mination and acceptance within the system and across all organizations of the
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supply chain stay at an appropriate level. Once complete, the updated risk determi-
nation and risk acceptance documentation is forwarded for inclusion in the organi-
zation’s risk management plan.

Implement an ICT System Decommissioning Strategy

At the end of a system’s useful life, it must follow a process for removing it from
service (or, decommissioning). This process becomes even more challenging when
supply chain relationships have been built around the use of that system. Each
organization must have an implemented system decommissioning/disposal strat-
egy that takes risk management into consideration. First, the organization needs
to ensure that all security controls addressing information system removal and
decommissioning are implemented. For example, management control SA-19
“Component authenticity” of NIST SP 800-161 stipulates that the organization
must dispose of components in such a way that the organization, its mission, opera-
tional information, and supply chain cannot be compromised. Other controls exist
throughout the catalog, such as media sanitation, that ensure the organization is
not putting itself or the supply chain partner at additional risk during the disposal
process.

Second, organizational tracking systems that have been put into place through
configuration management activities should be updated to identify the system or
system component(s) taken out of service. Note that these records may not exist
within just one organization. The updating process must propagate throughout the
entire supply chain in order to generate end-to-end consistency of system informa-
tion. The most effective way to establish the necessary organization-to-organization
communication is through the use of security status reports, which reflect the new
status of the ICT system. An adequate level of consistent system information across
the supply chain will ensure implemented security assessment procedures can be
followed to protect each organization against future risks and vulnerabilities.

Chapter Summary

By this point in your reading of this book, it should be evident that all systems have
a supply chain of some sort. Putting systems into the context of their many compo-
nents, each individual piece of the system has a supplier to one extent or another.
When thinking in terms of software, each line of code came from somewhere, was
tested by someone, and was packaged together before you brought it into your
organization. If you're not thinking about your systems in terms of supply chain,
that is not uncommon. Of course, your organization is also probably vulnerable as
a result. That is not uncommon either. Regrettably, it is too often the case that a
problem upstream in the system supply chain is disregarded by eventual end users;
this vulnerability could expose all manner of private information across a network.
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Many organizations upstream in a supply chain face serious risks because of an
error earlier in the system supply chain.

Understanding the system supply chain will not eliminate errors in implemen-
tation. However, realization of its existence allows you to better manage risk. After
all, cybersecurity is never about absolute risk elimination. It is about risk manage-
ment. Understanding where that risk comes from means understanding where each
of your system components has originated.

The hardware, software, and telecommunications that organizations use are
composed of a multitude of parts that have been created, integrated, and assembled
from multiple vendors. These vendors may be open source in nature, located over-
seas, or from unknown suppliers such as individual programmers operating out of
their garages. In addition, contractors may have been used to create or purchase
software modules. Previously written software may have been reused or custom
software development may have occurred. Taken together, all these items create a
system supply chain.

Organizations are increasingly acquiring COTS and open-source system prod-
ucts, all of which must be secure. At minimum, the system component should
run as intended, produce results as expected, and resist attempts at compromise.
In addition, any personal or organizational intellectual property data that systems
utilize or access must be protected. Unfortunately, current approaches to the system
and software Acquisition process do not account for the risk management issues of
complex system supply chains and do not provide sufficient protections.

It becomes a matter of blind trust to assume that the vendor has implemented
adequate cybersecurity controls along the entire supply chain and has performed
adequate security testing against inherent software defects. In cybersecurity, how-
ever, blindness can lead to disaster. System defects in COTS can provide new ave-
nues for actackers, which in turn can lead to a number of unanticipated issues for
unsuspecting users.

DHS has long been collaborating with the NIST, international standards orga-
nizations, and tool vendors to create standards, metrics, and certification mecha-
nisms from which tools can be qualified for system security verification. These
efforts are helping to mature a SCRM approach.

As you have learned in previous chapters of this book, the SCRM process con-
siders all sources of software, hardware, and telecommunication while identifying
and quantifying risk from various perspectives. This risk can take many forms,
from technical (intentional injection of malware into downstream software applica-
tions) to business (a hardware company going out of business and leaving no viable
maintenance for products). A comprehensive SCRM process will look at people
involved, processes in use, implemented technologies, and the entire Acquisition
process to ensure that reliable suppliers are utilized at each step. Further, we should
note that these risks continue to proliferate even after supplied products or services
are placed into production. New threats emerge, and new attack patterns come
into use that may impact previously secure system components. Understanding
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the entire supply chain and the risks involved at each stage helps to mitigate newly
uncovered issues.

NIST is the standards creating organization for the U.S., and its Executive
Order 13636—Improving Critical Infrastructure Cybersecurity—is one of the driv-
ing documents impacting the acquisition of cyber services. In this document, the
President directs more information sharing across public and private organizations
as well as operators of critical infrastructure to implement risk-based standards.
This in part led to the creation of NIST SP 800-53, which defines Security and
Privacy Controls for Federal Information Systems and Organizations. This docu-
ment (along with SP 800-37) defines the RMF and six process steps:

Categorize

Select

Implement

Assess

Authorize

Continuous monitoring

This process has filtered into Federal acquisitions as a desire to address cyber con-
cerns earlier in the procurement life cycle and system design. Federal acquisitions
understand that the tech refresh cycle is substantially faster than the contract
procurement cycle, which means that cyber protection requirements can quickly
become outdated. Hence, a concept of “cyber resilience” is necessary to procure
engineered systems that are able to survive an evolving and maturing cyber threat
over time.

Vulnerabilities in systems expose each user to a tremendous amount of potential
threats. By defining terms, establishing best practices, creating tools to test system
components in both static and dynamic forms of operation, and identifying com-
mon system weaknesses, we can build and operate more securely. DHS has spear-
headed a wide range of initiatives to further promote these goals and objectives,
while NIST’s RMF creates a standardized method to evaluate risks throughout
the entire system supply chain. Still, even with our best efforts, some level of resid-
ual risk will remain in the system supply chain process. The goal is to minimize
avoidable risk to acceptable levels and maintain a high level of confidence in the
complexity of ICT systems in use around us.

Key Terms

accreditation: the formal attestation that all requirements and criteria have been met

authorization package: specific documentation collected during the Categorize,
Select, Implement, and Assess steps of the RMF, evaluated as a means for
authorizing the security controls of an ICT system
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certification: formal documentation that an object under evaluation has met
requirements

configuration management: a formal process to ensure the continuing of a
logically related array of ICT components; the detailed recording and
updating of information that describes an organization’s hardware and
software

continuous monitoring: a defined security process that enables information
security professionals and others to see a continuous stream of near real-
time snapshots of the state of risk to their security, data, the network, end
points, and even cloud devices and applications

control assessment: the process of testing and/or evaluation of the management,
operational, and technical security controls in an ICT system in order to
determine the degree to which the controls are implemented correctly,
operating as expected, and producing the desired outcome based on the
security requirements of the system

risk assessment: estimate of likelihood and impact of all known threats; drives risk
tolerance decisions

risk mitigation: the explicitly designed control for a given organizational threat

security control assessment plan: a set of predetermined activities and tasks that
provide details of how a security control assessment will be performed.
Some of the criteria of the plan include assessor identification, timelines
for completing the assessment, controls to be assessed, and methods to be
used in assessing each control

security control assessment report: provides the specific details of the controls
assessed, methods used, and the findings, and conclusions made during
the assessment process

security plan: a formal plan that provides a systematic approach and controls nec-
essary to protect an ICT system from security threats and other forms of
exploitation

validation: testing to ensure that the developed product provides the intended
functionality

verification: the process of testing documented ICT requirements, to ensure that
they have been met
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Chapter 5

Establishing a Substantive
Control Process

At the conclusion of the chapter, the reader will understand the following:

B The specific purpose of National Institute of Standards and Technology
(NIST) Special Publication 800-161

B The 21 principles for supply chain risk management (SCRM)

B How NIST SP 800-53(4) can help shape supply chain controls

B The use of standard regulatory requirements in securing supply chains

B The Control process for substantive SCRM

Introduction: Using Formal Models
to Build Practical Processes

This chapter discusses the mechanisms for establishing an SCRM capability within
any organization. The goal in each of these cases is to formulate a practical way
for suppliers, acquirers, and security professionals to implement a unified pro-
cess that will allow them to make informed decisions about the trustworthiness
of sourced products. Information and communication technology (ICT) product
supply chains are comprised of organizations, people, activities, information, and
resources that move a product from bid to customer delivery. The problem is that
supply chains are complex, and their formulation and management is a widely dis-
persed and highly diverse activity. So, ideally, the presence of a template, or model,
to guide the process and standardize the day-to-day SCRM activity would be a
considerable advantage to any supply chain.

167



168 ® Supply Chain Risk Management

In this chapter, we are going to examine several existing information and com-
munication technology standard models that could be used to structure and over-
see practical product supply chain operations. These models are as follows:

B NIST SP 800-161, Supply Chain Risk Management Practices for Federal
Information Systems and Organizations

® FIPS PUB 200, Minimum Security Requirements for Federal Information and
Information Systems

B NIST SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information
Systems and Organizations

Since there are no commonly accepted standards for ensuring supply chain security
within the general business world, we will use the established federal guidelines.
The practices that are embedded in these standards are only required for compli-
ance with governmental regulations. Nevertheless, any organization that ucilizes
the principles and recommendations discussed here will find that it is possible to
better and more efficiently channel their resources into assuring the security of
supply chain operations at a level appropriate for the criticality of its associated
products and services.

Federal Information Processing Standard (FIPS) 200 and NIST 800-53 are
perhaps the better known and more commonly implemented of these instruments.
That is because they have been mandated to ensure comprehensive security across
all federal systems. The promulgation of FIPS 200 began in 2006, and the actual
beginning of the NIST 800-53 process is traceable to 2011. The practices embed-
ded in FIPS 200 and NIST 800-53(4) specify compliance with the requirements of
the Federal Information Security Management Act (FISMA), a federal law that was
passed in 2002 as Title I1I of the E-Government Act.

FIPS 200 and NIST 800-53 Rev. 4 combined specify the control structure
and explicit controls to ensure a state of comprehensive information security for
all systems utilized by the federal government. To comply with the Act, organiza-
tions must first determine the impact level for every one of the security categories
listed in FIPS 200. Then the organization utilizes the recommendations specified
in NIST Special Publication (SP) 800-53 as a means of selecting and specifying
security controls.

NIST 800-161 is a much newer standard, as the numbering suggests; 108 stan-
dards were promulgated after 800-53. It provides a set of 21 principles for ICT
SCRM. These principles can be utilized to guide the deployment of controls to
address the purpose and intent of each principle. The outcome is a comprehensive
control array that, unlike the intent of NIST 800-53, provides specifically rec-
ommended types of assurance for the communities of practice in a typical ICT
product supply chain. The specific tailoring of this standard to the requirements of
SCRM makes it so potentially influential in the implementation and conduct of
explicit assurance processes for ensuring trusted products.
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Why Formal Models Are Useful

In order to effectively oversee their supply chains, organizations need a well-defined
and properly coordinated, integrated approach to the identification and manage-
ment of supply chain risk. The development of organization-wide policy and proce-
dures that outline the roles and responsibilities of all stakeholders is the first step in
implementing a SCRM program. Thus, organizations need to first develop a com-
prehensive ICT product SCRM policy. That policy establishes the organizational
structure and defines the necessary roles and responsibilities for implementing sys-
tematic supply chain risk identification mitigation activities. Thus, practical opera-
tional procedures can be derived, documented, and approved from a consistent and
complete framework of governing policies. The procedures should describe who
conducts risk assessments, who performs the analysis of the findings, who makes
risk decisions, who prepares the formal risk management system, and who specifies
any training requirements.

Commercially, the ICT product supply chain encompasses the full gamut of
the life cycle and includes the design, development, and acquisition of custom or
commercial off-the-shelf (COTS) products. It can also include system integration
work and system operation services. It can even comprise product disposal. Any
activities of people, the interaction of processes, as well as the services, products,
and the elements that make up the product supply chain all have potential impact.
Thus, it is necessary to focus on countering supply chain risks throughout the life
cycle, not just with respect to the overall acceptance of ICT products and their ele-
ments as they are passed down the tiers from supplier to customer. It can also entail
managing risks after delivery.

Because there are many tiers and elements in real-world ICT product supply
chains, an individual mitigation process or practice will only partly reduce risk
to the products that are moving in it. Therefore, a combination of practices has
to be integrated into an approach that is appropriately tailored to the context
throughout the life cycle of an ICT product. The overall goal is to decrease sup-
ply chain risks. Consequently, organizations select the practices based on their
suitability for a specific application within the sourced product’s performance,
cost, and schedule criteria, and the criteria are set by the business and embedded
in the contract.

ICT product stakeholders should take the lead in coordinating and implement-
ing the supply chain assurance activities for their particular supply chains. Supply
chain assurance is categorized by the degree of reduction of the likelihood and
severity of harm if the ICT product supply chain is compromised. Logically, any
assessment of that harm should include an assessment of the importance of the
system and the impact of the actual compromise on the business goals of the orga-
nization’s day-to-day operations and assets.

The assessment can also include impacts on individuals and other organiza-
tions within the sphere of operation of the product. Thus, organizations need to
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consider the level of sensitivity of the sourced product’s context and operation
when developing and applying any SCRM practice. Not every ICT product even
needs to implement SCRM strategies. Whether the organization needs to com-
mit resources to the assurance of a given supply chain depends on its impact level.
Therefore, prior to making the expensive commitment to manage the operation of
a supply chain, the organization should make a clear determination of the level of
assurance required.

When information systems services and COTS elements are delivered up a sup-
ply chain it is essential that the acquiring organization employ or require standard
evidence of good ICT product sourcing practices. Those practices should be well
defined and characteristic of commonly accepted good development principles and
practices. The implementation of an effective ICT product SCRM process begins
with the fundamental performance of those principles and practices. Examples of
good practices are as follows:

1. Incorporate the use of multiple suppliers or multiple supply chains.

2. Actively manage suppliers through contracts/service-level agreements (SLAs).

3. Use trusted third-party auditing mechanisms for assessing the product of
each step.

4. Perform quality assurance processes for all specified security features.

. Assign roles and responsibilities and enforce them.

6. Implement an appropriately tailored set of baseline security controls for the
process.

N

Standard models of best practice document and embody the commonly accepted
activities outlined in Figure 5.1. Essentially, the adoption of any commonly accepted
standard model of best practice becomes a proxy for confirming the correctness of
the ICT product supply chain operation because of two factors: First, compliance
with a standard process architectural model is often mandated in contracts. More
importantly, the standard models discussed in this chapter represent an intentional
effort to develop and document an authoritative framework for ensuring compre-
hensive best practice in ICT product development, acquisition, and sustainment.

NIST SP 800-161, Supply Chain Risk Management
Practices for Federal Information Systems

The ICT product supply chain is complex. Therefore, explicit risk management
practices are required in order to ensure the appropriate level of assurance for each
individual supply chain. One challenge is that extreme diversity in the supply
chains, for the impossible number of technological products and services, makes
it difficult to utilize the same standard set of practices within the wide range of
contexts and communities of practice.
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Figure 5.1 SRCM good practice examples.

For example, do you control the COTS elements of the product in the same
way as you would unique product elements that are specially developed for a single
application? Therefore, the various stakeholders up and down the ICT product sup-
ply chain need some common unifying foundation to base their decisions about
what practices would best address the risks that are present in their particular ICT
product supply chain.

As we have seen, the ICT product supply chain is typically composed of the
acquirer, supplier, and integrator communities of practice. Therefore, it is impor-
tant to be able to detail exactly what protection will be required in each instance
and for each appropriate community of practice when implementing the specific
practices considered necessary to address risk in a particular supply chain. The
requirements for each community of practice need to be captured and documented
in the contractual language of the protection scheme for each organization in the
ICT product supply chain. This includes specific legal documentation of how the
actual controls will be shaped and implemented and where they apply within each
community. The guidance for making those decisions is captured in the NIST SP
800-161, Supply Chain Risk Management Practices.
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Supply chain security is a relatively new concern, and the solutions, methods,
techniques, approaches and tools are only beginning to emerge in standard form.
Perhaps the most influential of these is the NIST SP 800-161 standard. This partic-
ular standard is expected to have wide-scale influence on how controls for SCRM
are formulated and implemented through the industry at large.

The 21 Principles for SCRM

The best practices embedded in this standard are designed to promote the trusted
acquisition of sourced ICT products from worldwide suppliers, because these prac-
tices embody risk management strategies for every element of the total ICT product
supply chain operation. In that respect, the NIST SP 800-161 standard embodies
21 fundamental principles for SCRM (Figure 5.2). These are as follows:

Supply Chain Risk Management Principles of Best Practices

1 \ Maximize acquirer’s visibility into the actions of integrators and suppliers in the process \
2 \ Ensure confidentiality of the uses of individual supply chain components \
3 \ Incorporate conditions for supply chain assurance in requirements specifications \
4 || Select trustworthy elements and components |
5 || Enable a diverse supply chain—do not sole source \
6 \ Identify and protect critical processes and elements \
7 \ Use defensive design in component development \
8 || Protect the contextual supply chain environment |
9 \ Configure supply chain elements to limit access and exposure \
10 || Formalize service/maintenance agreements \

11 \ Test throughout the system development life cycle (SDLC) \

12 \ Manage all pertinent versions of the configuration \
13 \ Factor personnel considerations into supply chain manag 1t \
14 || Promote awareness, educate, and train personnel on supply chain risk |
15 ‘ Harden supply chain delivery mechanisms ‘
16 || Protect/monitor/audit the operational supply chain system |
17 || Negotiate and manage requirement changes |
18 || Manage identified supply chain vulnerabilities ‘
19 \ Reduce supply chain risks during software updates and patches \

20 || Respond to supply chain incidents |

21 ‘ Reduce supply chain risks during disposal ‘

Figure 5.2 SCRM principles of best practices.
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1. Maximize acquirer’s visibility into the actions of integrators and suppliers in
the process.

2. Ensure that the uses of individual supply chain components are kept
confidential.

3. Incorporate conditions for supply chain assurance in specifications of

requirements.

. Select trustworthy elements and components.

. Enable a diverse supply chain—do not sole source.

. Identify and protect critical processes and elements.

. Use defensive design in component development.

. Protect the contextual supply chain environment.

. Configure supply chain elements to limit access and exposure.
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. Formalize service/maintenance agreements.

11. Test throughout the system development life cycle (SDLC).

12. Manage all pertinent versions of the configuration.

13. Factor personnel considerations into supply chain management.
14. Promote awareness, educate, and train personnel on supply chain risk.
15. Harden supply chain delivery mechanisms.

16. Protect/monitor/audit the operational supply chain system.

17. Negotiate and manage requirement changes.

18. Manage identified supply chain vulnerabilities.

19. Reduce supply chain risks during software updates and patches.
20. Respond to supply chain incidents.

21. Reduce supply chain risks during disposal.

Principle 1: Maximize Acquirer’s Visibility into the
Actions of Integrators and Suppliers in the Process

It ought to go without saying that acquirers should always seek to obtain maxi-
mum visibility into the actions of all the integrators and suppliers and their sup-
porting tiers within any given ICT product supply chain. The obvious purpose is
to maintain control over how all product elements are designed, built, verified,
validated, delivered, and sustained throughout the element’s useful life cycle. That
knowledge ensures trust, and to ensure this state of trust, acquirers should always
have up-to-date knowledge of the actions of all integrators and suppliers in the
ICT product supply chain. They can use the knowledge of integrator and supplier
practices to evaluate the trade-offs of performance requirements, the level of risk
tolerance or acceptance, and the associated resource constraints.

The primary practices recommended by this principle involve contractual assur-
ance that the integrators and suppliers in the ICT product supply chain provide
detailed documentation of the processes they are following to fulfill their contractual
agreements. That rule also applies to the integrators and suppliers themselves. The
aim is to ensure reasonable visibility and transparency with respect to every element
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of the product supply chain, including visibility into every supplier they utilize in
the development of the product element. Such information may also be important to
enable later support should the product require maintenance or change.

Principle 2: Ensure That the Uses of Individual
Supply Chain Components Are Kept Confidential

The disclosure of the processes employed and the uses or intentions of a particular
element in the ICT product supply chain can lead to unintended consequences.
This includes such outcomes as intellectual property theft, business or nation-state
espionage, or even loss of business advantage. Therefore, all disclosure of informa-
tion about practices and uses should be minimized. This is essentially stated in
Saltzer and Schroeder’s (1974) “least privilege” principle; characteristics and uses
of an element should be revealed only to the extent necessary to assure effective
achievement of design, development, testing, production, delivery, or sustainment
goals for a given element.

This is an information security principle, and the intent is to prevent propri-
etary information from being combined in such a manner as to compromise the
confidentiality of an element or its uses. That includes information about design
and development processes, as well as production, test, delivery, or sustainment
plans. The standard suggests that the following six items of information should be
carefully controlled (NIST 800-161, 2016) (Figure 5.3):

. What the system is

. Functions of the system

. Other systems it will interface with

. Missions the system supports

. When or where the system elements will be bought/acquired

. How many system instances there will be, or where the system may be

deployed

AN N NN =

The actual rigor of the application of these requirements will vary based on the risk
requirements for that particular ICT product supply chain. In the case of national
security, these requirements might be enforced by law. However, in the case of con-
ventional, nonsensitive supply chains, it might be possible to exchange information
among program elements without strict limits on authorizations.

This final note is an important consideration as acquirers are responsible for
understanding and articulating their needs and considering the risks and the benefits
associated with releasing or withholding information from their suppliers or integra-
tors. Consequently, withholding information from a supplier or integrator in the ICT
product supply chain might make it difficult to create an effective overall comprehen-
sive design for the product. Moreover, a chance for innovation might be missed when
a customer withholds pertinent information from the supplier or integrator.
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Figure 5.3 Six elements to carefully control.

Principle 3: Incorporate Conditions for Supply Chain
Assurance in Specifications of Requirements

There is always an implied obligation to protect the ICT product supply chain
against known threats. In the management of the process, this is enabled by thor-
ough and in-depth risk assessment procedures as well as the development of a com-
prehensive defense-in-depth and defense-in-breadth information security strategy.
The formal business goals and objectives, as well as the operational procedures
and the attendant technology requirements, must include specific documented ICT
product supply chain assurance practices. These in-depth and formally documented
requirements will help stakeholders ascertain that the customer organization has
thought through and properly expressed to its integrator and supplier communities
the requirements for ICT product supply chain assurance. The in-depth articula-
tion of these requirements should ensure that the requirements for supply chain
security, as specified in the contract between customer and supplier, have been met
and that the chances for unauthorized exposure or access to critical elements or
processes in the ICT product supply chain as a whole are suitably considered and
contained.



176 ®  Supply Chain Risk Management

Principle 4: Select Trustworthy Elements and Components

Elements in an ICT product supply chain will inevitably have varying degrees of
criticality. This obviously depends on the purpose and utilization of each element.
All supply chain elements are potential targets for the injection, intentional or
unintentional, of vulnerabilities, and they may be subject to counterfeiting during
their life cycle; this must be considered. This principle requires all stakeholders,
not just the supplier, to examine each element in the ICT product supply chain to
determine its basic trustworthiness.

Principle 5: Enable a Diverse Supply
Chain—Do Not Sole Source

An attack is less likely to succeed if the target is dispersed, thereby helping to ensure
the availability of required elements and their continued supply in the event of
compromise to a given element in the ICT product supply chain. Diversifying the
potential sources of supply can make the ICT product supply much more robust.
It helps to ensure resistance to attacks by reducing the likelihood or consequences
of an attack by enabling alternative sources for the product element. The diversity
helps to counter the impact of a failure in a specific element or process by providing
back-up alternatives.

Principle 6: Identify and Protect Critical
Processes and Elements

This is the defense-in-depth principle; the reason it is important to identify criti-
cal processes and elements is to ensure that the most important elements in the
ICT product supply chain are protected to the extent allowable with the available
resources. It is a key practice in that it applies to all instances of an element within
the supply chain. To do this successfully, it is necessary to describe all potential
failure modes for each critical element or process within the supply chain, as well
as describe how each of these various processes and elements will be affected by
any undesirable attack or failure in the ICT product supply chain operation. This
requires all relevant stakeholders to develop, refine, and analyze the product tree to
the most atomic level of decomposition in order to identify the elements that could
cause overall operational failure or compromise security in the prospective supply
chain organization.

Principle 7: Use Defensive Design in
Component Development

Defensive design minimizes the negative consequences of failure and anticipates
the potential ways an ICT product supply chain element or system could fail or be
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misused. It ensures that the element or system fails securely and makes certain that
intentional compromise is difficult or impossible. Defensive design techniques need
to be applied by both integrators and suppliers to ensure the integrity of the indi-
vidual elements and systems that fall within their area of contractual responsibility.
Keep in mind that elements may still have intentional or unintentional vulnerabili-
ties even when they originate from trusted suppliers; therefore, defensive design
techniques have to be deployed by all suppliers and integrators within a common
process architecture in order to ensure against the reduction of risk or damage to
every ICT product supply chain element.

Principle 8: Protect the Contextual
Supply Chain Environment

Acquirers and integrators should use robust techniques to ensure against unauthor-
ized or unmonitored access to operational processes within the corporate environ-
ment; these include ensuring explicit protection for all of the methods that are used
for production, assembly, distribution, R&D, test and evaluation, training, and logis-
tics procedures. Competitive advantage in the global business environment dictates
that many ICT product supply chain processes and elements are highly distributed.
The failure to control physical or logical access to the acquirer, the many potentially
diverse integrators, or supplier environments within the ICT product supply chain
could result in the injection of malware into systems, elements, or processes; the intro-
duction of counterfeits; or the theft of critical materials and information. Adequate
protection should be built into the entire ICT product supply chain process. This is
the obligation of all stakeholders in the communities of practice. It is based on the
assessment of threat and risk to the ICT product supply chain as a whole.

Principle 9: Configure Supply Chain Elements
to Limit Access and Exposure

A product might embody functions that are not needed to fulfill its purpose and is
particularly common for COTS elements. The presence of unwanted functionality
is difficult to detect because COTS elements are explicitly produced to carry out
multiple purposes. One challenge is that unknown and unanticipated functional-
ity can permit unauthorized access or exposure of the system; thus, it is important
to configure every one of the elements in the ICT product supply chain to ensure
that unknown or unwanted functionality is not implemented in the product that a
supplier is developing or supplying.

Principle 10: Formalize Service/Maintenance Agreements

The product sustainment process begins when the element is put into day-to-day
use; it generally happens at the end of the acceptance phase of the product delivery
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process. Once the product is put into operational use, there is often a subsequent
requirement for training and long-term support, which is normally specified by
contract. The maintenance and operation of the product is termed “sustainment.”
Rather than being an afterthought, sustainment is an integral part of the ICT
supply chain assurance process.

Essentially, the sustainment process must be kept under rational management
control throughout its useful life. This includes ICT products that are utilized in
conventional business applications for a protracted period. During the life cycle,
there is a likelihood that the element will be patched, maintained, and upgraded
via the addition of additional enhancements. The long-term process should be kept
under strict management control to continuously assure the security of the product
after delivery. This is because any change to an element after it has been inspected
and approved might provide a new opportunity for subversion of the product
through the new parts or services provided up the ICT supply chain.

In this respect, the service and support processes that are utilized throughout
the life cycle should also be managed in a way that will limit any new opportunities
for unauthorized access or exposure. Thus, sustainment service providers must be

considered part of the ICT supply chain.

Principle 11: Test throughout the SDCL

Testing is a critical practice in all forms of technical work. Tests and reviews are
used to determine whether a given countermeasure has been properly deployed and
works correctly. The purpose of the testing element embedded in any ICT sup-
ply chain is to validate compliance with specifications and requirements, establish
that the system reacts properly within defined environmental criteria, and find and
fix any relevant weaknesses and vulnerabilities in the ICT supply chain element,
product, or process.

Testing also shapes the form of the corrective response. It categorizes and ana-
lyzes vulnerabilities in the operational deployment of the elements and attempts
to understand the potential impacts of attacks and attempts to subvert. Testing
applies to all forms of ICT supply chain products including COTS approval, inte-
gration processes, and the integration of COTS or custom elements into the evolv-
ing product as it moves up the supply chain. Testing applies at many points in the
ICT supply chain, from concept to retirement.

Principle 12: Manage All Pertinent
Versions of the Configuration

An ICT supply chain entails many components at various levels of integration up
and down the process. These comprise a single entity in the final product, but as
they progress up the supply chain all components can be represented and inter-
connected in a multitude of arrangements to meet a variety of business needs. All
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abstract entities, like software and systems, are in a constant state of evolution
and change in response to new components, updates to existing components, new
patches, and security threats. To ensure that the precise form of the ICT supply
chain product is known and that the state of the operation of all components is well
defined, it is necessary to conduct a formal and systematic security configuration
management process.

Configuration management is a fundamental discipline in all technical work
and is an essential component in an ICT supply chain security risk control pro-
cess. Configuration management keeps and manages relevant information about
product elements throughout the product development process, and this infor-
mation is maintained as the operational configuration of the product. Given the
importance of configuration management, it is important to ensure that the pro-
cess is conducted securely and correctly in order to ensure ICT supply chain
integrity.

Principle 13: Factor Personnel Considerations
into Supply Chain Management

ICT supply chains are composed of people, and as such, there is a need for the
many diverse people within the supply chain organization to be identified, autho-
rized, and regulated with respect to their work functions. This requires explicit
management controls for personnel assurance. Many rules for enforcing manage-
ment control over the people in an ICT supply chain are specified in the principles
of Saltzer and Schroeder as well as in the operational controls of NIST SP 800-53
Rev. 4. This also implies the need for suitably targeted and appropriate security
awareness and training.

Principle 14: Promote Awareness, Educate, and
Train Personnel on Supply Chain Risk

People are the weakest link in an ICT supply chain, and it is critical for the organi-
zation to establish a comprehensive and appropriately tailored awareness, training,
and education program. The program should provide sufficient knowledge for all
personnel in the organization up-and-down the supply chain to understand all rel-
evant policies and procedures, in addition to managerial, operational, and technical
security control practices. These practices should center on ensuring that the mem-
bers of supply chain organizations have specific awareness, education, and training

to fulfill their assigned roles within the ICT supply chain operation.

Principle 15: Harden Supply Chain Delivery Mechanisms

In the end, the overall purpose of an ICT supply chain is to deliver an acceptable
product to a customer. Supply chain assurance does not end when the product is
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completed. Instead, it is necessary to ensure that each element in the overall prod-
uct tree is addressed in a way that ensures that no security violation or vulnerability
is passed up the process from one tier to another.

In essence, the role of this principle is to ensure that malicious or unauthorized
individuals are not allowed to gain access to individual product elements as they
move up the ICT supply chain. It should be relatively evident that unauthorized
access could lead to detrimental modifications of components or outright malicious
insertion of harmful objects into the product. Thus, the hardening process has to
extend throughout the entire ICT supply chain delivery process, up to the delivery
of the system itself.

Principle 16: Protect/Monitor/Audit the
Operational Supply Chain System

ICT supply chains are dynamic entities, and they can change, grow, or even
degrade based on day-to-day operational activities. Consequently, manag-
ers should be able to monitor the operation of the supply chain as it evolves.
Therefore, the presence of a set of valid controls and a formally established and
well-defined process for monitoring and auditing the operation of all elements at
every tier in the supply chain is a necessity. Additionally, some form of audited
control-based assurance is necessary because personnel management requires that
cach organization have the ability to monitor the actions of the individuals in the
ICT supply chain.

This type of auditing is not as simple as it sounds. Most big ICT supply chains
are multitiered and frequently global. The audit process won’t be complete and
effective unless it is conducted within the operation. Thus, the audit function needs
to be viewed as a complex system of deployed functionality throughout the ICT
supply chain, and the audits themselves have to be conducted on a regular and
systematic basis.

Principle 17: Negotiate and Manage Requirements Changes

This is known as “requirements management” in many of the old capabil-
ity maturity models. Requirements management is a necessary control process
in the ICT supply chain assurance operation because requirements define the
product. Adding additional system or element features typically increases com-
plexity, which in turn creates opportunities for exposure and potential new vul-
nerabilities. Therefore, any additional requirements or unconstrained changes to
requirements can create new or unknown supply chain risks. Thus, each addi-
tional requirement that adds elements, element features, interfaces, or new inter-
dependencies or processes, especially those that result in additional suppliers
or complexity, must be strictly managed and authorized up and down the ICT
supply chain.
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Principle 18: Manage Identified Supply
Chain Vulnerabilities

Supply chains are complex, and weaknesses and vulnerabilities are the inevitable
consequence. Therefore, a process that will securely manage threat identification,
analysis, and remediation upon discovery of a supply chain problem is required. That
should involve supply chain stakeholders. The stakeholders conduct a formal vulner-
ability resolution and management process to determine specific actions and allocate
resources to address and limit a reported vulnerability’s adverse consequences.

ICT supply chain vulnerability management begins when a vulnerability in a
supply chain element or component is discovered and identified. Then a determina-
tion is made as to the potential impact of exploitation and dependencies across the
supply chain. This should include a determination of whether the vulnerability is
currently exploited and where the vulnerability was introduced. From the analysis,
the level of risk generated by this vulnerability is determined and a decision is made
to mitigate or accept the risk.

Principle 19: Reduce Supply Chain Risks during
Software Updates and Patches

Software updates and patches are inevitable in any technological product, and a
significant challenge is that a patch changes the system. Although patches and
changes are utilized to address known problems, changes can introduce new vul-
nerabilities. A failure to promptly update, or patch, the product ensures that an
exploitable vulnerability will remain within the ICT supply chain or its products.
Supply chain risks need to be kept in mind and managed when updates and patches
are installed in the product.

Principle 20: Respond to Supply Chain Incidents

Incidents happen all the time in technology work. Whether accidental or the
actions of an adversary, these incidents can be harmful and in some cases cata-
strophic. Therefore, a formal and well-defined ICT supply chain incident manage-
ment process is a necessary part of gopod SCRM. To ensure the effectiveness of the
incident response process, organizations need to plan and implement a process for
receiving notice of and subsequently managing supply chain incidents.

Procedures for detecting, reporting, and responding to security incidents must
be included in the plan to ensure continuity of operations. The ultimate objective
is to conduct the daily operations of the organization’s information systems and
achieve a level of security that prevents the unauthorized access, use, disclosure,
disruption, modification, or destruction of information. The process should include
formal mechanisms to detect, report, and analyze incidents and deploy an appro-
priate response to all incidents occurring within the ICT supply chain.
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Principle 21: Reduce Supply Chain Risks during Disposal

Eventually, ICT supply chain products must be properly disposed of. Retirement
and disposal is an inevitable consequence of progress; however, the absence of a
planned and secure disposal procedure can lead to unauthorized access to compo-
nents, elements, and products and the disclosure of vulnerabilities and weaknesses
that would otherwise be unknown to a potential adversary. It can also lead to the
subversion of replacement of subsequent systems or direct attacks on existing ICT
supply chains.

Making Control Structures Concrete:
FIPS 200 and NIST 800-53(Rev 4)

The standards that dictate how a federal government organization will comply with
the FISMA can provide an ideal basis for building on the principles of the NIST
SP 800-161 standard. FIPS 200 and its attendant set of NIST SP 800-53 Rev. 4
controls were promulgated after long study as a recommended means to deploy a
complete set of assurance behaviors for any ICT operation. The general focus makes
them excellent templates for the type of comprehensive process definition frame-
work to guide any ICT assurance process.

NIST SP 800-161 was developed with the detailed control sets of NIS 800-53
Rev. 4 in mind. NIST SP 800-53 Rev. 4 itemizes the assurance control structure
for any organization operating within an ICT product supply chain. These controls
can be used as a concrete basis for building the management control necessary to
formulate practical, real-world SCRM processes.

The FIPS 200 and NIST SP 800-53 models are often utilized to certify legally
mandated compliance laws and regulations such as the Sarbanes—Oxley Act
(SOX), which applies to the field of financial reporting; the Health Information
Portability and Accountability Act (HIPAA), which applies to health care;
and FISMA, which applies to all agencies of the U.S. Federal Government.
However, the process and the embedded controls can easily apply to creating
control assurance frameworks for organizations that operate in any form of ICT
supply chain.

FISMA, known officially as Title III of P.L. 107-347, is the enabling legislation
that authorized the development of the FIPS 200 compliance model as a proxy for
audited assurance of robust security for federal systems. Unlike SOX and HIPAA,
which are tailored to specific environments, FISMA is comprehensive legislation
that dictates every aspect of correct security practice for a large-scale information
system environment. This next section will focus on the best practices recom-
mended for FISMA. The reader needs to understand that the principles and prac-
tices outlined in this regulation apply generally to the proof of embodiment of best
practice in the ICT product supply chain universe.
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FISMA is an element of the E-Government Act, formally known as Title
III-Section 301 Information Security. This Act was signed into law in 2002. FISMA
formally recognizes the

“importance of information security to the economic and national
security interests of the United States.” Consequently, FISMA requires
each federal agency to “develop, document, and implement an enter-
prise-wide program to secure information and the information systems
that support the operations and assets of every federal agency, includ-
ing those provided or managed by another agency contractor, or other
»
source.

(FISMA, 2002)

On the surface, FISMA appears to apply only to general assurance of federal infor-
mation systems, but the preceding quote highlights the importance of the Act to
efforts to achieve comprehensive ICT product supply chain assurance. The principle
assurance activities required in FISMA generally apply to ICT work and justify the
application of the mandated assurance best practices in many other applications,
for instance, the assurance and control of private-sector supply chains. The need to
practice systematic security within a framework of areas of risk applies to supply
chains as much as it does federal systems.

Therefore, the practices that document compliance with FISMA are also
excellent proxies for best practice in the general operation of a product sourcing
operation. FISMA is implemented by two federal standards, and these standards
are issued by NIST.

Application of FIPS 200 and NIST
800-53(Rev 4) to Control Formulation

FIPS 200 defines the general security areas that must be specifically addressed to
document systematic assurance within a federal system. In actuality, two different
standards are part of the FISMA compliance puzzle. FIPS 199 characterizes the
sensitivity of a given system. The results of the FIPS 199 characterization are then
formalized as a requisite level of classification: low, medium, or high. The reader
should note that we are not discussing the sensitivity classifications in the FIPS
199 standard here, because we are focusing on the generic best practice controls
captured in FIPS 200.

FIPS 200 dictates best practice that must be documented as correct for the sys-
tem to be approved as fit to operate. NIST 800-53 controls for each of the FIPS 200
security areas are dictated by the analogous sensitivity of the system. All categories
of FIPS 200 should be addressed by an appropriate control that has been derived
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from NIST 800-53. FIPS 200 specifies minimum security requirements in 17 secu-
rity-related domains. Federal agencies must meet these requirements by using the
security controls specified in NIST SP 800-53; NIST 800-53 itemizes the current
commonly accepted state of proper practice in the safeguards and countermeasures
for assurance of an ICT system.

The selection of the security controls for the 17 FIPS 200 areas is dictated
by a risk-based approach. FIPS 200 establishes minimum levels of due diligence
for assurance for a given system and the ideal control sets specified in NIST
800-53(Rev 4) then serve as a more consistent, comparable, and repeatable
basis for specifying the specific assurance controls for the target system. The
17 areas covered by FIPS 200 represent a broad-based response that addresses
all aspects of management, operations, and technology. This is important in
an ICT SCRM because supply chains are composed of a diverse set of opera-
tions. Therefore, a comprehensive set of standard policies and procedures plays
an important role in the effective implementation of enterprise-level assurance
of the ICT product supply chain. Therefore, the following 17 standard security-
related areas that are specified in FIPS 200 are likely to be relevant to some
aspects of SCRM:

1. Access control—Limit access to authorized users, processes, and devices.
2. Awareness and training—Ensure that personnel are adequately trained.
3. Audit and accountability—Ensure that actions can be traced to enforce
accountability.
4. Certification, accreditation, and security assessments—Assure continued
effectiveness.
5. Configuration management—Establish and enforce baseline configurations
for systems.
6. Contingency planning—LEstablish, implement, and maintain plans to ensure
continuity.
7. Identification and authentication—Authenticate the identities before allowing
access.
8. Incident response—Establish operations for incident handling and incident
reporting.
9. Maintenance—LEstablish controls to perform periodic maintenance.
10. Media protection—Limit access to authorized users to sanitize media before
disposal.
11. Physical and environmental protection—Limit physical access to equipment.
12. Planning—Develop plans that describe planned security controls.
13. Personnel security—Ensure that personnel are trustworthy, including third
parties.
14. Risk assessment—DPeriodically assess the risk to operations.
15. Systems and services acquisition—Use adequate measures to ensure sourced
products.
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16. Communications security—Assure transmissions at the perimeter and within
boundaries.

17. System and information integrity—Ildentify, report, and correct flaws in
integrity.

After categorizing security for its system, the organization selects a set of security
controls from NIST SP 800-53 that satisfy the requirements for the 17 categories in
FIPS 200, shown in Figure 5.4. The appropriate controls for a given level of sensitiv-
ity are specified in NIST SP 800-53. Unless exceptions are granted, organizations
must employ all security controls specified for their respective baselines.

The selection of controls for any given area of security should involve the rel-
evant set of stakeholders up and down the supply chain. To ensure a cost-effective,
risk-based approach to security across the supply chain, the explicit behaviors that
are meant to characterize the desired assurance activities need to be tailored into a
comprehensive and coherent security control baseline. That baseline then must be
coordinated and authored by the proper decision-making authorities up and down
that specific ICT supply chain. The resulting set of operational security controls is
then documented, and the requisite behaviors are installed and enforced as stan-
dard operating procedure.

FIPS 200 Security Control Categories

1 \ Access control—limit access to authorized users, processes, and devices \
2 \ Awareness and training—ensure that personnel are adequately trained \
3 || Audit and accountability—ensure that actions can be traced to enforce accountability \
4 || Certification, accreditation, and security assessments—assures continued effectiveness |
5 \ Configuration management—establish and enforce baseline configurations for systems \
6 \ Contingency planning—establish, implement, and maintain plans to ensure continuity \
7 \ Identification and authentication—authenticater identities before allowing access \
8 \ Incident response—establish operations for incident handling and incident reporting \
9 \ Maintenance—establish controls to perform periodic maintenance \
10 || Media protection—limit access to authorized users sanitize media before disposal \
11 \ Physical and environmental protection—limit physical access to equipment \
12 || Planning—develop plans that describe planned security controls |
13 \ Personnel security—ensure that personnel are trustworthy, including third parties \
14 || Risk assessment—periodically assess the risk to operations |
15 \ Systems and services acquisition—use adequate measures to ensure sourced products \
16 || Communications security—assure transmissions at the perimeter and within boundaries |
17 \ System and information integrity—identify, report, and correct flaws in integrity \

Figure 5.4 FIPS 200 security control categories.
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The Generic Security Control Set

The NIST SP 800-53 minimum assurance requirements should specify the secu-
rity behaviors and activities that the ICT supply chain management has to deploy
in order to achieve the minimum degree of compliance with the assurance levels
required in a given sourcing contract. The organizations in the supply chain imple-
ment these controls and monitor them to provide the level of continuous confi-
dence that the requisite controls were implemented correctly, operate as designed,
and produce the desired security outcomes.

The NIST SP 800-53 control activities are specified one control at a time.
However, in order to keep the necessary knowledge of the complete set of an ICT
assurance measures at a consistent level of awareness, the individual controls are
grouped into a single security control baseline. The baseline is homogeneous in that
each control within the baseline serves a purpose relating to the larger set of logi-
cally designed and interrelated security requirements.

The true advantage of utilizing NIST SP 800-53 to establish a security sys-
tem rests on the fact that the control set is comprehensive and homogeneous.
It has been designed by NIST over a long process involving many experts to
achieve the general goal of complete system assurance. Since the standard con-
trol baselines within NIST SP 800-53 are complete and correct, their security
recommendations provide a standard template for the practical implementa-
tion of assurance control in any organization within a supply chain. This means
that an organization that adopts a NIST SP 800-53 control set essentially has
had much of the concept and design work done for it, even before starting the
process of tailoring a practical set of controls for application up and down the
supply chain.

NIST 800-53 Control Baselines

The control baselines in NIST SP 800-53 provide a well-defined set of control
activities to satisfy the assurance requirements for a given security area in the
FIPS 200 standard. Selecting and applying a specific control from 800-53 involves
implementing real-world actions that satisfy the intention of that control statement,
within that security category. Security categories represent the total set of security
requirements for a product at an assessed level of impact. Organizations then tailor
the recommended action to their contextual needs to produce a standard baseline
of controls that satisfies the generic assurance requirements of the supply chain in
which the organization resides. The 800-53 recommended baseline behaviors for an
organization describe the safeguards and countermeasures that have been employed
to mitigate risks within that organization and by implication all organizations in
the supply chain. These baselines are documented and integrated into the overall
assurance plan for that ICT product supply chain.



Establishing a Substantive Control Process ® 187

Detail of Controls

In all cases, the organizations in an ICT product supply chain must be able to
demonstrate that all of the requisite security controls are in place and generally
satisfy the expressed requirements for assurance for that organization’s position in
the supply chain. The organization must document that each control was developed
in a way that ensures a high degree of confidence that the control is complete, con-
sistent, and correct. The organization should also capture and document objective
evidence that the control is operating effectively and meets its stated functional
requirements.

The desired condition is that the security controls are unambiguously defined
and that no obvious errors in definition or execution are known to exist. If a control
is shown to be inadequate, then timely remediation is required. To support this lac-
ter requirement, the organization provides a description of the control’s functional
properties as well as its design and development requirements. This description
contains sufficient detail to permit subsequent analysis and testing. Organizations
must be able to demonstrate that these security controls are present and docu-
mented. To assure sufficient reliability of each control, the organization is expected
to use formal and well-defined processes to design, develop, and implement its con-
trols. The organization must also produce documentation to support audited proof
of compliance with the security requirements

To ensure a basic level of security, an organization must test and assure the cor-
rect operation of each control in the moderate baseline through formally planned
and executed processes. In general, the organization develops a precise description
of all requisite behaviors, technical actions, and activities to ensure that the control
will satisfy all intended outcomes when implemented properly. To ensure that the
testing and assurance process is performed propetly, the organization must develop
a specific description of behaviors that the control must exhibit. This description
must provide sufficient detail to allow the organization to confirm that the control
is functioning correctly.

Thus, the organization must provide a description of expected outcomes for
each control’s operation. These descriptions and requirements must be objective
and detailed enough to allow each control’s performance to be quantitatively
analyzed and assured. Then, the everyday functions of the security control must
produce quantitative data to confirm that its operation complies with stated func-
tional requirements. The organization must also include a description of how it
will continually assess and improve the effectiveness of the control. The description
must include actions to ensure that the organization develops and records relevant
documentation or proof of performance and then performs and records assurance
activities to achieve its improvement goals.

Because any set of controls is going to be only as effective as the people who
operate them, the organization needs to ensure the performance of the people
involved with designing and operating the security controls. This requirement
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includes providing a detailed policy description of specific staff responsibilities
and behaviors. If the documentation and human resource management portion of
security system deployment is correctly defined, the organization has an objective

basis to ensure that the necessary abilities to operate the security system are always
present (NIST SP 800-53 Rev. 4).

Six Feasibility Considerations for NIST 800-53
In order to embed any given set of NIST 800-53 controls within an ICT product

supply chain, it is necessary for each of the component organizations to account
for specific contextual factors that might influence the deployment of each recom-
mended control. Six large, contextual considerations should be factored into plan-
ning to decide whether an issue will influence how the baseline controls are applied.
These considerations are (NIST, 2014) (Figure 5.5):

B Technological feasibility—If a security control requires the use of specific tech-
nologies and versions, commonsense dictates that the control will work only
if they are supported within the existing system. Thus, an organization can-
not recommend a control without considering whether the needed technol-
ogy is in place. Otherwise, for example, the installation of a new control
might not work or might cause a major vulnerability in the system due to
compatibility problems with existing components.

B Compatibility of management processes—The organization’s infrastructure is a
system, so a change to one of its constituent processes or activities can cause
the same concerns as a change to a technical component. Consequently, an
organization must be able to say with assurance that a change to operating
processes will not harm security, either by creating new vulnerabilities or by
causing a misalignment of processes within the protection scheme.

Six Feasibility Considerations
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Figure 5.5 Six feasibility considerations.
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B Denial of service—This consideration is an extension of the previous one.
Misconfiguration of the security scheme due to the addition of a new con-
trol can lead to a denial of service. A breakdown in system availability is
separate from a problem with a process capability because the denial of ser-
vice can involve either a technical or procedural consideration. If a conflict
results from adding an incorrect technical control to the system’s protection
scheme, the system might stop working or a critical piece of functionality
might be lost. On the management side, the addition of a behavioral control
that causes a conflict with an everyday business process can cause a security
exposure or harm business operations.

B System evolution—The installation of a new security control might limit the
organization’s ability to improve the system for the future. This is a strate-
gic concern because the security of the current system will probably not be
affected. Nevertheless, an incorrect decision in the evolution of the system—
for instance, selecting a platform with builtin technical limitations—can
lead the organization into a cul-de-sac from which it is difficult to recover.
Because this feasibility concern involves a certain amount of “fortune tell-
ing,” it rarely surfaces in security planning decisions. However, the ability
to extend a system over the long term is a legitimate issue that needs to be
considered when implementing a control.

B Economy of mechanism—This concern is perhaps the most pragmatic of all.
It enforces an idea that Saltzer and Schroeder call “economy of mecha-
nism,” which refers to the commonsense principle of keeping security as
simple as possible. If the controls are simple and easy to operate, then the
possibility of implementation errors is greatly reduced. Also, any errors
that do exist are easier to find and fix. More importantly, the user is less
likely to make a mistake in executing a control if it is intuitively obvious
to operate.

B Consideration of injected risk—Because the system will change and evolve
over time, all of the prior five issues could create new or unanticipated risks.
The organization must consider the effects of these changes and new risks. A
new risk can be mitigated if it is properly considered at the time the change is
made, but the timing of the response must be feasible.

Feasibility is an important consideration in security system implementation
because there are so many factors involved in the security process, each of which
must be satisfied in order to have effective real-world security practice. Therefore,
all of the above standard considerations, as well as any unique feasibility con-
cerns that might apply to a specific organization, have to be addressed by the
designers of the system. Done properly, the design should always be fully imple-
mentable and able to be operated without any interruption to the security the
system provides.
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NIST 800-53 Catalog of Baseline Controls

NIST SP 800-53 is the basis for selecting and specifying the security controls that
are to be implemented in a given organization. As previously mentioned, the stan-
dard is specifically designed to support agencies of the federal government; how-
ever, the recommendations can be extended to apply to any information system in
any environment. The official aim of NIST SP 800-53 is to facilitate a more con-
sistent, comparable, and repeatable approach for selecting and specifying security
controls in information systems and to provide a catalog of those controls (NIST
SP 800-53 Rev. 4).

The objective of the control catalog is to provide a complete set of prototype con-
trols to enable a comprehensive security response. Those controls are tailored directly
from the generic set of controls specified in NIST SP 800-53. The controls must be
tailored to satisfy the security requirements of the specific system within the organi-
zational context where they will be applied. The organization selects the appropriate
controls and then customizes and implements them to address specific threats.

The NIST SP 800-53 baseline ensures that security controls are defined more
consistently across the organization; however, it is necessary to tailor the controls
specified in that standard controls baseline to explicitly address all relevant threats
and vulnerabilities. The preparation of a tailored response from a standard control
set involves execution of a risk analysis process. That risk analysis identifies, charac-
terizes, and evaluates the specific risks a new threat might pose. The risk assessment
itself can be performed in a variety of ways depending on the organization’s needs.
But any process associated with implementing 800-53 should be driven by a com-
prehensive risk assessment.

The set of security controls recommended by NIST SP 800-53 comprises the
current state of the practice for IT risk management. The selection and tailoring of
these controls is part of the process of managing organizational risk. The process
entails several key phases that include obvious steps such as threat assessments, risk
analyses, and the selection and implementation of a corresponding set of controls
based on those evaluations. The standard recommends the following set of seven
steps for building an effective risk management system:

1. Understand the impact of risk on each system in the organization.

2. Select and baseline a satisfactory set of security controls to address estimated
impacts on each system.

3. Adjust or tailor the initial baseline of security controls after assessing the
impacts of identified risk on the system’s operating environment.

4. Document the security controls in the system security plan, including the
organization’s justification for any refinements or adjustments to the initial
set of controls.

5. Implement the security controls in the system. For legacy systems, some or all
of the selected security controls may already be in place.
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6. Assess the performance of the security controls to determine that they were
implemented and operate correctly and satisfy all documented security
requirements.

7. Monitor and assess the selected controls continually.

An organization needs to maintain continual alignment between the control set
and the security needs of the asset being protected. Security risks must be catego-
rized because it is essential to align the implemented security measures with the
importance of the information they are designed to protect. In other words, the
security controls should be proportionate to the potential harm to information that
might come from a violation or incident in the controlled area. This ongoing bal-
ancing act ensures proper security and maximizes the cost benefit of implementing
the controls.

After the organization selects an appropriate security control baseline, it must
consult the standard to apply scoping to the initial baseline. Scoping ensures a
proper balance between the degree of protection and the assumed level of threat by
using the appropriate set of controls based on the assumed sensitivity of the content
of the ICT product supply chain. Once the organization has scoped the baseline, it
can tailor the actual implementation of controls according to its needs.

After scoping and tailoring, the last step is to specify the practical form of the
security controls within the execution of the supply chain operation. The organiza-
tion uses a risk-driven approach to tailor the control set to the needs of the operat-
ing environment. The aim is to ensure that the specification of controls is feasible in
terms of technology and available resources.

Implementing Management Control Using the
Standard NIST SP 800-53 Rev. 4 Control Set

Management and controls go hand in hand in that a substantive state of manage-
ment is implemented by the specific control behaviors that dictate the right opera-
tional practice. Because the operation itself can be incredibly complex, controls are
not implemented in one single monolithic batch. Instead, they are implemented
top down in layers. In simple terms, the implementation process is hierarchical, in
that the highest level, and most general control statements, which could conceiv-
ably be the organization’s top-level policies for SCRM, are further elaborated by
breaking them down into several smaller, easier-to-implement level controls. The
lowest of these control levels ensures the desired outcome of the high-level con-
trol statement. This decomposition process creates a classic one-to-many hierarchy
that, at its lowest level of documentation, can comprise a very large number of
specific behaviors, at the individual organizational level. Nevertheless, it is possible
to establish rigorous control over the security practices of each organization in the
ICT product supply chain using this logical decomposition process.
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Practical Security Control Architectures

The security controls specified in NIST SP 800-53 must be shaped into a well-
defined architecture made up of security practices for each organizational situation.
The security controls in NIST SP 800-53 have been organized into three categories
and 17 classes, or families, for ease of understanding. The three general categories of
controls are managerial, operational, and technical. Each of the 17 classes implies
a related set of required security behaviors. According to the standard, each control
must be documented. This documentation facilitates the decomposition process
in that an organization schedules the actual, real-world deployment of the specific
class of controls within families. However, many of the security controls for a given
control requirement can logically be associated with more than one class.

The practical documentation of the organization’s security control architecture
involves three key components: a control description, supplemental guidance for
application of the control, and a control enhancements section (NIST 800-53,
2014). The control section provides a concise statement of the security capability
provided for a component or aspect of the ICT product supply chain. The control
section describes security-related activities that need to be carried out to satisfy the
intent of the control (NIST 800-53, 2016). A supplemental guidance section pro-
vides additional information for a specific security control. Organizations should
consider using the supplemental guidance when defining, developing, and imple-
menting novel security controls for a given situation (NIST SP 800-53, 2014).

The control enhancements section describes any security capability that is
required to create added functionality for a basic control. Control enhancements
also describe additional steps needed to increase the strength of a control. In both
cases, the goal is to improve the security of a component within the ICT product
supply chain due to the prospect of a known threat.

Control Statements

Control statements are concise declarations of the security capability that must be
implemented to protect a particular organization or a larger aspect of the ICT prod-
uct supply chain. The control statement describes standard, systematic security-
related behaviors to be executed by the organization.

The control statements in NIST SP 800-53 describe a range of behaviors for the
protection of any type of information system application, including ICT product
supply chains. Organizations select controls and tailor operations to align their
security controls to meet specific business or operating goals. For example, an orga-
nization can specify how often it intends to conduct the threat assessments that
will shape the form of the control or how frequently it intends to test the access
controls themselves. Once specified, these actions become part of the control’s doc-
umentation set, and the organization’s compliance is directly assessed against the
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specifications in that documentation. Some options for executing the control might
be constrained by a minimum or a maximum number of steps or values (NIST SP
800-53, 2014).

The NIST SP 800-53 control catalog allows a degree of flexibility in tailoring
the standard controls. This flexibility lets the organization selectively define how to
carry out any set of actions associated with the control. Organizations can tailor the
control statement only to specify actions that the control must be able to perform
or is not permitted to perform (NIST SP 800-53, 2014).

Supplemental Guidance

Supplemental guidance supplies additional information that might be necessary to
clarify the control statement. The standard recommends that “organizations should
consider supplemental guidance when defining, developing, and implementing
security controls.” The aim is to make certain that the control and its purposes
are unambiguously understood throughout the organization. This applies both to
the organization’s implementation of that control and to its day-to-day operational
execution.

Control Enhancements

The control enhancements section serves as the “other” category. The standard sug-
gests a complete set of commonly accepted generic controls. Nevertheless, since all
ICT product supply chains differ to some degree, it is possible that additional secu-
rity capabilities will be added to the basic control statement to ensure the effective-
ness of the control, as well as to complete the control documentation. Consequently,
control enhancements generally specify some form of related control behavior that
must be added to the actions of a basic control to increase its scope, or its rigor.

For example, a more robust control might be needed to ensure better protection
due to the higher impact of a given threat. A control enhancement might also be
needed when the organization seeks additions to a basic control’s capabilities based
on the outcomes of a risk assessment. Control enhancements are documented for
each control in a way that each addition to the basic control functionality can be
casily identified during an inspection or audit of the operational control.

Real-World Control Formulation
and Implementation

The challenge in formulating and implementing security controls is the basic
requirement to identify and implement the right set of controls in a real-world
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situation. Given the complexity of most organizations, it is a significant challenge
to ensure that the most effective controls are in place to address an ICT product
supply chain organization’s unique requirements. For that reason, the concept of
using a standard baseline of “must address” controls as a starting point is very help-
ful to the implementation process. These standard baselines represent best prac-
tice as understood by the experts at NIST. The baselines alleviate a considerable
amount of natural inertia when setting up a security control system by document-
ing a “recommended” initial version (NIST 800-53, 2016).

In this respect, the baseline set of controls comprises the minimum set of secu-
rity behaviors needed to achieve the requisite level of assurance. For conventional
organizations in an ICT product supply chain, these assurance requirements would
probably be established based on a comprehensive threat analysis for the supply
chain.

Limitations of the 800-53 Approach in SCRM

The determination of the final set of security controls is dictated by the organiza-
tion’s risk environment, which is constantly changing. Therefore, the organization
must be agile. The degree of agility required is determined by ongoing assessments
of existing security threats. In many cases, additional or enhanced security controls
are needed after an assessment to address new threats and vulnerabilities or to
satisfy the requirements of a new law, standard, or regulation. An identified threat
justifies the addition of a managerial, operating, or technical control.

Because the model 800-53 controls are only meant to specify a general starting
point, modifications to the deployed control set will probably be needed to account
for all the inevitable exogenous factors within the supply chain. Innumerable threats
exist in the global environment of the Internet, and organizations cannot plan for
everything. Therefore, they probably will need to employ different or additional
security controls from those in the NIST 800-53 baselines. This need is entirely
plausible given the diverse nature of organizations and their activities.

Such modifications are almost always driven by a supplemental risk evalua-
tion that leads to tailoring decisions and the eventual specialized controls that
must be included in the eventual ICT SCRM plan. The baseline control set
provides a standard minimum specification of security controls for the SCRM
process. The ICT SCRM design process also deploys a set of specially tailored
controls to meet threats that are not part of the standard collection of recom-
mended controls. The only requirement is documentation of how the new control
will address the identified risk. Each specially designed and tailored practice is a
blend of programmatic activities, validation/verification activities, and assurance
requirements, as well as general and technical requirements. The programmatic
and validation/verification activities are implemented according to the contract
formulated between the acquiring organization and the primary supplier. The
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term “acquirer” designates the single organizational unit that is acquiring the
product or element. The term “element” is used throughout to mean a COTS
product and is synonymous with components, devices, products, systems, and
materials. An element is part of an information system and may be implemented
by products or services.

In many cases, the practice will apply to a software supplier and a hardware sup-
plier. Since most hardware devices contain some level of firmware or software, the
document does not differentiate between types of suppliers. The term “integrator”
is used to depict a third-party organization that specializes in combining products/
elements of several suppliers to produce elements (information systems). The term
“supplier” is used to depict an organization that produces elements and provides
them to the integrator to be integrated into the overall system; it is synonymous
with vendor and manufacturer. Supplier in this document also applies to main-
tenance/disposal service providers. Appendix A provides a glossary of terms used
throughout the document.

A description of its intent is provided at the beginning of each practice. The
practice then expands into specific activities and requirements that will aid in
obtaining varying levels of supply chain assurance. In some cases, the practice or a
portion of the practice may be too costly, not applicable, or not feasible to imple-
ment for a FIPS 199 high-impact information system. The practices are recom-
mendations and should be considered on a risk management basis. The practices
selected for this document take into account that the organization has a developed
and implemented robust information security program and uses NIST guidelines
and standards.

Security controls are the specific management, operating, and technical behav-
iors designed to protect information security in an organization. The generic secu-
rity controls defined in NIST SP 800-53 are planned and installed using a formal
managerial process that produces an explicit architecture for the ICT function for
a specific organization. The process is implemented by a plan that ensures all des-
ignated security controls are implemented properly and are effective in daily opera-
tion. Because the controls must always be effective, the implementation of NIST SP
800-53 is built around periodic assessments of risk and feedback obtained during
scheduled preventive maintenance inspections of the effectiveness of each control.
The outcomes from those assessments include such estimates as the magnitude of
harm that could result from the “unauthorized access, use, disclosure, disruption,
modification, or destruction of information and information systems that support
the operations and assets of the organization” (NIST 800-53).

Within the larger, strategic management plan for the organization, specifically
targeted plans are documented to ensure suflicient security for individual networks,
facilities, or information systems (NIST 800-53). The plan also includes periodic
testing and reviews to evaluate the effectiveness of all security policies, procedures,
practices, and security controls. The frequency of these tests and reviews depends
on the risk environment, but they are generally performed at least once a year.
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Because a recommendation for remedial action might result from these reviews
and tests, a process for planning, implementing, evaluating, and documenting such
actions must be included in the organization’s overall set of practices.

Chapter Summary

This chapter discusses the mechanisms for establishing a SCRM capability within
any organization. The goal in each of these cases is to formulate a practical way for
suppliers and acquisition and security professionals to implement a unified pro-
cess that will allow them to make informed decisions about the trustworthiness
of sourced products. We examined several existing standard models that could be
used to structure and oversee practical ICT product supply chain operations. These
models are as follows:

B NIST SP 800-161, Supply Chain Risk Management Practices for Federal
Information Systems and Organizations

B FIPS PUB 200, Minimum Security Requirements for Federal Information and
Information Systems

B NIST SP 800-53 (v4), Security and Privacy Controls for Federal Information
Systems and Organizations

NIST 800-161 is a much newer standard, as the numbering suggests; 108 standards
were promulgated after 800-53. It provides a set of 21 principles for ICT SCRM.
These principles can be utilized to guide the deployment of controls to address the
purpose and intent of each principle.

FIPS 200 and NST 800-53(4) combined specify the control structure and
explicit controls to ensure a state of comprehensive information security for all
systems utilized by the federal government. To comply with the act, organizations
must first determine the impact level for each of the security categories listed in
FIPS 200. Then the organization utilizes the recommendations specified in NIST
SP 800-53 as a means of selecting and specifying security controls.

The ICT product supply chain is complex. Therefore, explicit risk management
practices are required to ensure the appropriate level of assurance for each indi-
vidual supply chain. The best practices embedded in this standard are designed to
promote the trusted acquisition of sourced ICT products from worldwide suppli-
ers. The NIST 800-161 standard embodies 21 fundamental principles for SCRM.
These are as follows:

1. Maximize acquirer’s visibility into the actions of integrators and suppliers in
the process.

2. Ensure that the uses of individual supply chain components are kept
confidential.
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3. Incorporate conditions for supply chain assurance in specifications of
requirements.

. Select trustworthy elements and components.

. Enable a diverse supply chain. Do not sole source.

. Identify and protect critical processes and elements.

. Use defensive design in component development.

. Protect the contextual supply chain environment.

. Configure supply chain elements to limit access and exposure.

10. Formalize service/maintenance agreements.

11. Test throughout the system development life cycle (SDLC).

12. Manage all pertinent versions of the configuration.

13. Factor personnel considerations into supply chain management.

14. Promote awareness, educate, and train personnel on supply chain risk.

15. Harden supply chain delivery mechanisms.

16. Protect/monitor/audit the operational supply chain system.
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17. Negotiate and manage requirement changes.

18. Manage identified supply chain vulnerabilities.

19. Reduce supply chain risks during software updates and patches.
20. Respond to supply chain incidents.

21. Reduce supply chain risks during disposal.

The standards that dictate how a federal government organization will comply with
FISMA (2002) can provide an ideal basis for building on the principles of the
NIST 800-161 standard. FIPS 200 and its attendant set of NIST 800-53 controls
were promulgated after long study as a recommended means to deploy a complete
set of assurance behaviors for any ICT operation. That general focus makes them
excellent templates for the type of comprehensive process definition frameworks for
guiding any ICT assurance process.

In fact, NIST 800-161 was developed with the detailed control sets of NIS
800-53(4) in mind. NIST 800-53 itemizes the requisite assurance control structure
for any organization operating within an ICT product supply chain. These controls
can be used as a concrete basis for building the management control necessary to
formulate practical, real-world SCRM processes.

The FIPS 200 and NIST 800-53 models are often utilized to certify legally
mandated compliance laws and regulations such as SOX, HIPAA, and FISMA.
However, the process and the embedded controls can easily apply to creating con-
trol assurance frameworks for organizations that operate in any form of ICT supply
chain.

FIPS 200 defines the general security areas that must be specifically addressed
to document systematic assurance within a federal system and dictates best practice
that must be documented as correct for the system to be approved as fit to operate
(FIPS, 2016). NIST 800-53 controls for each of the FIPS 200 security areas are dic-
tated by the analogous sensitivity of the system. All categories of FIPS 200 should
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be addressed by an appropriate control that has been derived from NIST 800-53.
FIPS 200 specifies minimum security requirements in 17 security-related domains.
Federal agencies must meet these requirements by using the security controls speci-
fied in NIST SP 800-53; NIST 800-53 itemizes the current commonly accepted
state of proper practice in the safeguards and countermeasures for assurance of an
ICT system.

The selection of controls for any given area of security should involve the rel-
evant set of stakeholders up and down the supply chain. To ensure a cost-effective,
risk-based approach to security across the supply chain, the explicit behaviors that
are meant to characterize the desired assurance activities need to be tailored into a
comprehensive and coherent security control baseline. That baseline then must be
coordinated and authored by the proper decision-making authorities up and down
that specific ICT supply chain. The resulting set of operational security controls is
then documented, and the requisite behaviors are installed and enforced as stan-
dard operating procedure.

The NIST SP 800-53 minimum assurance requirements should specify the
security behaviors and activities that the ICT supply chain management should
deploy to achieve the minimum degree of compliance with the assurance levels
required in each sourcing contract. The organizations in the supply chain imple-
ment these controls and monitor them to provide the level of continuous confi-
dence that the requisite controls were implemented correctly, operate as designed,
and produce the desired security outcomes.

The NIST SP 800-53 control activities are specified one control at a time.
However, to keep the necessary knowledge of the complete set of ICT assurance
measures at a consistent level of awareness, the individual controls are grouped into
a single security control baseline. The baseline is homogeneous in that each control
within the baseline serves a purpose relating to the larger set of logically designed
and interrelated security requirements.

The true advantage of utilizing NIST SP 800-53 to establish a security system
rests on the fact that the control set is comprehensive and homogeneous. It has
been designed by NIST over a long process involving many experts, to achieve the
general goal of complete system assurance. Since the standard control baselines
within NIST SP 800-53 are complete and correct, their security recommendations
provide a standard template for the practical implementation of assurance control
in any organization within a supply chain. This means that an organization that
adopts a NIST SP 800-53 control set essentially has had much of the concept and
design work done for it, even before starting the process of tailoring a practical set
of controls for application up and down the supply chain.

NIST SP 800-53 is the basis for selecting and specifying the security controls
that are to be implemented in each organization. As mentioned earlier, the standard
is specifically designed to support agencies of the federal government. However, its
recommendations can be extended to apply to any information system in any envi-
ronment. The official aim of 800-53 is to facilitate a more consistent, comparable,
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and repeatable approach for selecting and specifying security controls in informa-
tion systems and to provide a catalog of those controls (NIST 800-53).

The objective of the control catalog is to provide a complete set of prototype con-
trols to enable a comprehensive security response. Those controls are tailored directly
from the generic set of controls specified in NIST 800-53. The controls must be
tailored to satisfy the security requirements of the specific system within the organi-
zational context where they will be applied. The organization selects the appropriate
controls and then customizes and implements them to address specific threats.

The practical documentation of the organization’s security control architecture
involves three key components: a control description, supplemental guidance for
application of the control, and a control-enhancements section (NIST 800-53,
2016). The control section provides a concise statement of the security capability
provided for a component or aspect of the ICT product supply chain. The control
section describes security-related activities that need to be carried out to satisfy the
intent of the control (NIST 800-53, 2016). A supplemental guidance section pro-
vides additional information for a specific security control. Organizations should
consider using the supplemental guidance when defining, developing, and imple-
menting novel security controls for a given situation (NIST 800-53, 2016).

The control enhancements section describes any security capability that is
required to create added functionality for a basic control. Control enhancements
also describe additional steps needed to increase the strength of a control. In both
cases, the goal is to improve the security of a component within the ICT product
supply chain due to the prospect of a known threat.

The challenge in formulating and implementing security controls is the require-
ment to identify and implement the right set of controls in a real-world situation.
Given the complexity of most organizations, it is a significant challenge to ensure
that the most effective controls are in place to address an ICT product supply chain
organization’s unique requirements. For that reason, the concept of using a stan-
dard baseline of “must address” controls as a starting point is very helpful to the
implementation process. These standard baselines represent best practice as under-
stood by the experts at NIST. The baselines alleviate a considerable amount of
natural inertia when setting up a security control system by documenting a “recom-
mended” initial version (NIST 800-53, 2016).

In this respect, the baseline set of controls comprises the minimum set of security
behaviors needed to achieve the requisite level of assurance. For conventional organi-
zations in an ICT product supply chain, these assurance requirements would prob-
ably be established based on a comprehensive threat analysis for the supply chain.

Key Concepts

B SCRM is an essential part of doing business in a global economy.
B Supply chain control structures should comprise a single controlling entity.
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B Supply chains are built through transparency created by effective control
structures.

B Explicit SCRM control structures can be built using three commonly
accepted standards: NIST 800-161, FIPS 200, and NIST 800-53(Rev 4).

B The FIPS 200 standard provides 17 control areas required for proper risk
management.

B The NIST 800-53 standard defines explicit controls to implement each of
these 17 areas.

B The recommendations in NIST 800-161 are geared to the control structure
created by FIPS 200/NIST 800-53.

B Formal control frameworks ensure a stable process for SCRM.

B The creation and documentation of an explicit control framework is a require-
ment for proper SCRM.

B The NIST 800-161 standard specifies 21 principles for managing the supply
chain communities of practice.

B Supply chains rely on contracts to enforce trust.

B People are the weakest link in a supply chain.

Key Terms

acquirer: the entity in the supply chain process who purchases a given product or
service

analysis: an explicit examination to determine the state of a given entity or
requirement

assurance: the set of formal processes utilized to ensure confidence in a supply
chain product

best practice: the execution of a set of behaviors that are both well defined and
commonly accepted as correct in each community of practice

community of practice: A known and commonly accepted collection of orga-
nizations all performing a given product development or service activity
among which a set of formally defined relationships exists

configuration management: rational control of change based on a formal process

consumer: the final customer in the Acquisition process; the entity for whom the
product was built

control framework: a comprehensive set of standard behaviors intended to explic-
itly define all required processes, activities and tasks for a given field, or
application

controls: technical or managerial behaviors that are put in place to ensure a given
and predictable outcome for a given project, or business goal

incident response: steps taken to reduce the impact of a given event

infrastructure: a planned entity with a consciously designated purpose

monitoring: specific oversight created by a planned collection and analysis of data
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outsourcing: the letting of subcontract to third parties to provide a product or
service

process: a collection of practices designed to achieve an explicit purpose

process design: the act of translating a given product development into specific
steps along a timeline for an intended and verifiable outcome

risk: a given threat with a known likelihood and impact

SCRM: assurance that all elements in the supply chain are controlled and their
present status is known

sourcing: the organizational process of product acquisition either through a devel-
opment process or by the purchase of a COTS solution

testing: validation of performance of a target object

transparency: full and complete understanding of the execution and outcomes of
a process among a defined set of stakeholders or partners

verification and validation: the reviews and tests used to ensure a given set of
criteria
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Chapter 6

Control Sustainment and
Operational Assurance

At the conclusion of this chapter, the reader will understand the following:

B The role of long-term sustainment in supply chain risk management (SCRM)
processes

B The concerns and issues of long-term sustainment

B The importance of configuration management in sustaining supply chain
trust

B The importance of stable control baselines in maintaining supply chain
integrity

B The five fundamental principles for sustaining SCRM

B The detailed activities of change management

B The role and importance of evolution in sustaining effective supply chains

Sustaining Long-Term Product Trust

The term “entropy” describes the tendency for any system to get disorderly over
time. Entropy applies to complex things like the universe or simple things like your
kid’s bedroom. As with any other principle, the effects of entropy are inevitable
especially in the complicated world of information and communication technol-
ogy (ICT) supply chains. This chapter will discuss the ways that the organization
can bring order to the disorderly world of global ICT product supply chains with a
process called sustainment.

203
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With most developed products, sustainment begins after delivery and accep-
tance. However, with ICT product supply chains, sustainment starts when the
actual sourcing process begins. This is due to the supply chain being a living,
dynamic thing subject to any number of unanticipated forces that might cause
change and that should be controlled in a rational and systematic way to ensure
against exploitations and potential breakdowns. The main purpose of sustainment
activities is to assure the letter and spirit of contractual requirements throughout
the ICT product sourcing process.

ICT products are acquired to facilitate organizational goals with each product
having a fundamental set of security requirements. The security environment is
continuously changing; so, if some aspect of the evolving product does not meet
security requirements, the organization needs to realign the product and/or its pro-
cesses to bring it back into proper alignment. Environmental factors that impact
security include the following:

B Changes in the security goals, risk tolerance, risk mitigation, or risk accep-
tance posture of any participant in the supply chain including the customer

B Changes in attack patterns and/or adversaries

B Changes in the business model or business environment of a supply chain
participant

B Changes in the motivation, rigor, or extent of the security functions within a
supply chain participant

B Alterations in the staffing or resource base of a supply chain participant

B Changes in the basic conditions of the participant environment such as pro-
duction breakdowns or natural disasters

B A need to make a basic alteration in the design or assumptions underlying the
development process

Some of these factors are shown in Figure 6.1. They and any others need to be
accounted for in a real-world ICT product supply chain. The accounting should
take place at both the overall supply chain system process level and within the pro-
cesses of any given member organization within that sourcing chain. Consequently,
a well-defined and properly stipulated process for managing change, both short and
long terms, should be included in any ICT product sourcing system. This involves
a dedicated six-step process to

1. Establish and maintain situational awareness.

2. Analyze reported vulnerability and understand operational impacts.

3. Obtain management authorization to remediate.

4. Manage and oversee the authorized response.

5. Evaluate the correctness and effectiveness of the implemented response.

6. Assure the integration of the response into the larger supply chain process.
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Environmental Factors that Impact Security

Changes in risk tolerance, risk mitigation, or risk acceptance

Changes in attack patterns and/or adversaries

Changes in the business model or environment of a supply chain participant

Changes in motivation, rigor, or extent of security functions

Alterations to staffing or resource base of the supply chain environment

Changes in the basic conditions of the participant environment such as production
breakd or natural di: S

A need to make alterations to the design or assumptions underlying the development process

Figure 6.1 Environmental factors that impact security.

The ICT product sourcing and development environment is in constant flux.
New threats emerge, and environmental factors change. Consequently, trust in
the secure functioning of the ICT product supply chain should be renewed on a
regular basis or as needed. Because each organization in the supply chain is closely
interconnected to others, both downstream and upstream, an appropriate level of
confidence must be maintained up and down the sourcing process (Figure 6.2).

Step 1: Establish and Maintain
Situational Awareness

Sustainment creates situational awareness for the supply chain and monitors the hazard
space to ensure that there is no present threat to the supply chain’s ability to deliver
a secure, contracted product or service. Sustainment identifies and records threats or
problems, analyzes those problems, and takes the appropriate adaptive, perfective, or
preventive corrective action to ensure that the assurance goals of the ICT product supply
chain are achieved. The assurance is underwritten by the steps the organization takes
to detect and react to all legitimate forms of threat and security violations. The steps are
either proactive or reactive. Proactive assurance focuses on three types of actions:

1. Quantitative evaluation of individual supplier products, or their processes, to
identify prospective threats or vulnerabilities in those products or processes
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Change Management Process

e Establish and maintain situational awareness

¢ Analyze reported vulnerability and understand operational impacts

¢ Obtain management authorization to remediate

¢ Manage and oversee the authorized response

e Evaluate correctness and effectiveness of the implemented response

€«LECC

e Assure the integration of the response into the larger supply chain
process

Figure 6.2 Change management process.

2. Developing, evaluating, and perfecting small-or large-scale strategic altera-
tions to a given ICT product supply chain

3. Implementing targeted controls to protect the supply chain and the products
moving within it from a known threat

If proactive change is required, then decision-makers have the option to autho-
rize a preventive, perfective, or adaptive response. Preventive responses identify
and detect latent vulnerabilities that can be exploited by a known threat and
implement a practical solution. Perfective responses are carried out to update
and improve the performance, dependability, and maintainability of a given ICT
product. Adaptive responses adjust the ICT product to a new or changed envi-
ronment (Figure 6.3).

If the change undertaken is in reaction to an event that has already occurred,
then decision-makers have the option to authorize corrective or emergency action.
Corrective responses identify the source of the exploitation and remove the defect
or vulnerability that caused it to occur. Emergency changes are exactly as the word
implies: unscheduled corrective actions performed on a do-ir-now basis and often
small in scope. The goal of the sustainment process is to ensure unquestioned integ-
rity and trust, up and down the ICT product supply chain.

The first step in the process requires that the stakeholders maintain a continuous
an accurate understanding of the threat space. Threats that are known can be coun-
tered. Threats that are either unknown or unanticipated cause problems; therefore,
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Qualitativ